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/*Set modex/
i f (IDC_RADIO5 == GetCheckedRadioButton (IDC_RADIO5, IDG_RADIO7) ) {
rc=cipherInit (& ipherI, MODE_ECB, “”);
]
i f (IDG_RADI06 == GetCheckedRadioButton (IDC_RADIO5, 1DGC_RADIO7) ) {
rc=cipherInit (&ipherl, MODE_CBC, “0123456789abcdef0123456789abcdef”) ;
}

i f (IDC_RADIO7 == GetCheckedRadioButton (IDC_RADIO5, IDC_RADIO7) ) {
rc=cipherInit (&ipherl, MODE_CFB1, “0123456789abcdef0123456789abcdef”) ;
}
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int blockEncrypt(cipherInstance *cipher,
keyInstance *key,
BYTE *input,
int inputLen,
BYTE *outBuffer)

unsigned long t[4];

int b, n, i

DWORD x[BLOCK_SIZE/32];
BYTE bit, bit0, ctBit, carry;

/*
* Note about optimization: the code becomes slower of the calls to
* serpent_encrypt and serpent_decrypt are replaced by inlined code.
* (tested on Pentium 133MMX)
*/

switch(cipher->mode)
{
case MODE_ECB:
for(b=0; b<inputLen; b+=128, input+=16, outBuffer+=16)
serpent_encrypt((unsigned long*)input,(unsigned long*) outBuffer, key->subkeys);
return inputLen;

case MODE_CBC:
t[0] = ((unsigned long*)cipher->IV)[0];
t[1] = ((unsigned long*)cipher->IV)[1];
t[2] = ((unsigned long*)cipher->IV)[2]
t[3] = ((unsigned long*)cipher->IV)[3];
for(b=0; b<inputLen; b+=128, input+=16, outBuffer+=16)
{
t[0] 2= ((unsigned long*)input)[0];
t[1] 2= ((unsigned long*)input)[1];
t[2] = ((unsigned long*)input)[2];
t[3] 2= ((unsigned long*)input)[3];
serpent_encrypt(t, t, key->subkeys);
((unsigned long*)outBuffer)[0] = t[0];
((unsigned long*)outBuffer)[1] = t[1];
((unsigned long*)outBuffer)[2] = t[2];
((unsigned long*)outBuffer)[3] = t[3];
}
((unsigned long*)cipher->IV)[0] = t[0];
((unsigned long*)cipher->IV)[1] = t[1];
((unsigned long*)cipher->IV)[2] = t[2];
((unsigned long*)cipher->IV)[3] = t[3];

b

return inputLen;

case MODE_CFB1:
cipher->mode = MODE_ECB; /* do encryption in ECB */



for (n=0;n<inputLen;n++)

{

blockEncrypt(cipher,key,(BYTE *)cipher->IV,BLOCK_SIZE,(BYTE *)x);
bit0 = 0x80 >> (n & 7);/* which bit position in byte */

ctBit = (input[n/8] & bit0) » ((BYTE *) x)[0] & 0x80) >> (n&7));
outBuffer[n/8] = (outBuffer[n/8] & ~ bit0) | ctBit;

carry = ctBit >> (7 - (n&7));

for (=BLOCK_SIZE/8-1;i>=0si--)

{

bit = cipher->IV[i] >> 7;
cipher->IV[i] = (cipher->IV[i] << 1) #

carry = bit;
H
H

/* save next "carry" from shift */

/* restore mode for next time */

cipher->mode = MODE_CFB1;

return inputLen;

/*
((unsigned long*)cipher->IV)[0];
((unsigned long*)cipher->IV)[
((unsigned long*)cipher->IV)[
((unsigned long*)cipher->IV)[3];

’
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int bit;
int bytedata = (input[0]) &O0xFF;

for(bit=0; bit<8; bit++)
{
unsigned long tt[4];

0; b<inputLen; b+=8, input++, outBuffer++)

serpent_encrypt(tt, tt, key->subkeys);

bytedata ~= (tt[0]&1);

[0]
tt[1]
[2]

((tt[0]>>1)&O0x7FFFFFFF) | ((tt[1]1&1)<<31);
((tt[1]>>1)&0x7FFFFFFF) | ((tt[2]&1)<<31);
((tt[2]>>1)&0x7FFFFFFF) | ((tt[3]&1)<<31);

tt[3] = ((tt[3]>>1)&0x7FFFFFFF) | ((bytedata&1)<<31);

bytedata = bytedata>>1;

}

outBuffer[0] = (unsigned char)((tt[3]>>24)&0xFF);

H
((unsigned long*)cipher->IV)[0] = t[0];
((unsigned long*)cipher->IV)[1] = t[1];
((unsigned long*)cipher->IV)[2] = t[2];
((unsigned long*)cipher->IV)[3] = t[3];
return inputLen;
*/
default:
return BAD CIPHER_STATE;
§
§

int blockDecrypt(cipherInstance *cipher,
keyInstance *key,
BYTE *input,
int inputLen,



BYTE *outBuffer)

unsigned long t[4];

int b, n,1;

DWORD x[BLOCK_SIZE/32];
BYTE bit, bit0, ctBit, carry;

switch(cipher->mode)
{
case MODE_ECB:
for(b=0; b<inputLen; b+=128, input+=16, outBuffer+=16)
serpent_decrypt( (unsigned long*)input, (unsigned long*)outBuffer, key->subkeys);
return inputLen;

case MODE_CBC:
t[0] = ((unsigned long*)cipher->IV)[0]
t[1] = ((unsigned long*)cipher->IV)[1];
t[2] = ((unsigned long*)cipher->IV)[2]
t[3] = ((unsigned long*)cipher->IV)[3];
for(b=0; b<inputLen; b+=128, input+=16, outBuffer+=16)
{

’
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serpent_decrypt((unsigned long*)input, (unsigned long*)outBuffer,key->subkeys);
((unsigned long*)outBuffer)[0] ~= t[0];

((unsigned long*)outBuffer)[1] A= t[1]
((unsigned long*)outBuffer)[2] ~= t[2];
((unsigned long*)outBuffer)[3] = t[3]
t[0] = ((unsigned long*)input)[0
t[1] = ((unsigned long*)input)[1
t[2] = ((unsigned long*)input)[2
t[3] = ((unsigned long*)input)[3

’

’
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}
((unsigned long*)cipher->IV)[0] = t[0];
((unsigned long*)cipher->IV)[1] = t[1];
((unsigned long*)cipher->IV)[2] = t[2];
((unsigned long*)cipher->IV)[3] = t[3];
return inputLen;

case MODE_CFB1:/blockDecrypt
cipher->mode = MODE_ECB; /* do encryption in ECB */
for (n=0;n<inputLen;n++)
{
blockEncrypt(cipher,key,(BYTE *)cipher->IV,BLOCK_SIZE,(BYTE *)x);
bit0 =0x80>> (n & 7);
ctBit = input[n/8] & bit0;
outBuffer[n/8] = (outBuffer[n/8] & ~ bit0) |
(ctBit ~ ((BYTE *) xI0] & 0x80) >>
(n&7));
carry = ctBit >> (7 - (n&7));
for (=BLOCK_SIZE/8-1;i>=0si--)
{
bit = cipher->IV[i]l >> 7; /* save next "carry" from shift */
cipher->IV[i] = (cipher->IV[i] << 1) » carry;
carry = bit;
§
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cipher->mode = MODE_CFB1; /* restore mode for next time */
return inputLen;

/*



*/
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for(b=0; b<inputLen; b+=8, input++, outBuffer++)

’
b

0
1
AN
3l;

b

—_— e =

] =(
1=(
1=(
1=(

int bit;
int bytedata = (input[0]) &O0xFF;
int outdata=0;

for(bit=0; bit<8; bit++)
{
unsigned long tt[4];
serpent_encrypt(t, tt, key->subkeys);
outdata |= ((bytedata”tt[0])&1)<<bit;
tt[0] = ((tt[0]>>1)&0x7FFFFFFF) | ((tt[1]&1)<<31);
tt[1] = ((tt[1]1>>1)&0x7FFFFFFF) | ((tt[2]1&1)<<31);
tt[2] = ((tt[2]>>1)&0x7FFFFFFF) | ((tt[3]&1)<<31);
tt[3] = ((tt[3]>>1)&0x7FFFFFFF) | ((bytedata&1)<<31);
bytedata = bytedata>>1;
§
outBuffer[0] = outdatas;
§
((unsigned long*)cipher->IV)[0] = t[0];
((unsigned long*)cipher->IV)[1] = t[1];
((unsigned long*)cipher->IV)[2] = t[2];
((unsigned long*)cipher->IV)[3] = t[3];
return inputLen;

default:

return BAD CIPHER_STATE;



