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T, BB A= TAILOR DY & LTHIHATA2NEEZRET 20T, BE LWL TEN
TLIEEY, 22T L TRIELIEAED, ERO—F—2KS5{biie 2 R 3 2 55 1A STO R
by LTREESNET,

G A—ARF¥T7—A—NTiL, ZOBIBY—R—ZBIT 5RROMRITRY TTOTY Y EDY OEN
HDIZLTBNTLEEWN,

18



3. [CHABA—LDRELRE

31 HEF-DEA—ILEEATELSICIE?

TEF I D Hisk KD, BARRENOIIUEE= v VR~ DLW L | ThEmR LY 7 A L%
5530)5,5\9:,\ 9§1§ﬁ‘é/7l\fﬂ‘o

T TIZ, BMOWEBIZIA > TWET DT, Y7 — A =N EICEETS &,

DEDIREAST T 7 A& RO A—IVRIL
This is dummy text.
NEEET,

REOOWTIE, A AN EEBIEE= v VREICER SN2 b 0T,
A=)V DOERIHNENE | EEOOEIE 1 FD 2 5D SO L 9120 x4,

ZAESNDTHN, =v VikE BAREICRTSGGIE, Y7 OKREIZIER TR TE £,
HEEIT, XN Z—nbF Y m— FLTERET,

HLHAM,
HRTC—RE LS T, HRT—EDDWWNEIL. H7270fi->TWA T,
ZOMIT, A—NZEALTEH D ) ITITROEENPLETT,

MOEEZ, fEN 256 B2 7 L < BT, fiEEN 166 7 L HndkE & T,
1E7BLDERN 24y "OT—H TIRESINDHE Y b~ 7 7 A VAL £7,

HLE D TR, RoTAHANITMETT, WOTFIHTEELZED TIIZ S0,

3. BHE A8 2 L ZHY AT,
TUNATEHERER-> T EE,
USB7—7NAT/NYarbo/p\WC, BEEET AT by FITEWTL I,
BEEHIZ Vw7 LTFEW,
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fEMHmEES.doc

TLE3I—(V)
EE(E)

FAL by TOEE S L TEEB)
EORI(P)

BB CEE(K)
nyanya2.bmp EE D IZEER(N)

Microsoft Security Essentials TAFv - LFT ...
FO55 L0SE L (H)

HE(H)
LIgum) (— =52 2S5 (V)
E&(M)

H0END(T)

=] =

=3— Aw IERE(S)
AlE(D)

EEDEE(M)

ZFOJIF-r(R)

ZIZTC, Tua I b<MELEZ Y v 7 LTFEN,
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TEMH eSS S . doc

TLrE1—(V)
RE(E)
FAL by TOEEE LTEE(BR)
Bl (P)
HEIDICEE(K)
nyanyaz.bn EENIZEE(N)

- -

L—'_E Microsoft Security Essentials TAFv 2 LET ...
=

OS5 LA SE<(H) 2| Microsoft Office Picture Manager

| | Microsoft Visual Studio 2005
S .bmp =

BEID) (— 53 VOETE(VY) Windows Live Movie Maker
Windows Live Photo Gallery
EB(N) [ Windows Media Center
WDEmD(T) =] Windows 7x# I F1—F—
] 2 fiE @) Ak
T3 — v hOFERL(S) BFEOT 095 AOER(C)..
ElE(D)
BRIDES(M)

JO0)iF(R)

SIS, "D EEZ Y v 7 LTSTESV,

AN EEL, (RTET 5.
NRA DY =NV EfEST, HERREHLAZE->TLTE 0,
(ADE AR, OOFTZmEYSIcH 5 ,)

E R e P . NOOC

i:_-.-'_-_".-'__q' "fﬁ_:':-' ]
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W LOEtE., A XEREZ 7Y v 7 LET,

) 1Rl

[ IOERD | 1 7 RS : Al [
4 ] : i i i . A_
] e ovizzm | L v P
Bhshla: | GER . Ll 3 I
A AEELER
HAIEE
EfI(B): @ /{—t>F & E4SIL
|| -

[::] KERE(H): 100

DI SEAA(V): 100

HbEE TSI 5(M)

FoXIZ, Windows7 Db DT, ZOBEAIE, GO T BALDOESE 7Y v 7 LT,
KETFH D E Z A%, 256 & LTL &0,

ME o
b | Bw
[i] & VIOERD | vy H MR
mof- | e O
Bt iR :
A AEE LR

HAZEE
I EfI(B): @ )i—t>+ @ Eatl

+—F
[::] FEAEI(H): 256

DI sEAR(V): 192

[V R Z T B (M)
iD= a TR, BROV A RAERE @R, YA ALTE T, KV, HTEITHOFTOfE

Z 50 L3012 L T, Mi/hLET, MIEORIZANS~6 B FREICRD I OICHHELTIE
SV, REFTERQRTIITE L TOHENEE A,
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ROEXITT S KEITY, EMITIToTILESN,

YLK N L7267 A VKRBT TRIEL £,

i e

ﬂ FE0) BiRE-LES
1 DSCN0O484.bmp
J‘IJ HU(0) 2 nyanya2.bmp
3 EF bmp
Q TEEFF(S) 4 H5.png
5 BZ.png
ﬁ ZEEATEE(A) » & EH.omp
7 DSCNO484.1PG
<) ERIP) >
== DASEREAF S —HSHORHM)
[ 1] EFA-IL0EED)

77 A IVOFESEE

24y b ¥y b<wy7 (*bmp:*.db)
WL TLIEEN,

77 ANKIE BT

nyanya2.bmp

WL TERY EH A, (RPGFERAS ZOARITBEWLET. TOARIV,)

& EoFr . e S
B 5ot v | = AFph THILA—

== =2 R ry kT2
] | 2258 28—

T7-ILE(N): DSCNO484.bmp

7 AILOEE(T): |24 Ew b Ew hw T (*.bmp; *.dib)

/400 Ew hew 7 (*.bmp;*.dib)
16 BEw 7w T (*.bmp;*.dib)
& TANST—DIF 356 @1y gy 7 (*bmp;*.dib)
= 24 Bw b Ew 2wl (*.bmp;*.dib)
JPEG (*.jpg;*.jpeg;*.jpe;*.ifif)
GIF (*.gif)
TIFF (*.tif; *.tiff)
PNG (*.png)

nyanya2.bmp
DT —H P A ZE, 100K B/ 5 300K BREEIZ L T EEW,
(Wi xE A7) v 7 LTTanT 0 —Z2 TR LT EEW,)

SD % — FOHIZIL, 3 CiZ.nyanya2.bmp BBA > TWE T DT, bR 7= DOHDEHR nyanya2.bmp

TEEXLTLLFEEY, ZOT77ANEA LIMEZERA,
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32 7 FLRIRDERTELEZE

7 RURIED, HHERO LS CRELET, (Efa—FOF—RBETT,)

—

CG5mail
Bl B fREPIE RIFHET
iz =1 bmpb6ec.exe
fesa1 K1234567.bin
g S2
SH2

ES 3

RERPIE RIFHET

bmp56dc.exe

K1234567.bin

a1 nekoEC.exe
W58k 1 bmpkeyec.bin
151 nekoDC.exe
st bmpkeydc.bin

ety 7 FOGETZ, nekoEC.exe K {b#Ed & = AL, bmpkeyec.bin
Bk 7 b OEPNZ, nekoDC.exe K S{b#D & = A1X, bmpkeydc.bin

LLET, bRl Z—nh I FEfHa—Y—0X%—T7 7 A LEZEAL TWIUIZD X ) iR E
MNTEET,

b AEOWEEDA— LT RLALHRTEDOT7 Y —A— /L7 RLALEBEL T, 865 b[AkE
ONBETHRELTEWVWTL I,
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Z 2O SIS kstiX, Bitoma 5T D &0 L ILETY, BT L <#EEIED & X1,
BmpCrypt.exe % ZFIH < 72&0,
e U= % 258 & 23 2 121%. RSA K55 & #5H HERES 503l 2 £ 7,
B Torbnn, BRIEOBNPA—NVERETHEATINET, BLWA—LZLTFEW,
OB 7 7 A NV ENFIZE Y b T T 7 A NVTTR, 77 ANAITTCOEETT,

Ce5mail

6:44/fay 16:44:17

CG5mail

mdata05.bmp

KERDOUHT 7 7 ANMZBE LTI, WiSEE v 7T5L, 774100 ENRH TS D2OTHRIFELTZV D
DB T LThb, REFEEH v 7T 00E,. SD vy— FD “attachde” 7 # VX IR IFEENE T,
EEHOT R A LIZES LY 7 N &> CHEWIZE S fThivE 1,

WEAL LT 7 A MIMMOBEEN 72 7 + VA ICBE LT TES N, £ LRnE, SOICHECIEELZ#Y
WLELEIZ, EEESNTI 7 ANVDBRRDAL Z LT £7,
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33 RX—/R—[ZpAFEHE (ZERSIL)

= VEETOEGETIL, BAGENEEEE = v VEEICER SN ETOT, RPN, iz
kTS, b L. HRIOEPEED A —)LE2ESE X ITE, RO X DICL TA—=R—T % AGEKRE
ZRIHALTL7EE N,

BEPERL Y 7 b ozip 2B < &

JEERLY 7 b T AN F O, WEEEZERT 2 Y 7 BB ET,
Z Z TClE. AESCrypt.exe & CMLcrypt.exe Z WV E L k 9.

CMLcrypt.exe [Z HARTHIE SN2 AU TS O#EZIED Y 7 R TT,

© EPSON E-Photo ~ (5 S=HE|
EE - HE - SZihT FLWLWIAILAS—

i 4 Rt SATSU
b iy Serpent SR T
FI LD 28 )
bW BATEERY
+ [ CoAZEE ) EC 2013/01/31
_ E bc 2013/01/31
b ) NekoMailPac i Encrypted 2013/01/31
e =Kok | Decrypted 2013/01/31
b NOS—E5 i ECCrypt.exe 2013/03/08
| NZaT £ AEScrypt.exe 2013/02/10
| EBESYI #ih Twicrypt.exe 2013/02/10
L #nEs BmpCrypt.exe 2013/02/10
= | a8 MARScrypt.exe 2013/02/10
2. g;ﬁcmjj b | SerpentCrypt.exe 2013/02/10
= EA cMLcrypt.exe 2013/02/10
ki Decrypted CFRSAcrypt.exe 2013/02/09
L EC £ MistyCrypt.exe 2013/02/08
1 Encrypted £ plane.TT 2012/12/15

CMLcrypt.exe X 77 U w735 &

|' EPSON E-Photo ~ &) S2HkE]

al
EA ChLorypt e - L O - [ ]
BOES
R T BEER || o 128 bt ) L
Sl I o 199 bit F I IATEILIESE 8% |
£ 256 bit | BN
FEibiE [CMikeyECThin DA =
ol Bk
R L2
[ES(R [HOeDSor  Jriila | mzvgsT A T, i
R
i 53 (e i
SBERRE T AL | [planetxt IW ¥DC¥decrypt txt
ISk iES{kE
n FITAIE AT ]
¥Encrypted ¥Decrypted
DI CIRTFS Dl CiFTFS
nET, NET,
IEE{LIEERT JERLIEF=T
4 1
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JEOR XX, 266bit, OFTE 7 U v 7 LT, WRICKS(bis ., EobBA 2RO ET, o0 0T 04
AMICHEVETERNIIICLTLIEEN,

fEEAER, 227V v 735 E@PERSIVET,

RERT., 220 v o358,

558D 7 7 A L CMLkeyEC1.bin &1 S{t##® 7 7 A /L CMLkeyDC1.bin 8 T £,

| CwASEEE =
, DC
. MekoMailPac
. Encrypted
1) MekoMailSys.zip | Decrypted
i, BBS VI -zip 7| CMLkeyDC1.bin fERLE
Jj ﬁ@ﬁx zip 7| CMLkeyEC1.bin M
1) B T h.zip #ih ECCrypt.exe
. MekoMailSys i AEScrypt.exe
| REE—BE i;‘ﬁcgph? =
m BXe
i 94 [P it il
MARScrypt.exe
=1}
BERVI SerpentCrypt.exe
| EDRE CMLcrypt.exe
| SRV T CFRSAcrypt.exe

AKX, “hE NekoMailSys 7 4+ /L X DN BEIT 570y, US B AT U —|ZfRELTH S DTN,
ZD iE'/\ X, WEHTF L OREP VI L 720 £, SESHITERED > TR 27, ABHSERT 5 A2 F

ALTKHT D2 Ly £3,
AHlENE, TTICASTWARDEFDEEMHIZLIZLETOT, oL o8 T2k L T<

TEENN,

Tt

| 7| SerpkeyEC.bin

) BOR=2p 7] MistyKeyDC.bin
|4y #fFAL T boazip 7] MistyKeyEC.bin
4 | NekoMailSys 7] CMLkeyDC1.bin
. address | 7] CMLkeyEC1.bin
| condition || TfkeyDC1.bin
. DCws | 7] TfkeyEC1.bin
| E [ TwofishEC.exe
[ TwofishDC.exe
i ECWS [ CmIEC.exe
, inbox B2 el ava

SXZ, AESCryptexe X 7N U w735 &, WOBRENBILET,

Ty 7 A AOFECEOR SO/ EEOAE S L &L ko TnET, Zudar T A K
WML EEDEEDY —AT— REHESTVDH05TT, Rijndael (T4 FX—)) OV —Aa—FK
ES
The Design of Rijndael: AES - The Advanced Encryption Standard

(Information Security and Cryptography)
W > TWETD, BEFTORY NS VEELE Lz, ZOBEICEL TUIFEE N L ZDEENMLET

HHZ LR E L > THY E£T,
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TRER BIL, Tuv YA ZXE A Y TO256bit & 252 T, 224 7> 192bit IZ LT F &,
ZOHEI. OO D T a7 OV A AN ER/NAEER O 1792bit 12720 £,

o
ity AEScrypt e e s e =
EELE Iy )& 1AesKEyEOWb\n TES{LEIP 5 lﬁesKEyDGWbin
2E R - S ‘ FTESEESE  #AF |
160 bit 160 bit ZNENEMHI: frrares i
192 bit ~ b | FECTET —“““;““Z_J il |
224 bit 224 bit ﬂ]
| 256 bit 256 bit (REZEIERER2
st |
i b 523 A
B|OTA plane txt PW ¥DC¥decrypt bt ek =ik
N HITAH HIT
¥Encrypted ¥Decrypted
OPCRESN QEEE
. had.
ﬂé‘%fté?ﬁﬁ—-l TEEftiEﬁrT—-l
Th., T TIIFET S,
| sentalk NekoMailSys
, Serpent .
EEl
. Twofish == BITIPLAL X
| RATEE T =] BmpEC.exe
o AEEE |Z] mailfilt.dat
) BrmpkeyDC.bin
. MekoMailPac — pReEy
BrpkeyEC.bin
. NekoMailSys - _
i | 7] AesKeyDC1.bin
, aadress .
| 7] AeskeyEC1.bin
condition i
- | 7| MarskeyDC.bin
. DCWS | 7| MarskeyEC.bin
. dummytxt [] |7] SerpkeyDC.bin

AesKeyEC1.bin & AeaKetDCl.bin Zff> Z LicLEL X 9,

7 RUARROBETEIX, RO X I £9°,

e 1 CmlEC.exe
S 1 CMLkeyEC1.bin
5 2 AesEC.exe
58k 2 AesKeyECl1.exe
5= 3 NekoEC.exe

5 B 3 BmpEC.bin
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171 CmlDC.exe

1581 CMLkeyDC1.bin
HE2 AesDC.exe
18582 AeskeyDC1.bin
18753 NekoDC.exe
73 BmpkeyDC.bin

TIT 7Ry MIETMNCFIZLTHENEWNER A,

COXRITHEL TS, FHETIUIHAY TS LE AE SIS T 2 BICH S I —#1"s b
L IZRAGRICEBM SN TIRFICES 281220 £,

Iz, A==l AhEREE LOET,
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4 EESYV7ILOFA

41 UserKey.dat

BIAE, SD 1— RiZdh D userkey.dat’ &\ 5 7 7 A /T EXDOLOTIEH Y FHA,
R B TEBRICATTELEALD T 7 AV T, EEETIUIEREHIR MR S E T,

AL A B A% —1F, FFIC 1 AoV B0 TCORMEREZFF LET, #lHO~ Itk
WCARY T FT =T DIA B AF—28ETLHH51F. vV ORESOT A A% —2 AL TL
2SN,

ARAME R OB X Ik X H 12780 97,
1. BETE 5151k 7 bt Bmp56EC.exe 7217 T3, & 52, K5k “K1234567.bin” 721 T3,
HEbIZ 5 B CHMICERETE, HE{b#IIA 0 TIER L b ORRHATE 9,

2. ZOLE, KXEWNMNT AT, T=EHNENE Y b=y TR E LT S(LENTZTSA T 7 A 1
ELTEEEINET, £/, AXLORDLVIZH I —TF A MRELNET,

N7 B = BN LT IEH O userkey.dat” N H35E1E, RO X H 12720 77,

1. Wiafb, 5k 5 By E CHMICRETE 3. Wb A N CERLEbORFIATE 3,
B by 7 N3 7 RUAMRDSZEE & 725 NOIZBRER STV D55
ALDORPOVIZH I —TF A MR EEINET,
KRILERFT7 7 AN TR SALSNTEESNET,

2. ALY 7 PRSI NTORWEGE
AILFZLDEETH SISV THEESNET, BT 7 7 A v biFSlbshEREA,

42 (Web)Z!)—A—LDEES1L

Hotmail <° Yahoo A—/L 72E D, LD X —/ L — b ZH M4 X

=11

e ey T T TR, COMET B LR MOV TE L ET,
e RO, s 0 A — L ONE AT LT, BRI
o o ow ' o %7 TT, \
G2 2 YRHQOL Bl s pin s s TR /4 v ID SR T — KRR A
B e | T Ug oL O NERSTRBIEY . AL OREERLRED L
B mosossan esee | CVVET

it e — Tz, RO A — LY —E R THIER L LTI I NERTT,

D AR T=x UEE Tld, 7 FLARZEONCHRE L CEEN b %

THIENTEET,

BAEX, 779 RV AT LADLE I, REOT =2 NEASOFZEENT-E TIRESHLTODIRERDH Y
T, ZOLIRT—FIE, Lol {EENTWARERH Y £, 20D L & ORI 0mE 5
FREEIXH ISR E TE 2 TIRY 8 A,

7507 RF—2OEELICIE, “A—LH E =" "Web 282 GY” 2 ZFHLIF S0,

a5t T, G A=, ¥T7T—=A =N EBRZEIMAET,
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43 FIATZEAWE7IIIXL

FIFHTX 5055 Y 7 X, Neko, AES, Camellia, Misty, Twofish, Serpent, Mars, Bitoma, Bmp56
TT, &5, #1ER Y 7 h® RSA, ECC M5 DT, APHERE S 4~ T, fu@gosss 4252 L
HTEET,

HBOSED A — /LT, REBRRMN T 7 A WEikos THATHBLRE | ZEMEEZ RO 5 2 TR H %
Bt LT 72 &0,

T2 DOEANE Y b~y TR D DI,
NekoEC.exe (18751biziX NekoDC.exe #fEVFE,)
Bmp56EC.exe (15 71ki2iZ, Bmp56DC.exe  ZfEV ET,)
BmpEC.exe (E51kiziZ, BmpDC.exe #ZfE\VVET,)
<7,
INbE, ZEREORSLO SR OB TRATIERIE L 27T — 2 B FICm 2 &2 £,
NekoEC.exe (1 %51kiZlZ NekoDC.exe #fEWET,) XKD, A~HT=x VEETIEL, AARGENE
B =y LRI D DI L HAATTR, = VRBICT 5% 210, AES K5 TR L LT, &6iC
Camellia K55 CHEAL L TG, BZIC, = v VRBICETZ ERHKET, =¥ ViBICRo o7 — X%,
HRT-ORBVVOERE L —EIZRo THTRICmEET, Aib > CTH (L LZEA1E, AES, Camellia
DOEEZEFIZE S TBLMERH Y T3, ZO-OI1E, AR5 TH 5 RSA K5 & FEH Hhir 5%
FIFHTE £,
EFERE= v U FETT O T, TWMOMITFHOET, MIIHATHEDL O L EIT, MAboAtFdizind
=y EBE BORNE IV LB £,

BmpEC.exe (f5kiZix, BmpDC.exe %WV ET ) TIX, A—T —F BIUMAWIHREIZ 72> TH

Film&E £,

NekoEC.exe (15 51kiziX NekoDC.exe #fEVET,)
BmpEC.exe (8 5{kizi%. BmpDC.exe #fHVVET,)

Tl EOK 5kt HEbaivEd, Zofid, BmpCrypt.exe TIERLL £7
Bmp56EC.exe (f8751ki21%, Bmp56DC.exe ZfHVVET,) 1I7 —F ZHHRMIIE 2 T 08IFZLHE T
EEH A

Bitoma, Neko %, ZLELHEICHEIZH Y THAN, T—F A XD 24512720 £,

R 72 LB W RE ZR R FREEIE T HAUIC BRI O @ s S Y 7 B E LT

AesEC.exe (B2 bizix, AesDC.exe #fH\VNET,) —— AES K55
TwofishEC.exe (HE5{klciL, TwofishDC.exe #ZfiV Ed,) —— Twofisah Ki’5
SerpentEC.exe (18 5{kiziL, SerpentDC.exe % iV EF,) —— Serpent i’
MarsEC.exe (5 51kiciZ, MarsDC.exe Z iV FE9,) —— Mars K5
CmlEC.exe (#E51{kiciZ, CmlDC.exe ZfHVE9,) —— Camellia 55
MistyEC.exe (551kizix. MistyDC.exe Z{EWVFET,) ——  Misty 5%
MDA TWETS,

Z?DH BT, AES, Camellia, Misty l3H4 T3, oY 7 N HEFH T,

AES 1%, 7 A U B O#FKEFHK (Advanced Encryption Standard) & L CHtg L= b D TT,
Twofish, Serpent, MARS 72 L3 AES DR X T A4 /LT,

Camellia 1% AES & [FZEOZEMENH Y, ST A XD/ E L, @i b, HELRETT,
KM DONESSIE Y 12 ¥ = 7 F 0 HARDCRYPTRECHERL L 7= TEFBUMHESERE B U X b IZ8H ST
£7,
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MISTY % = Z B BRI L 7o g 57 /L 2 U X A2 K0 | 128bits DI S{Lit A FF> 64bits 7' &
o T KB, KEDESL LB SLOM G B2~ TEB 2 5T 5 = Rt oI ek 2 e ] LT,
ME OB SR E I EE ISV THREFES, DES 22 Lo SLet s B2 R L TWD,
W-CDMA OFEEERICER A ST, B AP O M FAEERER S & 720 £ LTz,

BTNTYXLEG, EXT 7 ANER ST D05y 7 b S ka7 A V2l S5kt 518
Y 7 b, BEEAbEOE S LA EDHER Y 7 R D 3 Dbl > TWET, B Y 7 b & 5 bdtT
9 CIZ, SNbmailSys 7 4 /L ZIZA-> TWET,

BHFE Y 7 FOFELWEIAIL, A—22— (http://uyama22.pa.land.to/) THERE L T 72 S0,

NGO SY 7 e, b BEFEE Tl LT 5 EICK S b T £7, Hix e 5-Hili2 L E A L il
FEOWMEETFY £, KFORSHETORBICEDLETHERT AR5y 7 M &4 % bRt LE4,

DYV T MIEoT, T RLVRIRICHEEALY 7 "4, BBk 7 7 A M4, HE5bY 7 M4, 1551k
$EDT 7 AN ERGRT DT T, Bx BB HNZ @ RICRA T2 X912 £,

ZoNE, EEIERKE TR0 Y 7 SRRHTE SO T, HHRAERDICHE AL L CEETE D X
IRV FET, TNENOHMICH > THo e ERELZ -T2 bD0EFATE L L5127 £,

ZID DOIE ST O IFREEE AW AHE L < TEe b 8 A,
A= b E b= "Web i 508E GY”Cld, #EZH TR T 5 R8BSR 5D Y 7 k|

CFRSAEC.exe (18 51kizix. CFRSADC.exe #ZfEHLET,) — ARSI 5

NEENTHET,

RSA ABREE A, 5 HET 5 CORF S Lo SLITMER A R 5 DT, RERTFT— X 2 4ET
HLED, EHERPTORSLICIZME XA,
B D 7012, MM iR 5(ECC)D Y 7 R hiBMm L% Lz,

s () HFRXobL O THEEEICITERH Y 3, FIHARER L OOH TlE, Serpent 73X°
RERIR 2 ND L 2T, THHOI U Ea—ZTHp7 A MLTLEEN,

i A — LI 22 L9 &5 2 TE~7- NekoEC.exe, BmpEC.exe T2, W& L TR AL
T eEZDT—E YA ANRKELRoTLEVET,
WEAL LTeT — 4 OEZEDOT A N2 +314T-o T IE &N,
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5 B{ERYI L

51 BERY 7 FOEWA

W TNV DOREFRIE. 7 CIZ NekoMailSys (2 A - TWET,

EE I HERRT D5 AE, R Y 7 bazip” AR LT, £ L TEER Y 7 b7 X oz
Ao TODHER Y 7 D& EEEI L £7,

7= & 21X, BmpCrypt.exe Z BT 25 &L, FORD I HIZ72Y £7,
Z DY 7 ME, NekoEC.exe, BmpEC.exe. NekoDC.exe, BmpDC.exe Tff 7 #t4 1Ek L £,

=T ome i =l o P WY LA

4 & BmpCrypt ; Lﬂw
BEE (L5774 B EES{LiEI7 8
|ElmpkeyEObin |BmpkeyDOhin
HOEE T2 WMEE{EIES{L [
& 128 bit TRIEDIIET — | Bt |
FAEINTS, -
192 bit {RIFET H1IFs:
: & HETOEERL il
¢ 256 bit © bmp HEHTE Sl
4 EAl 1 e N
Himgg

= 53 Lo LA B TS5 e -
& EROB - TR ET FEE ) 6B S IR

Fix R 77 1) iR kil Ll
BOTAb |p|ane.txt |.¥E0¥testhmp |.¥D0¥p|an32.txt HAo4 148 H 414

= ¥Encrypted #[Decrypted
DI FTFEN DRIAFTFE
F. Ei== 8

N ——

PEFNE

1. KEfkst 7> A 4, Bolkt7 v A VB2 AT 2,
BD 7 7 A WTEARRNIE, BHER Y 7 D ERIU 7 VX IER S E T,
VHIES T2 D EL4RIMEI LIE ERIOHEON EEX SN THATLEWET,

5. ORI ZRET D,
e w7 v LTLSIZEN,

33



W b L72% D7 7 A VOPLET- 2 IRET D,
ZOEENE, B LTI 7 A Ve Yy b~y T T 7 ANV EWVWI G T 7 A W72 97,
PLIRT2 bmp (2 U CHIVUTHHR & L TR 5B D7 7 A VAR E L TRAZENTEET,

o))

7. fit 2 MRk
AR ORXEI Vv LTLEEN, #RERESNET, b9 EZ Y v 7325 LRodn
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