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s Prra=Try o Akt

(%A crrsAcrypt =)
BOE S
& 512bit (1024 bit ¢ 1B3Ebit (" 2048 bit " 2560 bit WEIED | g‘grg{;ﬁbﬁg?l $o28l ‘ eSS RIES L =
eim  [OReE BN (Tl | B
o (RS LA Al i
HiRs
i |
ek RSakeyDC1bin (T L)
e | i b
)| oEs |
F BT | BT EELIRT |18 =
RELLBSILDTAL | [planetxt — [¥ECHencryptenc me | [P Bk kT | BRI FRT
—  TITAL Do LA
¥Encrypted ¥Decrypted
Gtk teaad DPIC{RTER
nET, nET.
A =
s 4 F
=

L (E e ANE

1. #ovry b
HRIEPBENOI L 2—Z I TERSHEOEAL WD Ea—XOFEENEB 25
PVEERH Y ET, BEWVETIIATY —OENBBEICRY £9, #BE21EL27-OORMIZETIEIH Y £H
AW, Kb, EERIZ B RFEA 0 £,
TTN, FHFICEDOE TREEHIERT D EXBT 20N KEIC/R £F, TOEAITHEACEHO
VAT LEFIHL T ES N,
2. BEED #27V o7 LTLIELLIBEBLIEE N,
. R LEEBIEOT AN ThEZ Y v 735 EEE b, HELER L TiThiuE T,
BRCEDLOIETHIAN T 7 ALTT, B {ELIb DI 16 i CRRINET,
. KR L BEBLOmEE TR LN LS E L 7,
. BEEAEIERTR B BALOWRRE TR LW T B{EE T L7,
. L B Lo EFR R LN SESEL T,
. HEALHEFRTR EEEOWBREEFR LRV TES{L L £,
(ZABR) W5 afbddmtiA W o{bIofl 5 AR A St AaA 2 £ 7,
TR, BAALTHIUX, K5k, BEbIERR BNTEET,
9. (WE) E{bdEatA Ei LI > MEHE AR E T,
TN, FAALTEIX, HEk, EE5bIERR N TEET,

w

0~ O O
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ZOGER Y 7 N2 TRET 2 581E, ROBRIZARD £,

bigle (TURA) BHFE (B7) (2, AFHgEn 5 (WERE D) T O b2k 72 & 3RO
FHEIZ 220 £,

1. HFISEDWMEBIER LET, ZORERY 7 M EF D7 3 M FITEN T EEN,

2. R7IZ, RSATHOBEZMERLTHL OV, KARFEZA—LVOPN T 7 ANV ELTESTHELWVET,
C DOABRGEIRE ST D MEITH D FH A,

3. ZTWMATZRBHBED T 7 A N | [T VT DENTL IS,

4. (AB) BEBL#FTHA 22V v 7 LT, ZITH-oABEE R L £T,

5. FX OFiOT 7 A NAERT 7 A NVOLRNCLTLIEE N, =& 21E, "eckeybin"t LE T,
6. B OFCT 7 A NAIFSLT R4 LT EIN, 728 201E, "eckey2.bin"72 & T,

7. Ik, HPICEBEDO A=V T Nefio TR 77 AV ELTEFELET, 2O LEE, HEIZ, K
KDT T ANLEARZ D Z . HE I - TWAABEED 7 7 A e LT B 2l - T T
TH LKL TS E &0,

8. FAF (R7) &, A—=NHOY AT LATO, 7T FLRARICBIT2H2-0HEHICBWT, Bkl
HEBGL T ND IO ITIKIAL 77,

xiprgE (Smgd) 25 MG D & TmEENCRY T O T, @MW O T 4+ F a2 E- THRAHE
DY AT Lzl THMT 21 2 MMEFTH,

HE

OV NEER LS EOHNRE Y M TWANEEZZ2NE I L TLEEN,
VERR L7e s Ak A M Ik 0 £97, EEZ Mo NIZHm o TXW T EE A,
HENS, AMEEEZZ TS5 FNEE > THdEEE R 5L LET, B b Lz E# 2 TIcs< Y
T, ABEENHEN S L IVTE AR DB IR & RETT,

By DA TR S b SN TSN T /- miix, AL &y Mg TE S LET, T
A CARE L MEROE Y FEELISEAITE Y FOBHIZZEEL 28V, @ZBHAO 7 V7 %2 1{E
V., BEHET DL AT LA TOEMREED £,

FLD:
1. B EB(E DOEZEBENTNFNABEE S5 RSA TOAREEZIER L, fIFICFNFNLEY 7,
2. TNETNN, ML DEEALT VT Y XL ERE LZEOR SO 7 7 A NV E{ERR L £,
3. 1 TS T-ABRET, Kbt~ 7 A LV EZIEB(L L THTICED £7,
4. 3TRF LT 7ANVEEZFLLT, Ry 7 ety MZLTT RURIRIZHE L ET,
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BN O 7 4 N H o THRME O AT K EAE-> TRIAT 5854,
1. S W) 7 A HEED . Z2OFIC “ATMailSys” # 2 —L £,
2. BAWZ, "CFRSAKey.exe" %> T, ZILEINAGHEE L ERAER L £7,

3. 7 U ADMER L7T=/AB#E % "AOpenkey.bin", F% #% "ASeckey.bin",
A7 DMERK L 72 /ABH#E % "BOpenkey.bin", % #& % "BSeckey.bin", & L F7,

4. TYUREF, RTDNOLABRAEZZITEY £9, ZIUIMEIZT 20BN 7200 TEBRO A —/VIZUST L
TIHhENERHA, R7ET YU ZNEONBEEZ TR £,

5. TV RIX” @LWH” 74N FIlHD.)” KEEET OF7 FLRROAR T OEE O 5k 7
DT, "CFRSAEC.exe” &8k LE T, B {b#EOMMIITIT, RN TS
BOpenkey.bin"# 4§k L £9, T4 T, NI MNEZITH - A CH 5L LIeT — & 2R 7105
TEET,

LY 7 N OEsZIE, "CFRSADC.exe" Z %6k L 9, Z OE L THIH T 58E1%. "ASeckey.bin"
T7,

6. RANL” W 730 ZHD.” A—LbE R~ OF RLRIROT U AOHEH OK 5L Y 7
hDES3IZ, "CFRSAEC.exe” Z %k L £, B LEEOESICIX, 7V ANLZ T - 727
AOpenkeybin"# %k LE3, ZANT, 7TV ALLZITRS AR TR (LT —%%7 U R
EETEET,

HE Y 7 s OE 532X, "CFRSADC.exe" & %8k L £9, = OE S(L TR 2 #E%. "BSeckey.bin'
T,

7. TOBRTEIZL->T, A—IOXLE, BT 774 E I, REAKETHS{bENET, 7271, £H
WZBEIN D DT, T —F 1T/ NI L TL &,
W 20138807 7 A LDFH, LHEiE, HHT 5T EIERF, T 2804 RO LT
<TEEV,

8. WD AT L TZ TR 5%, FOEEEELTEET,

9. 1FNDA =LY T NTEZITRAS T8, M7 7 A VBTN 7 V2 CBE L, S 25
LTOY— NV DOEFALTEILTE ET,

10. ZUWoTxdfgE (EH) 22— LHOES ICBEL Tnb, THLTHEEL THLRMHL TS
7ZE,

WL OO REREE L ERO Y v 2RI 256 3B O 0 128E L T <19 BMEFITT,
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2.8 tEMEREREES & > - RO XM

ECCrypt.exe ZE#IT 5 RO X H 2720 7,

S = o WY AN S ey —1 W

'é ECcrypt - 1
AREL p DEv bR
& 192bit  C 224bit O 286bit O 3B4bit O 520 bit ‘ @fEs | [ WERELTAT | sem |

I IERILIESE

e IEcOanOlbin (27 I4) |

-

a HilB#
b
Gx I
t & |
no h
a Gix | Qy I =
. W iE5{t IFRT iE&{k IE%T
in fi3# [EcSecDG1bin r iR skim) HIT4 L HITAIH
Sx I Sy I ¥Encrypted ¥Decrypted

o e (LR | ek |inx UsbE el e
IES{EriES{tOT Ak Iplane.txt l_¥EO¥encryptEnc ¥D0¥decrvpt bt ’ |
| it | iE =t | [ b

T T —

R (——)

WEDHATFITRO X 512720 7,

7V ADIEE

1. EpoObty NMIAEZIRET S, 192,244,256,384,521 £ FHHIRS,

2. BEEDL REUEITY v IT 5,

3. ABRSE. FMEBHOARL. Ao***, As*** Zikd D,

4. BEAFFELTERTT S,
TEE

BAEIX, FHoEy MaEs e, RO T A—% T=(,a,b,G,nh) 2N 1HHRED ET,
WEOME m (& E L TORESNET, m OfElE, 113 By Fv6 392 By FORICERELE L
77,

O m FREICLTRBEET,

5. FFE (A7) 12, (T, mG) %5, (TR

KT DOVEE

1. 7UALLELNTZAREE AT, TIVTHEEDp DYy MBI E D,
. BEED REEIV v ITD,

. ABREE, RESEDOA R, Bo***, Bs*** Ak D,
BRERGAFLTKRTT 5,

. TV AONREEEGIRIAT, B GRT) ORESE A Bt iA T,

ol kW N

62



6. ECcrypt.exe &EIRIU 7+ VA ICkFrEZ <,

7. W LT DDA AT R, SEXDE ZAITRET D,
8. WX, EIXDOAHIbERET D,

9. WEALDOREZ %20V v 735,

10. ek hioxtgts 7 U Rk D,

7V ADEE

1. RTPLELNTEIR S LINTEBERT LD L ZAIZEY T 5,
. HY (TVR) OREEEE FEIRAT,

. EERDRE BT v I,

. EBXOER L, A—LbE M~TRHHT %,

= W N

PR

ECcrypt @Y — A2 — RIZHOW L, EEHEEZ TERELE7,
ZOY 7 M, KRR B OB & WSS A ER L, BB L, ER LT 2R T 270D Y 7
FCI, Bk L7=bDik, 16 HEDH| & L TRRLET,

5 [ RS 5 C OB B L DR AITIR D X 5 127e 0 97,

7 U ADNEE

1. FEHEMi#RD T A —% T=(p,a,b,G,nh) %S,
2. MEOM m Z®S, (ZHEEIcLTE)

3. HE (R7) 12, (T,mG) 2%5, (ZHIBHE)

(T, mG) ZfE->TiThbhd, RTDEETH, 7Fu T L0OEHE

. T ANERESET S,

C EIL TRy A X1 E BRI,

CHEHUE Xlta IS LT. P=Xl+a,Y) MO Fic#Es kot 5,

. MEOME kRO D,

. kG BEV . 7 A NORIHICES,

L T UANSZITER -T2, (T, mG) ZFHLT, P+kmG ZFE L T7 7 A /T EXIAT,
0. Ty ANDKEDY ETHRVIBLKETLEDL, e T U RZES,

— © 00NN 3 Ul

7Y RADIEETOT T ST ADOE X

11. Z7AN0OHENS, kG ZHY HT,

12. BHOE->TWAIHE m %o T, mkG Z3HHET 5,

13. Z7ANMDEYDE{ Ty 7125 LT, P+kmG)—mkG =P %EHET 2%,
14. P OxMEE Xlta) ZEVZLT, X1=Xl+ta)—a ZFHELTIERS,

INHOHET, MELRL LD

1. ZEEEEOHE

2. Yati oA

3. FHIROFHE

4. FEMHM EO SOk fEOFE
<7,

RSAMS S ZMED L ZIT/ER L2 b D& D LR L, EHICHLVEKREZD LEBEMLE L,
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Zhik, MBS 2R LA 50 Y 7 ¢, “A—LHh B h=", "Cipher Web Mail” |25
D IEFED RO T DITIERR L E LTz, 737 A—F —ZB LTI,

Standards for Efficient Cryptography

SEC 2: Recommended Elliptic Curve Domain Parameters
Certicom Research

Contact: Daniel R. L. Brown (dbrown@certicom.com)
January 27, 2010

W DMEARM L E Lz,

GFp ToOp Dffilx, 192 Ew b2x6, 521 By FORTY, kBLU m Offiix, 113 £y b» b 392
By hORICRELE LT,

T 7 ANEERERE LR E TN, ECTHEMAD 0 £3, RSAKFSNHL R HI1EETYT, LR
T MFFROIE S I LRI TE A, bHAALBEGFRAFTIOER LWL HIZY —ZX=2— & HP
TR LET,

SRR OFEIT, BEEORY| & 2EEEROE A EIT O HIETEERER->TOET, 51,
3 OFE (ERBOEMOFE, DFT I X 5FE, FFTICL2FE) #HEL T, #HrBoRE x|
FoTUOVEX THELTVWET, RIELRIRITAS TEALFETHELTWET,

Yo BRI OFRE LR OF R, FEER., RRAKE L W DOFF X Menezes @ Handbook of
Applied Cryptography (Discrete Mathematics and Its Applications) (2~ 7= 5% LAEE L CfE-
TVWET, NEEFHFEIZFFT 2 FICFIHL O ET,

EXEN:DPASTY AN

Journal ot Applied Sciences > (4): 6U4-633, 2005
ISSN 1812-5654
© 2005 Asian Network for Scientific Information

Theory and Implementation of Elliptic Curve Cryptography

Kefa Rabah
Department of Physics, Eastern Mediterranean University, Gazimagusa, North Cyprus, via Mersin 10, Turkey

WCI->TIERR L E Lz, ZHEWZE W2 L 2E# L TBY £,

DY —A—RIZOWTIE, FH1EMEEZ FRLET, BTN AEEZAOEINC T 272912, HP T/ —A7 7 )V %
ABLET,
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29 EEEVI L, BEROZEE(ZIDINT
LIS o ThD, B Y 7 hE2ER LIV S{L#E AT L-0 35 E, ENLENCEZE LT
— A NFEDIRL 2D £,

EOREZEFES T ML, §<CENTLENET, BETIHEANIHES TV, A—ARy 7 A T K
VAR, Wby 7 b, WElkgt, EEkY 7~ EHE5kEEEy MZLT, B EZMITET7 20 ZI
ZNHOa—ERFELTBINE FERALZENTEET, A—ARy 7 A E, 77 /L% (mailbox)
DHIZAS>TWET, 7 RURIEIX, 7 7444 (address) ODHFIZA>TWET, Rl o7c b, R
FLIZbOEITOGFNCREREIER D - ENTEET,

TEOWANCRET EXE, LW RLRABRLEH LA —LR 7 A% FEEXTHES S0 )+
BELTLIEEN,

BHEBICEZE LT — 2T F 0, BHEAIOZET —FAREET — 2 Naid 7220 9, £/,
NCTT o TORRICE R0 £9, BN, 2 _XEEICHEL T EEN,

BHEIT, EZETOIHTFILICBAEWIHER LD WRNGRIFFICERTHIMLERH Y £9, BAVDORR
FIZTIhRH DL, BEE R TER D £7,

HOHWE, BRETANF LAt — LT, ENEEMLTHRF L TB OIS LVER A,
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210 MEELHE. ESELBOUSB A E—~DHRE

I 51815 ClIms 51k 2 BERE, 1B 5k 5 BePE O EIc /2 0 £,

W B ALEEDIRIFRD 7 4 VR ETEE T, 2NE USB D KT 4 THNO 7 4 L ZITHRET L, K21k
HE, H5b#EE USB A® U —72 SIS L CEBIIROEATIC L £ » TBIT£3, USB A E Y —)E T
TUTA— L EFL 2 N TERLARVET, USBAEY —D RIA4 TL4IFFASINIETTEDLY FT0
TN L TSV, ZOEAIIRO L HICHRELE T,

AZSADarta—2T, USBWF R4 712> TWT, USB AEU —DOHIZk &V 7+ LEEE
0 KA bIc A RE T DA
A EADOT L AETIE,

Al BEA—LT FL A
B XA bsan@xyz.co.jp
WY Tk W

1 cmlEC.exe f:¥k¥cmlkeyEC.bin
2  BmpEC.exe f:¥k¥bmpkeyEC.bin
3
4
5

wELY 7k e gt
1 MistyDC.exe f:¥k¥mistykeydc.bin
2 marsdc.exe f:¥k¥marskeydc.bin
3
4
5

ELEY, BEMFILICT7 AV E2ERLOHEL TR2RETDLZEHTEET,

BXADIZHIZ. USBNG RTA 71272 >TWT, ZTOHFIZT 4 NHF r 2o DEOHRHET 7 A V2R
FTAHELET,

B &ADT FLAMRTIL,

Al BEA—LT FL A
AZA asan@pqr.com
W5k 7 b I L

1 MistyEC.exe g'¥r¥mistykeyec.bin
2 marsEC.exe g ¥r¥marskeyec.bin
3
4
5

wWEEY 7 I e gt
1  cmlDC.exe g'¥r¥cmlkeyDC.bin
2  BmpDC.exe g ¥r¥bmpkeyDC.bin
3
4
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%7, MalBoxX
J_“ i | sQAadBoolk
a0 B A-ITELA R
oE |uyama33@yahnnm_jp
FEa{EY7t iE={ L g
1 |chEGB:{E |f:¥k¥chKeyEG1hin
2 |Elm|:|EGE:xce |f:¥k¥BmpKeyEGbin
3 [ twiofishes gxe |f:¥k¥ifkeyec1bin

INT T 7 ANLDAST-USBBIELW RT A ZIZHA SN TR WIS IR BEoE Bhid T& 72 <
ROFET, ZELFEA—IALFTHEDEE A,
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3. WHARTE

3.1 fRE
NekoMailPac.zip # g4 5 &, ZO~v==T7 /LOMIZ,

NekoMailSys.zip
K5 7 b.zip

f D HAK . zip
$EVERK Y 7 b .zip

NEINET, 512, NekoMailSys.zip # i+ 2% &, “NekoMailSys” 7 # /LA B HkEd, ZDO7 %1
BT AT by 7RO Y RBANCEE, T0oHzH 5 “NekoMaild.exe” ~D a— bbby ME/ERRL
TSN, BB, ZO7HNVFITIE, Kby 7 b, @5k 7 b, @O T ARETA->TY
e

NekoMailSys.zip : ZDHFIZHRANEHD 7+ NZE . 77 A NMFR L THIBR LN TL I2E 0,
WY 7 bozip 0 Z2I2iE, WY 7~ (BEC) LSy 7 b (DC) BA->TVET,
DO WA zip © BB g EE B LD BB A > TWET,

EVER Y 7 b ozip : WS b L S ks A E T 2 Y 7 h O, WPRHE OGRS TE £,

“NekoMaild.exe” DE#Ei%Iz, SMTP, POP V— —DREE LET,

32 WHZETHIEE

TAI Ny TOTA TN ) 7 LET, FINZ2—H—ID & X —DOBEVEEZMHRT 2547
7Ry 7 ARBNET, LFOERIIARETT N, BET L LS LoBEN Kb ET, £rahbd
TFEERTHRLES OKRZ L E2 7Y v 7 LTSN,

EEF LS, W O»OPIMEREE LET, IR EIIRIIZ 1ETE, Z0RITREOLEITIH Y
FH A

ZZTE, YRy hOSE T, taro@aa2.sonet.nejp P A—AT KL AZF->TWAADOEES T L
e

Ama—NRN—OREE7 V) v 7 LTLIEE,
(1) SMTPHost & 7E

(1-1) SMTP-AUTH D4
E — SMTPHost % & #i®AT, FEHHZHRTLET,
HE : £FA—/L (SMTP) (SMTP-AUTH) H—/3— (Zif, XY ar b EF Lz A— a5
THD 7 e g2 —0D
(SMTP-AUTH) ¥ —/3—®D4 i  smtp-auth.aa2.so-net.nejp &7V 7,
HH B A—AT RLA 12X, HRFEOA—ALT FLAZRALTLIEEN,
taro@aa2.so-net.ne.jp &7 0 F9,
HH :BiTEE X, A VoREERALEE T, 1 THFITLXLI.
HHE :Port FE 1%, 587 & LTSN,
HH : BARET GEEE) XHRT-oB&HIZEA LT EE,
K2z, OK RE U EWHT L, ZORENAERY, ZETLHETITZEOEEMHEZ ET

(1-2) SMTP 084
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54

7

PE — SMTPHost % E #%®AT, FHEHEZRELET,
HH : #EA—L (SMTP) H%—— (ZiE, NV IvhbiRE LI AL a2
JED 7 a2 —D
(SMTP)H—/3—D4Hi mail.aa2.sonet.ne.jp &720 F£9°,
o7 NA X —"TlL, aa2.sonetnejp DLIHIREDOLEELH Y F9,
HH B A—AT RLA IZE, HRFEOA—ALT FLAZRALTLIEEN,
taro@aa2.so-net.nejp &7V F7,
HH :BiTEE 1X, A voREERALEE T, 1 THFITLXLI.
HH :Port &5 1%, 256 2L TLZEW,
HH  BARET GBER) 3042 AL T EE0,

®IZ, OK ARZ a4l ZORENARLRY, BEHETLETIEIZOEEELET,

NAX—=INEH B0 A—)LT RLVAT, BODO T g X —0DW—"—Z¥T 256120%

B HBR— I IMEZ DL IR TVNDHEZAEHY 1,

@nifty, ASAHI %~ k. Sonet, ODN, Plala, BIGLOBE(au 09 Zffit>72\), OCN, Yahoo! BB

Tikitiki 72 1%, LEREOFRMETROITHERTE £,

L, ZOERGRITE VO T, #HTE NI a S X —DEAbEXbNET,
ZO%4E, SMTP-AUTH Tt L T 7280,

(2)

(3)

(4)

(5)

SMTPHost fi#ks:
INERIRT D L, AFETORENREREINET, RETHITEHE (1) ORETOK
RE LT EE,

1|

SMTPHost #77~
WRENBENERINET,

POP3 Server Di%iE
PXE — POP3Server #%#EAT, FEHEZRELET,
EHH : ZF A—1(POP3)%—,% [Z1E, pop.aa2.sonetnejp & ZEEANET,
TN X —Z Ko T, aa22.somnet.nejp PEXHIICQOLAEMERDEALHY T,
HH : A=AV —nN—Da2—H—4 |ZiL, taro (@DOEM]) EFEXFT,
HH : A= AP —N—=DNAT— R (X, HREVA—VERO T EEO/RAT— R
(taro@aa2.sonet.ne.jpiZ X9 5 A —NA /AT —R) L ALET,
BHH : A—NE— =T 1k A= AZEOLEIL, ZEOKRDSTA— V%
(POP) H— "—{ZFT NEDNDORET
T, STEAMUDOA =T —Hfi5726,  yes ITL TSIV,
Bz, OK RAUZMLTLLEE N,

T A ISR TE
Y77 AN EEREEAERE B TR L CWETOT, ZOFEE - TS EEN,

Dummy |¥dummytxt¥dummy txt
Text

fr—
File Path
File name (With Path) Path
fdess [Fadfessioondd & fathto  [¥maibos¥
e Mailbox
i Egi\ Biox |_¥mai|box¥sqmaildh Path to ’W
Dummy Tt

Fegl
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(6) EnCode 7t
Auto OFETEFEWLET,

(7) PRt
A—=T—OEHEZFHELIMET DA v =V E2FRT L0 LRNNTY, FERIEHZRBATIE
él/\o

(8) X-Mailer THH
A= D~y Z =S ENLHA ZEOIZELS ), BT TT, E66TENENEY
hoo T ZAZEEH ENT-ANAE T, BmpMaild.exe 70 B85 S 72 b oG AR L 97,

(9) F/N—7E—FK
TN—TE—ROL | F7OHEHTHHEEY 7 b, BioEezRE L ET,
A—)LT R ADREWNIC XA EHRIFEEZE I, 33X ToOA—LZiEA L TLEZIT IV, £9
EZTCHLONZDI N—TF—RTT,

RE—IN—TEF—RELT, FIN—TFE—FRDF L, 7, FV—TF—RTHEIREZY 7 b,
Wb, HeEkyY 7 b, HEb#EELET,

TN—TH— RN DA, BETIHITRITORA—LN, J—TFE— N TRE SN ST
ERE S LB Lo TR B b SN TEE SN E T,

ZER T, SRS A—ALDOREZEN OV 7 FEEHLTWHWTL2E, BODOT R L AMEIZH 6
SnTWwiE, R A= T H AN DI NN—TF— RTOA—)L L B TES(LAHRE LET, 7
R L AMRIOBRGE SN TOARWGEERe, o A —F —TEE L TE AR, BafbEhTnzzntok
LT, EE BT - 220 E R A,

ARDBE PO TIULZDFE— RiT off I LT, BN SLOREE T HRETT,

(10) ¥ I —FR
O A—=F =TV EED LT, FI—T XA MPRFRENET, ZORTITH TS THEER
ENFET, RESNETTADOT, LERLIFTRIBICHERE L TIEE,
OFF DA%, AkD A —)VAKIN, HELENTHOFRENET, HE(LDO L ZICTRVENE
nET,

(11) A—/L 7 4L X —

A=) T 4 L H =3 ON IZRE ZILTWALAIL. 7 R U ARRIZEGE STV AN S D A —L
T2 THRHA— L LTHbIET,
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4. BEDEM
41 A A EM@E
TAALEETNI )y 7T 5Ea—W—ID 2R TIXA TRy 7 ANRBNET, 7272 0K %7
Vo7 LTRFE,
B H dummytxt 2013/04/:

|Z % AEBE{E(Protected Communication System)

3

()]

H 02 2 |2 A 2B 1B{ 5 Protected Gommunication System)

w2 |Sample-MNumber—4 562 1-huyei-hy fyr-H4h6d

boen Meed correct keyw.

LG e

OXNCEREINDIDIE, A—ILRy 7 ZADOHEETT, TDORA—/LR v 7 A% X CIHE LA H 2N B E

rote
7 BRICAD Go BR AL YL DaED A°(H) BE
Dl 2R S

N oo AEBE

Property | Value
Name Protected Communication System
Version Version 2.0.0

) COTOISLTEID Web R—ZHEFRRTEFEEA %

AatossER:
o ATy MIBEINTLRL,
o Web T MCRIEAREL TS,
o FRLRAICANZZN DS,

UL
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e -

L] TR(V) BE W (H)
FRLAE

AW SR j
SFI-TEANRE Ctrl+E
Print Setup...

1 dummy2.txt
2 dummy3.txt
3 ci¥Users¥...¥dummy3.bxt
4 cr¥Users¥... ¥dummy2.txt
5 C:¥Users¥...¥dummy2.txt

¥T

Eid [ NOM[ 4

_ WA Tbwa M BFMes S 1@ DA IF w0 i9 B3@ OF

FDEFEICAZ2—=NHOETOTENGIAICHHAL ET,
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2  BmpEC.exe BmpkeyEC.bin
3  TwofishEC.exe TfkeyEC1.bin
4  MARSEC.exe MarskeyEC.bin
5  SerpentEC.exe SerpKeyEC.bin
kY 7 b (PR (4
1  CmlDC.exe CmlkeyDC1.bin
2  BmpDC.exe BmpkeyDC.bin
3  TwofishDC.exe TfkeyDC1.bin
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4  MARSDC.exe MarskeyDC.bin
5  SerpentDC.exe SerpKeyDC.bin

Lo TET, WS b EE SO IGEIRITIER L T ES W,

HIRT-DBLEIN, R°EEAHH, EFA—/LT R AN, tarou@yamada.xyz.co.jp 72-7-& LE9,

5(7 0 R)Y—LTEE((T v Fr—R) 2RS4 5 L ROBEEmNAHENET,
BFA—NVT FVAOHERB (Zid, BERICFIHAT 205 5Y 7 F ERF LN BE SN TN D HRT-D
A—NLVT RVREZ AN LET,

770 RTOFMTIE, A—AT RLVAOHEHBIZANLTHL I N—T472 2 AN LET,

e ZE, Y7 AR I AOBEBEO 7 A VA IZET L XIFEIREORENT RUARTEFA—/LT K
L ADIEAIZ, picturel & AL THE, picturel & ANLET,

B A2 E2 27U v 73U, ALET FL 22 10ECRET L2 b itkEd, /2. —EA
LU THRIFLZE D DI B E LTI > CWETO T BEOFTO Fa v 7Ry 7 A0 =AM TER R LT,
7V w7 FHUR, BAELONRASNET,

1 A—JLEE ¥ (Protected Communication System) - dummy3.txt
JrAIL wE TR A DABED AI(H) EE

O = s

Address‘

K ﬁ?ﬁ’MailBox
A —

+| |m | SQAdBook

L I

il em EFA-ATHVA T

| ‘tj—aox ‘picture1

| BEE (L7} BEE (kg s
1 |BreB6EC exe 1234567

= o | |

L 3

. ! |

3 4| |

| I |

d

WIZ, B b+ 257 7 A VERIRL £,
BER(TZ7AN) 22V w7 3Rl A0 —5DMEENS T 7 AV ERIRTX F9,
BEAE D 7 7 A N EBHETE, R 5L E BN TThILE T,
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Ef- PCSMI(S1-5) - Microsoft Visual S__mlaio Acaden

7 A—)LEE ¥ (Protected Communication System) - dummy2.txt =

d[T77L PREAD Go Akl R Z Il D D ) :
IEET] q msry7o-F) ) |
Address ‘

FEFA—ITFLADIER ®F | FERE 018)

%2 MailBox | | = ,E e ]

& A=)l Property

é. 4= L [Name EBetda77-Il WRIZTAIL) -
ity BEFF | Version | 1B

@ EmA- A=

50153

L CHE 4 F———
< o |« j b

BRI IHILE MBI T LA ) |

|WebEncrypt

AD® EFNT BT [F1] LTS, N
ge—— T | strfoldertane = folldﬁrDIg.cs_foIder;//GetPa‘[hName();

= TNN SHMAINL IMMY T

DT, BEEDO T 4V ZE2RELET, MRO V)7 ) v 7 LT, BOZ 30 ZOHIZiH %7
TANEI Y 7 LTS E7 Y v 7358, ZOT 7 A NVBA>TND T I PERENET,

ZFLT,. 0K REUH2 27U v 73T, BIRLE 7 7 ANADBKERLENTHLLHBO 7 + L XITBY £
T, ZDOEX, DT 7 AINTERINERA, HIFRD SNFEHFA, ZE—L1EHDICX LTHS{LER
FNIThNET,

T ANTA ZRRENE T, BHAETTOWEEA LIZOMD L IZR->TENLIGENHY T+ D
T, Z0L&EE, LIEBLIBRELIZIN,

(] o e

2 3 B protected Communication System (Mail-J) - dummy2.txt = g
J74L BRIEAD Go Br A Y-l D4VFD NF(H) BE

0| 0 = ?

™| Address| -

=7 | % MailBox
191 [e <~

=
#
3

T
. -3

P

I3
bl

N EETT B [F1I] ZRL TSV, NUM

b EnZbDit, BESNZT T 74V EZOHIZAY £97,
(EE) AMBREEDO LD ZbT 5L, KE{kY 7 h& LT BmpEC.exe #F|/H3% & 8MB BED K
XX ET, oELY 7 FTIEY A XITFLEAEELLER A,

86



2. HEEFTR—])

7 FLREOASOEASC, ¥ 7 —BOX OFTIZIE, H LR S LICHIET 2 TRESNTHNET D

(7T )Y — D HEF T n— ) O,

E ¢ ON_COMMANDCIDC _BSEARCH, SearchBind
A—JLEE ¥ (Protected Communication System) - dummy2.txt = B X
7L BREAD Gf w4 >0—K) S |
0O = | i
Address "FA—LTFLADER il e O =
-~
#2 MailBox | [ =2
& A=l Property ERLF BT RO I
& SE ML |[Name | &m
& ZE{EFF | Version
& EFA- =
B Al Ll
< [am b d | 5
EHPC)Z4 L5 DI 4)
|WebDeDrypt
[oc] Leww

HIT=DA—)LT R A (721X picturel) Z AL, HETHT —FEZFRL THhH, OK AF
7V 3L, V77414 WebDecrypt DOHFIIHE L ENT-HDONBLILET,

I3 20700 % & &d, B LOBEP T, RO L 5 R » B £,

o #5 e
24 HA protected Communication System (Mail-J) - dummy2.txt = [
F7Al BREAD Go BR A-l Y-L DA¥ED Wr(H) BE
ol D= ?
™I
T Aaress -
=1 | 2 MailBox
[+ x—1[e@ =
¥ | =z |8
g & Z(9
@
- T

al |

T EERT Bk [F1] BRLT L.

PO L EFTLELSBRHEHLITZE N,

SMB DO HDONEMDAMB OF — X KD £4, BmpEC.exe ZRIT1E, HFEEOR S RIc L 5%
BERF S TTOT, DRV DLEDER>TWVWET, b Hh AL, AKEHTIE. Kabidiia L <1E-
72D &S TS IZEN,
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759 R EODEEOYVT 7 3V Z Ik L TCENENRL ST TORF L 28R T& £,

IN—TF LB LE ST D L EIE, EDOTN—TTOER G E 7L — T ORERRBIZEAR L T <
WENH D £7,

£7-. RSA ABEIE S LFIHTEX ET DT, BEDADNLZIT B - - AR TR ST i, Znlosdis
TAMBH#HZES CWA ALV S(LEZfERTE T A,
3. T NAKEHA(T v r—K)

BIRLIEZT ANV T E1ODT7 7 ANCEEDTHL, B LET, TNEEELEZ72LVHE (VT
K EDGFAT 27 v 7T DEERE T,

F) #|E(E) FERV) FOZo4HP) BILFB) F/eH(D) YT D«>»FI(W) ITa1=F

A A—JLEE +(Protected Communication System) - dummy2.bt = B =~
Jrfil BRIEAD Go FER A- [BSOSIR)I—IL]| 912FD wr(H) &E
DEHE +tBES R

BESL(Fy 70— )

Address I
ES{t(Fo0-F)
4> MailBox
-+ Property | value THLSESHL(7y FO—F)

% BfEbLA | Name Protected  JLSESE(S>O—K)

----- & EEEH - | Version Version 2,070

T A INVERE AT v T — ) EmIRT S L

:‘ AN EEE Ty TO— | F—
jn TTA-APRLADED free R0
| I [=]
_4 T AR Foo S LTS
n .
Feutl
\
= | v
EAESI1 (AR L ED whdE) RO |

IWehEnaypt

o X5z £9, HEO 73 NAZERNIZRET v 7 LTLEEN, (

88



DT A VPRI TXET, BFELE 1 OO0 7 7 A NL~DEL DT, 74 NAX T LI2iTbnET,
D7 NV F 2R GETE, FRFICE 5L EBEIN I TN E T,

O, BEIRO T AN FERTELET, BT AV 27 ) v 7 LT, BRIO 7 )V ZOWIZH L7
FANET V7 LT 7V v 7358, ZOT77ANNASTND T VPRI NET,

FLT, OK A& %270 v 74T, BIRLET7 VA DBEELENTZ1 OO 7 7 A M -»> T, H
BO7 3+ VEICBYET, 20L&, TOT7 3NV ZIFETINETA, HIEbL SN EEAL, 2—1L712h
DX L THRF b E B DM ThoivE T,

TANENOT =2 F A ZAPRRENE EE, BHERT TOBED LD D X 512728 TEA L 560
HYVEFTOT, 2oL EE, LELIBHLIEZSNY,

o A DL
ed Communication System (Mail-3) - dummy2.txt =

Go TR A= Y—N D1¥ED NF(H) BE

e
|[E=EE—

N EERT BICIE [F1] ZELT S

b= boix, BESNEY T 72V OHPICAY £,
(EE) AMBREOLOE (LTS L, W5y 7 b & LT BmpEC.exe #H|4 2% & S MB FLE D K
XD ET, MoORFELY 7 FTIEY A R EAEEBLLER A,

4. 7 NVEZEFALHFE T v — )

7 RV AROHOHEESC, ¥ 7 —BOX OFTIZIX, H 5L S LIS IS T A TRESINTHET D
THREEALIZRIH L= BT A —/L 7 R ADIHEE %F > CTE L ATV E T,

WAL SN T N Z1E, “THVZH. pes” EWOAFDT 7 A V> THET, ZOESLEh
27 7 ANERRNIC T v 7 LET, BEE ORI /RE T,

(7T R)Y— b TxAFEFEE T a—R) ZEAEKROL IR FT,
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ST BRSO ==

Property
ame FFA-NTRIACAR e P10
Version
[ [ IS
VLRV b BRI K B TO
.
Fell
FralCeelomles NPT AN SE) #EGL
[webDearyot

HileDA—)LT R A (721X picturel) Z AL, HELTHT —FEZFRL ThH, OK AF v
7V w7 TiUE, VT 7 4% WebDecrypt DOHFIES{LENT-T7 7 AV ERBENTZT7 2L FH D
NHNFET, HobENTZ7 7 A VITLRNT “T7 4V Z % pes” OEETTN, NERES LS THE
T L, BEOT 7 A VBREE STV D O TEERDRWEERLNTT,

I3 20700 % & &d, B LOBEP T, RO X 5 R »BnEd,

24 B protected Communication System (MailJ) - dummy2.txt = [
B 7 (H

O
AR
0

it
«§

T
| ———

v e nwsrrzz Lz rrae

N ZERT BICIE [F1] ZRLTLZEL.

PR DOAETCLIELLS BEB X,

SMB O HDONRHEAID AMB OF —XIZRY £3, BmpEC.exe #BRiF X, HAEAHEOR L XL 5%
HF S TTDOT, DRV DOLEDER>TnET, bhAA, AKEEHTIE., Ka{b#ITH L1E-
=HDa o TLTEE,

759 R EODEEOYVT 7 3V Z Ik L TCENENRL ST TORF b 28R T& £,

TN—T T LI BAL BT B L XT, FOTN—TFTOEEAvis 7 L — T O/ BICEAR LT <
VBB F1,

F72. RSAABEE S MM TE LT OT, FED AN S ZIT I T2 ABSE TR S HUX, ZAUTHIS
T OMEREZF > TWD AN LD S LA RRTE A,
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438 4R, ~ALT, BE
i, TTCICERBELIENAE SR L TTOTEIE L £7,

R cmmy. txt
(This is dummy text file.

RS ] ST T 2R BB A= L TR E LTHIAT ANAEEmRET DD
DTT, BEL LWL TBWTL I, HIRIOZF L E 2—, XFHOMR, B ER T2 £,

“TrAN - “BI—FTFXAMEE L325L. 774/ dummytxt ZfRETDEDOTT « X ) BHE
XFET, T THRELTRIFELIEAED, ERO—VF =K B UERE 2RI AT 255 10K Lo H DY
ELTEFEENET, BOEYOBMNEDIZL TBWVTL &N,

B o LHRE 2RI 3 2 551213, ARRD A — /L ORSUIRE 5L ST FERI eI 7 7 A v & LT R S
NET, KLOWEN A —/VTEK NV L, DA —F—TZFE LI LEXICERINDILONEND LN D
DT, FI—=TFTFAMEAEDA=NAKILORDVICEDLZLIZUE Lz, BFS{UEREZFIH L2 WEA
I, 20X I—TFR MIfEbIERA,
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5 BESYVIrDY—RO—F

WY 7 MYV —2a—FEARLTLEZR. AMOHEHMER--THRIELXZ D X D7y £3, 3
Wi T ROKE Y 7 N TEHREDO L OO Y —RAa— RN ONAENTHWET, Zhbd, 2oV 7
MR IA A THE D IZITEEDNMLIET LT,

FAIZ. Windows F® 32 £  CPU (Pentium 72 &) TEIK 2 YV — ¥ A TOKEY 7 MIEXH#HEZ
FlLiz, WHOARKOLDLEEELTHDIESNHY 3, H Lz F13V C++2005, OS 1%
Vista(32 v M) & Win7(64 £~ R T, V—2Rza— R&ERUT., RS -7y 7 NEERR T %
EHWET, BEIZL TSI, 7220, FFE, FrELRELRVE D ICTERLSZI N,

FEHEOHIRCREBOERNIZIZTRE 2 TE EHAN, MESZ 213 HP (ZEEHET 2 TR L T & 720
EEoTWET,

ey 7 D56, KEDY—Aa— RPN I T4, Misty, Camellia, AES, Twofish, Serpent,
MARS ZFIHL7=HDIZHOWT ARABENTWD Y — 22— RO—EEINEFE L= D% FR— L
— VTR LTWET,

FAOEF I L CEEMIIALZDH 5 51E, FADR—LX—=UNEARED Y — R a— F~D U 7 Pk
STHYVETOT, FNHEEAFENT AKOLDELEF LIELODOHGT DY —Aa— RaEigsh T,
THAOTEETELLOEERL, B Cary M rvEanTHlHEnNZ 2B LET,

51 Camelialg85yv—Xa—Fk

L7 —Aa— FOKREDZIINTT & ZEZEBERPAH SN DO TTR, ZOA—LVT AT AT
FATAEDITDLETEFELTCHY £97,

ZARMEICE U CIEEREA AR D Camellia BE50D Y —2a— REHKESNTHZR LTS5 L 2%
BN LET, OB —2X—=U bV I RESTHY FTOTTICRS S EBVET,

FELWY—Aa— RiL, "—2AX— (http//luyama22.pa.land.to/) THER LTIV,

52 AESEESY—XIa—Fk
2 3CHk : The Design of Rijndael, AES - The Advanced Encryption Standard, Springer @ — A
a— RIZIX 2 EETE TR RS0 £, ZHICEHL UIEFEENTELTCWET, 2O Y —RXa— 2L
L . Protected Communication System THIHTHFIZLEELDONRLULTFDY — A a2— KT,
COEGNERIECHE LG XN EEZTWETR, HREF TEEO Y —Aa— L Z 22
WINTWNWD Y —Aa— RIS T EfMR L T EaN,

FELWY —Z2a2— NiE, A—AX—=UTHER LTIV,

53 Twofishi§8&Y—Xa—F
23E3CHR : "The Twofish Encryption Algorithm", (WILEY)IZFt# SN TW5 H D E1EIERE T TR,
BEERE CHNEN DN ORI KR X DICTH1DICH- B2 L E LT,

HELWY—Z2a— NI, A—L_X— THERLTRFE N,

IHHDOEY 7 M, B BEBEE Tl LT 5 BBk TE T, 2OV T MILkHoT, TR
LV AMRICK; 54k Y 7 b4, Ki kiR 7 7 A V4, by 7 N, H5 LD 7 7 A VA BB HTE
T, BEx RS A fRBEICRHTE A X DT £,
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BE, a0 (domgk )i, iset 50 ik, 7fE (Bitoma, AES, Camellia, Twofish, Serpent,
MARS, Misty) 2F|HAEE T

54 RSAERESY—RX3—F

ARG E- RSA @Y 7 FT9, “A—/L'H B h=", "Cipher Web Mail” (Z351F 2 3@ D ZHLD 7= D1
ERR L% LT, OESICHOW T, 512y b, 1024 B> b, 1536 > b, 2048 £y DA 2 5
Kol LELE, EEERT20ICET HRIZZENEI, 300, 1047, 4057, 2WfHITY, A€V —
DERLCPUDYERE TR 5,) b HAAESEHSIER LWL 9y —Aa— K& HP TR L 7,

YV — R a— ROFBIE, WEBORS & S5 REM OB 2 TAT 5 TIE TR EHR > T\WbHZ &L TT,
S5z, 3@V OFEE EEEOMEBEORE, DFTICX2FE, FFTICX2EE) 2HEL T, O HD
REZWZE> TV EATHELTWET,

PRIEERIRITHDTEZ T FETHRE L TCOET, FEIXERICPRE T FIEICR>TWnD Z & TT,

FREARRE X O | RAKIE & WD FHE Y Menezes @ Handbook of Applied Cryptography (Discrete
Mathematics and Its Applications) (Z& > 7= FikxE D LAER L TE->TnET, XEEHHEIZFFT 2+
WZRIH L ThET,

BRI, BAEZA Ko
"RSA W S AT OFLMEN D CHHT L D FdeE T
DIRAUTIE > TERR L E LTz, THREWEZWEZ L2 E&# L Tk £7,

HELWY—Z2a— NI, A—L_X— THERLTRFEN,

B, ARSI T, RAS BMRIJHTE £,
B X EETT, BB S BN LE L, YV—RAa— RIA—2b3—=21Ch £3,

Fo SV 7 EEOL IR TIER L0y 7 N TRIHARE L 25 00%, A—b =YD
BINOEETE 2 L BWET, 6o T, HHEPNMBICEE LIS 2FHT 206 fiHEIC T ET,
Wy 7 hE A=Y 7 MIERIIHIO Y 7 F T, LEeno T, BEERRT D AN L ClE2RF
WO LIRS E T, ZORE, WLoK 5 HFAR BRI, HFREMHEIC, Lrbmiic
b L CEETE D910y 9, AAFIIAENREE T, BREN S THILOERHTE
HETRYET, BIFE. BEY T MEEOLIIMER LIS 2D Y 7 TR TE T, BGE A RE &
ROHDONEFE LR LETOT, ZL O FHBEO T2 NSZMENET LI ICBEO W LET,

BUECIIME B HANOZ LA & THHOD T, e OBERCHAT 2 FIH L 7B 5k 56 B B I3 fig s
SNTVWE0b LIVERFA, ZOREIZH LT3 20OHETHIELET,

1. BHOHMCHmE - 7oi5 kY 7 N &2 RICHAAD DA E RO AE L E T,

2. ZERFEALIC X - TR Nz LE T,

3. BIFIHENBHICERT D,

ZD3ODIFEIZE T, HARI-OEREEIENSFY 9,
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6 SV rEERSINDAIC

6.1 FHATZTIBEDEREEHY

221, REL T TRiEg TN L ABRET o 2/ H Y 08, Eb 6 bHHTRETT,
Pam b, BB bsE LB LY 7 FESBEL 2K THRWVWOTTA, N—RU=7OBRICHE L TW5D
E DR T, KEEbsE L BL Y 7 N ESBET 5 ROV TR L E T,

K HOEMA Y 7 MiE, @4k 7 e, ey 7 b, HELY 7 OBy BT, RO XD ek A
otk LTHIfEEn b &7,

(1) W kO FERMEL & 5. KLt B HRiMmAREO b TV D,

(2) Wity 7 b HRZRHEANRO 5T\ 5,

(3) EHLHOIERMTEE H D,

(4) B8y 7 FOFEMAEEIETX 5,

IO, 164 EHET IR TWIURRE#REGATH, A THLELLLFIHTLZ EMRT
EET, 20X EETHEY 7 FEHTET S Z SIXREETIEH D AL

HEALY 7 bOFEAANEEIECEE, S Y 7 hOFIHERENEICY 7 FEBATHZ 21T
FTOT, FEEMNCY 7 FERWERET 22 ENAREE 20 £9, KVENLRTS Y 7 S OB G &
RAHDTT,

LRINGT Y 7 M aAERT 2 013072 0 DR &5 2 B e UET, oY 7 MIBRICH722 0 OffE

DMELE L., BPIR BIE- 724 RE I O @ b D A B S0 28N BL 21 2 541 T,

KBk LBk Y 7 MBS 53R,

1. ZHIOEENARETHDH T &,

2. Bl¥E 3oL -oTWNA I L,

3. Wby 7 FOBAIL. F 151X, KoL CHEMT 28 AL LT 7 A V4, B2 58T T e
O F L END 7 7 A4, B3R F{bSNTRERO T 7 A V4,

4. HEHEOBAIE, B85, B L CHERTIEETE LT 7 A V4 F2515iT (KEbEh
TWD) Tk d 257 7 A4, H35IBITELIN T —F &5k T 57 7 A4 4

ek 7 b, BELY 7 ME, 2 YN EATOT T r—arE LTHRBLTRFEN,

b, HEbDO L ZOEXIFROILIICLTHRFE,

(REEIARE et

51t Y 7 b (encrypted.exe), I 5 1Lt (ekey.bin), 3L 7 7 A /L (plane.bin), HiE(LL7=7 7 A /L
(encrypted.bin) & 3% £ & DOS ARy 7 AN

encrypt(ekey.bin, plane.bin, encrypted.bin)

EFFOMH L7 & & i2iE. 22507 7 A L(ekeybin, planebin)Z 3 A F 1 7 7 AL & L TitHrAAL T, 5
2 B2 7 7 A V4 (encrypted bin) D SAL SN2 A U 7 7 A LV EERT HERITHERE L 72 < TR7R Y
FH A,

BAALDLGAEIZIE,

#H 51tV 7 b (decrypt.exe). Ki5{b#t(dkey.bin). KF51k L7~ 7 7 A /L(encrypted.bin). X7 71 /v
(plane.bin), &35 & %, DOSH v 7 AND

decrypt(dkey.bin, encrypted.bin, plane.bin)

EMFO L= & & i2iE, 2 2D 7 7 A L(dkeybin, encrypted.bin)z /34 F U 7 7 A L & L Tt A T,
Hz 6i=7 74 V4 (plane bin) D AL S 37234 U 7 7 A N EERRT DRRICHEEE L 72 < The/p v &
A,

AP B T L2 O ABIMICKE T LR TRV EX A, I Y —E A TRhbZD L) IR
LET, EHEBRERRIEDLIIICLELFN, FHENELD L EBNET, 16 TR T D&
BWCTL XY, 5 Y7 "RLEREE(LO EOBiHE CRHHA S D030 00 EEADT, 7F A MERT
ILREN AT E T,

94



b, BRIk Y 7 FEERSN2HEICIE,. T ORIICTEEL S, 7 a v 7 BOKS T
7y VEOBBELRD LT =22 Mz T (LT 50T, EZNCeDT —F2 VA4 RZit# L.
EERHIIZOEME A~ T, TOT —F YA XZTHETHLERH Y £,

Flo. T H T ANERLSEEFIALF I T —H ELTHNTLEEN, ﬁmi ZHEIE SALOSE
—ERE S L SN DN, TV =T —F L LT D T EBRMEENDL TT, BINAF Y —F—X
ELTRWT, XA F V=T = L LTRIFLTLLEE,

SRR Y 7 M. g OB L AR 2 EZ -2 000 7 7 ANV EARTHEOICLTTFE Y, #
A7 0 fn“(y&xﬁﬂ‘oﬂ ﬂ:%%?:@ﬁﬂ:ﬁ%@?74’/1/%%2%%%2@7\77T% BRI L TR &,

ﬁ%z’ﬁ%iﬁéﬁi&@i IR K Y 7 OFIRHE D A TEE A AR T U E L THE A E T3, RSA
OFR7RGAITIE, HZe G OM TITEE L A, #ARR Y 7 FBAMENZR 0 3, #4ERkR Y 7 N33R
ﬁﬁ®774wﬂﬁw&®#&wio LTRBWC, BFEH 7 7 A VDO AT Y 7 MUE KL ) BRICT
UK 7 FORIEEZ T2 NICHBINARE LD HIZR D £3,

AT EE CEIS K 5k Y 7 FCh, 7 7 A L OPFIZHOIA E N TR/ E 2 iR L T o8
CKIE-TRBITIE, ZOFRH7EE > TV D87 7 A VEVERT 5 A O8AERR Y 7 NRKEEIZ/e D
i‘j—o :@ﬁﬁiﬁky7 F%Eiﬁé“ﬁ:é L x \—wunEﬁH774}/l/7b)MgT&)z)f£% %@wquﬁH774}/l/ﬂd‘fﬂ
FT2LEIC, REEZHH-THLLIZENTEET,

6.2 BESYIFOHEUHELIO—F
W5 Y 7 MIROFEIZFFOHE SN ETDOT, BEICLTLTIEE,

1. Encryption (F57%{k) Tix
if((strlen(ecp1)>0)&&(strlen(eck1)>0)){
ret = _spawnl(_P_WAIT, ecpl, ecpl, eckl, ecpath0, ecpathl, NULL);
telset
CopyFile(ecpath0,ecpathl, FALSE);
¥
OFRIZFFOH L E T,

2. Decryption (€ %1{k) Tix
if((strlen(dcp5)>0)&&(strlen(dck5)>0)1
ret = _spawnl(_P_WAIT, dcp5, dcp5, dck5, depath5, depath4, NULL);
telset
CopyFile(dcpathb, depath4, FALSE);
}
ORI L E T,

7. FFEFIZOWT

200742 H 14 HiZa—ua v XEFFTORTFRAIN T £ Lz, £27 2 ) D TOFTFLEEW-LE
L7z, (U.S.Patent US7219229 ; European Patent EP1244257) .
FELLIE, A—2aX— (http://uyama22.pa.land.to/) THER L T 72 &V,

8. FIALTWLWAY 7 KIZDIL\T

1. XFa— ROEHIZIT
Mttty —F—o JIE & K2BAERENT teonvlib.dll Z TV =72\ T ET,
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CODLLIZZDA—F—IZRA[ROEDTLZ Rt L L& o722 EICB U TS LET,
Lot s X ET,
B, FBEMHEE RIANA—Y g UIERO—3E L TR L TVET,

2. F—H~_X—XL LT, SQLite bfEHTHZ LI LELZ, HHTELZLZEHL TR £7,

3. . LGPLOMELZZ A5 =a— REFHLTWET., 20OV —2a—RNFb5xbh-FETHEHAL
TWET, ZEIZLTWARVOTTR, 2hvh, AL TWET,
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