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1 cmlDC.exe cmlkeyDC.bin GUHMM L. Bmp56DC.exe, 1234567)
2
3
ELTRBEET,

2. RTWPFITVAOT RLAOHEAZEY, 2OT FL AT A2E SO Y 7 hoHEAIZ, emlDC.exe
GRAHIM X, B 5{kEE Bmpb56DC.exe. 15k 1234567) 28 Ek L. 7T U ANDLH 5 - 7218 5k
LEFELTBEE7,

RTEADT R L AMETIL,

Al B A—ILT FLA
TIVAZ alice@pqr.com
Wby 7 b (L

1 cmlEC.exe cmlkeyEC.bin GAUHMM L., Bmp56EC.exe, 1234567)
2
3

e 7 K 185 g
1 cmlDC.exe cmlkeyDC.bin GAUHMM L., Bmp56DC.exe, 1234567)
2
3
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3. T Y ARKRT O Gmail 7 RLUARIZMITCEGFETHE, FOT —F X ecmlEC.exe GUHIARMIL, B
ZLEHEH Bmpb56EC.exe, ia{bfd 1234567) THESALIN TR T D7V —A—LT KL AIZME F
To REDIRM T 7 AnE, A= NVEKIBE AL SN TR T 7 4L “mdata05.bmp” 232U T
FT, WOLOIZLT, KLEERRTEET,

4. A—VARIE, ROFIECTHEBEFE R TEET,

(4-1) Go — StartPage &3 5&.

B Protected Communication System (Mail-) - [MailBox]’

- ) E—————— = 7))
% J7L BREAD Go Bm X YL DA¥KD Mr(H) BE _[=lx] Era
JoEa:=ase zo0
. v
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9PH[S =) [ property | value
| & %[Neme  Protected Communication System
4] & = |verson  version 2.0.0
Yl ar
Y| wc
1
|
»
«
)l Y= —EBICED O | = B~
el i
B & W YAHOO! © & & |
B B A7 | vnooree A-Dvay  MyYehoo! JARPAN vl e Tor
||
::' =7 | Eif | 98 | #E 0EE BE V7LEL —HE
1
| [i : [ &= |
|
il BRY S -7 OEY B BIETEIING, HIEH RS DOKSA INE BICRATNVEOD TR New
| Y| ETY—ER = [=27¥ R E
“afi Gvasky
al =
af |
al
al
al|
&
o
H
15 TS T RIS, R Do MRy
AL .

Lo T, A v —Fy b 270 —F LEIUHRERNERINET,

Y@l 7 A4 LT, Y 7= A= )LDA—)ViRy 7 A&[ExFET, Ift7 740D
“mdata05.bmp” 7 U w7 L, “VrANEXyra—R OLZA%27) v 7 LET,
o —RO7 4 NVFIRELET, T ORH o726 EEE L TIEIN,
EHIC, KEHEDOA—NLT FLAZabE—LTLEEN,

(4-2) 774 — g5 Web A—/L40R

SR <
) & Llalx
i El
& A=)
& %[Name  Protected Communication System
& 2 |Version Version 2.0.0
@i
w
» ATUT ) TYahoo! JAPANIZHKANT D22 Y7 4
)l SAITEI . uyamaBaEh, Vahoo! JAPAN - iy |
OO R e

BNl == webiEs = =1 (o it - £10 - 2
= | EEEOANTILR < >DREEIRA e |
r B 1)

TES{ET 2770 (mdatalbmp) 'E
’ L _hER
2012510F48 AbE
s
[F =k [ZIC93)

DAV RESNERATUI. (T7B: mdata0s.bmp) FFLLEZTIIE

’
NUM [ A

COfHHEARGATIE, YA ERRLEZEEICEND, EEEDA—AT FLREZZDE
Fab—LTHHTEET, EELL>SOPFFETE2MHi- T EE, LiEFEar—L=bozhs
0 fHFET,

O, BMRT, Ay ra—RO7 32— \ZHD5 “mdata05.bmp” #EL Tk F L7565 OK
7V v LTLIEE N, A—VAKINEBILENTHERRENET,
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. FleEnTRWTWET, T—FZRF LK, Y—L
®QHM%ﬂﬁLT@mT%iﬁo_®&% W2, FIATAEEALTHES V7 M, RTO7 L AT
w7 DOHD, TYADT RLUAGHBICEESINTWDHEE(LY 7 F emlDC.exe GRAHAMIZ, H 5
{LXEH Bmpb56DC.exe, 1875kt 1234567) #ffi 5 K5I ETIUIE L TEET, TOXKOEE
FDOA—=LT RUVADHEHIZT VADT RLAZRELET, 272 THLESTEH. 7TVADT KN

L ACBEREINTWAE (LY 7 b EE S b E b E T,

KFDUWET7 7 A NZHONT h

T KT, 7YV —A—=HFEA LT ) — A =2k £,
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23 HDA—ILY T FEDEHE

EEREN, T TIEDLNTWAEA—LVHDO Y 7 b5 EBWEYT, FTOXIIY & —— RT3,

Thunderbird

< SADA—IVERBICHRTE. Mo:
I, BOBDE, €UTEREX—IVES

CDOEIRA—INY T "afEoT, ONTEEA—INEZETDHZ ENZWNEENET,
ZELIEA—NARNY ==K > T UE, “A—LbE =" TH o EZEITELVOTTR, ¥
—N—CZAEEHD A =NV BRI IROREIZLTWAEFHE W2 ETLE I,

b TCWBA—LE, o A== T ELTCLESSBRITROL I LET,
W77 ANVERFELEST, (XU a—ROT74X7EELET,)

A—VARIXORFIL, T “mdata05.bmp” WO LARTD T 7 A /Wil72 > TWET, JEEETIX bmp T
T, B bOFEZE>T, T LBE Y b~y T 77 A MIR>TWNH DI TEH Y £ A,
INERDICE, 7 —A—LOgE LRETT,
“Tr7 AN — M5 Web A—LFR  LLT, FEEDA—LT RLAL,
“mdata05.bmp” Zt v b IUL, AKDO A=V AKINESLENTHOLERISNET,

AKOUYH 7 7 A VICEAL T, 7 V=" — 7 HEL” LT, XA TulRy 7 AORRICH
212, EEEFEOT RLRIZRHS LIS Y 7 M aflio T S b ThbET, 2L TH¥ATarlRy
ATHELLE 7 ANVFIEBAALENTE 7 7 A VRIS IVE T, AROWRMS 7 7 A ML, 7 7 A4 V408
RFIELEDEETEHTIIEINTVERA,

AL L7 7 A VO 72 7 + VA IZBEI L T EEW, 9 Lane ., SOIZEUIEEA#Y
WL xI, EEXSINTTZ7ANARERDbND Z &2 £7,
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2.4 UserKey.dat

BIAE, WebATJSys 7 + /L X Z&H D userkey.dat’ L V) 7 7 A MIZIEXD L DO TIEH Y FH A,
NI B —ZEBRICATTCELRAL D7 7 A VT, EEXTIUIHEREGRIRN RS ET,

AL T A B 2% —F, FFHC 1 BO~ VB0 TORFEREZFILET, #HEO~ I ICE
WCARY 7 b 2T DI B AF—2 BT L5613, v VORI OTA B AX—%2EALTL
2SN,

ARAMEF OB X 1Tk X H 12780 97,
1. BETE D05 7 Mid Bmp56EC.exe 7217 T, I BT, Kb “1234567" 7217 CT1,
HEbIZ 5 B CHMICRETE, HE{b#IIA 0 TIER L= bORRHA T 9,

2. ZOLE, KXEWNMNT AT, T=EHNENE Y b= v TR E LT S(LENTZTSA 7 7 A 1
ELTHEENET, £/, AXORDVIZE I —TFTF A MRELNET,

iE LY userkey.dat” 23 & 235418, IRO X 512720 £77,

1. Wik, E5b% 5 B E CHIMICRETEET . B b#IA D CER LS OBRFIHTE 7
WSy 7 N3 7 RUAMRDSZAZE & 725 NORIZBER I IV TW D56
AKIXDROVIZF I =T FAMPKEINET, KLEBFT7 7 ANV EZR AL LT b ONEE SN E
7

2. Ka{bY 7 b VEEES TV ARWVWEES
ARLIFZEDOEFE THEALENZ2WTIEEENET, RS 7 7 A VB L ENEH A,
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25 BEY Ik

&3 DK% Y 7 | Neko, Bitoma, AES, Twofish, Serpent, MARS, Camellia, Misty, RSA, ECC (Z->
WTIE, A==V, O A= —THATELRICLEE Y —Aa—FzlE@ L THY £, =
DA—=F—THEHTHEDIET LT b0 £T0OT, 2R S L IRkoaHEn TS
V—Aa— RFEHEMFT ST, oG snc ETTRRCE S,

H35D A —/LC, RERBRA T 7 A N EFE> CTHTUMEE, ZEMZMERD 9 2 TR %
BRGE LT E S0,

WY 7 bzip ZBAK &, ZOY 7 NCHHAT AR5y 7 b, HELY 7 FRBNET,
***EC.exe DY 7 k., ***DC.exe WESLY 7 FTT, ZbHid, T CIOHLIERIEATICEE LT
HVFET, KO THETILETH FH A,

T2 DOEANE Y b~y T2 D DI,
NekoEC.exe (5 51kiciX NekoDC.exe # iV FEd,)
Bmp56EC.exe (15851kiz2iX., Bmp56DC.exe ZfEVVET,)
BmpEC.exe (8 5kizi%. BmpDC.exe #fHVVET,)
T,
bk, ZEMEORF SLD K OB CHATIVUINKE L a7 — 2 PRI Z &2 £,
NekoEC.exe (##51kiZix NekoDC.exe #fEiVET,) 2K D, 2 AGENEETIX. BAGEIMGEIC
RAHADITLHEAATTN, MEIZTDHFEZIC, AES 5 TR S LT, & 512 Camellia K5 TS5k L
Tb, BEIC, ICRABICETZ ERHRET, IC0AEICRSTET =X L, RO EVWHOGTE
E MBI THRTPIIEE T, 8 » TR EL L7285A1E. AES. Camellia D% (551215 > THL
WHENRH Y FF, ZO7DITiE, AR5 TH D RSA K5 LM iR 52 FH c&E £,
Th, TOFEZIZ, DDVWBRTEOHOEREEZRD Z & xkEhi<,
I AGE~OFIRDIE > TV D & N W b2 08 & I3 AT TV E 3, ROGEIZT UL,
DAGEBEIZR DS LIVERAN, ZIUZOW TR EZeE T T,
BmpEC.exe (f51kiZi%, BmpDC.exe %WV ET,) TIX, A—T —F BIUMAWIHREIZ72 > TH
FlZmEET,
NekoEC.exe (15 51kiziX NekoDC.exe #fEVET,)
BmpEC.exe (8 51kizi%. BmpDC.exe #fHEVVET,)
Tl @O 5kt HebiaivEd, Zofid, BmpCrypt.exe TIERLL £7
Bmp56EC.exe (8 5{kiZi%. Bmp56DC.exe ZEWVFET,) 137 — ¥ ZHIRBIIE L T 0NHEIIELET
X EH A,
Bitoma, Neko (X, ¥® 7 7 RXZH— AL BTV, “BEARCD” ElH- TS EE, BREEE 2R
BUIH 0 FHAN, T—F VA XN 2512720 £,

IR 2R LB 7S AT RE 7 R PRI 5 T IS bR OO S Y 7 b & LT,

AesEC.exe (B2 bizix, AesDC.exe #fH\VNET,) —— AES K55
TwofishEC.exe (1 5{klciL, TwofishDC.exe #fiV Ed,) —— Twofisah Ki’5
SerpentEC.exe (5 1blziX, SerpentDC.exe #%ffi E7,) —— Serpent i’
MarsEC.exe (1H51kiziZ, MarsDC.exe #fEVFET,) —— Mars 5
CmlEC.exe (1551ki2i%, CmlDC.exe #{EVET,) ——  Camellia K575
MistyEC.exe (551kizix. MistyDC.exe Z{EWVET,) ——  Misty 5%
NBASTWET,

Z»HH T, AES, Camellia, Misty lZH4 T30, oY 7 b HEHTT,
AES 1%, 7 AU B O#FHEFHK (Advanced Encryption Standard) & L CHtg b= d D TT,
Twofish, Serpent, MARS 72 L3 AES DR & F A4 N)LT9,
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Camellia (% AES L [RZEDOLZEMENHY | SHIZY A AWN/NE L, mERRE S, H 5L " T,
KN ONESSIEY 12 &= 7 b X° HARDCRYPTRECHERL L7- [ FBURFHERRE S U X b | IZERA EhTn
F7,

MISTY % = 2B BRI L 7o gRs 57 /L 2 U X A2 K 0| 128bits DI S{Lit % FF> 64bits 7' &
v I, RKEDYIL L K5 ST OMAE Y A o TR 5 2 if5t T 5 28 et o R E 2 b Lz,
ME OB SR E IS W THREFEN, DES 282 Lo Let s B2 R L TWVWD,
W-CDMA OFEEERICERH ST, HARYIOMFAEERER S & 720 F LTz,

ey 7 b COT—2 VA4 AOEMEIFK Sk L& DT v 7 %A XLLFTT,

BTNITYXLEL, EXT 7 ANERE S LT ARSI 7 b, e kST 7 AV EEH LT HE
Y 7 b, BRSO BLEB A EDBHER Y 7 R D 3 oMb o TWET, S Y 7 b S bEIT
9 ClZ, BtmMailSys 7 # VL ZIZA-> TWET,

KhEE Y7 FOFELWIHIZ, A —23— (http//luyama22.pa.land.to/) THER L T X,

INHOREY 7 b, 5 BEE T LT 5 HICK (L TE £, xR E5HEiTa2 2 EICHET L i@
EOMEESTY £9, IO SERORBICEDETHAT ALY 7 b & ffHICAR T £9,

DY T7 MILEoT, T RLVRIRIZKEEA(LY 7 N, Kb 7 > A v4, HELY 7 M4, 51k
YD T 7 AN ERGKT DI T, bx RIESHINZHBEICHHTE D X912 £,

F BB Y7 NEEOL IR TIER LSOV 7 N CRHIHFREE 250 %FHBH L THY 50
T, MEICHEBR LS ZFHTEXET, bbALZOESBETHHLTWARKEY 7 h Y — 2 a—
RIZABHLTH D 77,

CoRFRE, SFIERFEEASFXOY T FAFHTELOT, HEWREBACK L L TEETE D &
N7 FT, FHFIZENENOBMICH ST THO R SHREZFf - b O RHATE D L H 127
nET,

D OIS TRE D 6 FREEZ AN ASHE L7 < TR b £8 A
B TR 5 ABIEERT 5D Y 7 RS,

CFRSAEC.exe (1E51kilcix. CFRSADC.exe #Z{HHLET,) —— ARSI}5

—G‘j—o

RSA ABHEETT 2, A6 R 75 C OB AL S LIS R < R D DT, RERT — 5 2k F T
HEED, EERPTOR LI E T A,

IO T DI, K RIS (ECC)D Y 7 b HIBM L% LT,

Homgg () HFRoOb O THABEEREIZIZENH Y £, FIHTER S OOP T, Serpent 73<°
RMFH R MND L5 T, THHOI U E2—FTHoT7T AR LTLIESN,

B b & X2l BOEmEaS M CE 9, BRI D & XIXF0OMmmEMELZH > ETLIESL
BRIHBLITEEU,

T RUVARRICHZZOT RUAZREL, BOmICE Sk L2742 2 EE L TCATIRMIT L2774 1D
BIEMRRKE S &2 BMD T EE,
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2.6 MERIZDOLT

BTN ORESEE, 9T WebATJISys (IZA-> TWET,

JEZ AR T DA, “BMERRY 7 bazip” R L £, FLUTHEWER Y 7 FO T kX OHIZ
Ao TWDHERR Y 7 M & EE L £ 7,

7z & 21X, BmpCrypt.exe ZEENT 5L, FTORD I HIT20 £7,

e S TR e ¥ L 3 =g o e I L
= =

4 & BmpCrypt Lﬂw
[Ea=gl ofiv: i W 1P=c iES{biEar 8B
|ElmpkeyECbin JElmpkeyDGhin
FEOEE e WESHEIES{E 1%
& 128 bit TAREOIEET PREE RS | sBho |
WEEINTT, - -
192 bit {RTEEET §
' & HETOEERL [T | s
" 256 bit " bmp ZEHTS Sl
4 (FEomgRETmIA
e = S8} T LR BT TSR e -
& FROM T+ FET (=N e U e T i = 2=
3 FE(ES 7 fE ek s
BOTAF ||3Iane.txt |.¥E0¥testhmp |.¥D0¥plane2.txt HAT LA Ho g L4
= ¥Encrypted ¥[Decrypted
TP {FAFEN, TP AFIFE
E NET.
4 b
—
BAETIA

1. WEofbdt” 7 A 4, B LT v A V2 ANTT 5,
DT 7 A JATHANNIT, BIERY 7 P R 7+ VAIER S L E T
LaifE>72m® EARIRE T ERTD & DR EFHEE SHTIHATLENET,

5. ORI ZRET D,
e w7 v LTSIZEN,

6. WA b L2t D 7 7 A VOYRiEZRET D,
ZOEEE, BELLIEBETIE T 7 A MEIE Yy b~y T T 7 AL E WS EGE T 7 A IR0 9,
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PESRA-75 bmp (2 L CTHIUTHEBZ & L THRDIE SEEO T 7 A V2 BifR & LTRD Z LR TEET,

7. it 2 MRk
HEAER ORXEI Vv LTLIEEN, #RERESNET, b9 EZ Y v 7325 LRodn
B SN E9,

8. PRAFHET
PERRARZ 27 ) w7 LT, REERTE 7Y v 7 30UEE 7 # VX ICEMNMEFESILET,

9. DT A
BOTAMRE L EZ Y w50 ERLZEIC X DR B L L B L OETF N —F FORBICERE
NET, AN I 7 ANV IDFERTEEFHEADT, DT —EZNU—ROXLED L I 2GE1ED
FLRRTXFHA, WL LR RIIERmSGEOT — 2 % 16 M TRALET,

10. @PEOFRR
For OERSYOBIRT, Kok, E LD L Pk E FRoRT 200G N EEANE T, FoRITITE VR
EREBRAFY —DNPMIETT, BPREE RN L THRERITEREER T £,

ZIT, BER E FOREE SR B L EE BT A MR TE ET, #IERARZ &2 7Y v LTh
O, RIFET 27 U v 7 TR C7 AV ZICEPRGE SIVE T, MO ER Y 7 b HFEKTT,
ORI HERFH CHBICRE TE 7, #E2ERT 2 L3 BOARNIC T 2ERE LTI EEN,
W AR CAR S NI T TIE->TWnA 0% FEEX LETOT, HE5b kKR R AReEMEN B
DVET, 87 7 ANVOEBROETHEEZDD, bo N0 TWVARNCT 20T RLTLEEND,
ARG 72E ] Tld, IIH7ICER LT b 02 B0 < 7230, Bk L7728t % BtmMailSys 7 + /L& |
O —LTCL &, £E.USB ARV OPIC T 3 N EE o THHE LR TIRGET D 2 &b TE £,
ZOHEE, T RVRIRDBREIZRTA T LT NT O T 7 A NHEFLEHT HMLERH Y £,
B ERIc o 72572 5, BEa{bt2 1 TR VWO TN, BERICEENEZ MR T 572 5I1XE 51k
LA — L T MERLY 7,

fERT 20 LA 5, 7 FURRICEE L ET., H727-23. MistyEC.exe & MistykeyEC.bin
EESTHBIL LT2T — %%, B SAIZED72 5, B S AIZ MistykeyEC.bin & RIRFIZIER SN 2 A
® ., MistykeyDC.bin # FHiIZ B SAICTFEL TLZEW, ZLTB SADT RLARD B2 -DIHEH T,
BEkD & Z A%, MistyDC.exe, MistykeyDC.bin L% ELTH H-TL7E X0,

ELHER - THZHT 2 O EE L WS, AR S RSA 20 30T, TAE2FMA LTI EE,
FENTTROROE Tk L, BOZHEOEA TH LR L £,

B & A, B2 65217 Hto 72 MistykeyDC.bin % BtmMailSys O HIZAILE T, ZEINSOND 72
5. 774 V4% BmpkeyDC2.bin 72 & & AH L, 8 5L OB ERNE H BmpkeyDC2.bin & & %2 £7,

TN—TE—RpE% T AT HEXIL, BEFOBARIE A—LT FUALEEL TN TLSEIN, 7
N—TEF— RTRELNTEEAIE, BFOBARTE A—/LT FLAR, 7 FLRRICEH I TNWD D
EWNE T N—TIRT DRI £7,

W5 EEE T OMFEOHN, BHICEDLT—F 25T HE0CHRELTHH-oTIEE, bHA
Gy 7 b wBEEY 7 PEAEL, BELHa 2 BERFICEREIZFE L TR F LW Hik
T, BET AR 7 7 A VORI RSA ABE T XA FIH SN THENEVEEAN, K1kl
ETHREWVEFEN Y £,

R ZEHART & AR DT — 2 Y A XDEITHONT, R U THEGE L T2 &0,
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EETOHFEO L Ea—ZONHHE, HFEO T, X —TZETEXHR/MNT77ANLDOREED EIR
WCOWTHEUE L T 72 &0,

SRR Y 7 F DT VAT,

AESKey.exe, BmpKey.exe, CMLkey.exe, MarsKey.exe, MistyKey.exe, SerpentKey.exe, TwofishKey.exe

, CFRSAKeyexe WA TWET, TNEND, ®LT 285y 7 b, E5LY 7 FOT-d 0% 1E
RLET, OEDOEDERLTEEET,

AEScrypt.exe, % AesEC.exe, AesDC.exe Tffi )5St & H B (b8EEED £,

[ Aescrypt e |
BES{ERIrIE  [PesKeyEC Thin {EB{EEI7 R [AesKeyDC1hbin
#E HnohE i . FT v IS SILIES(E 1#3E
& 128 bit & 128 bit ﬁ%g%'.]{f’ﬁu R | =
£ 160 bit CNEbt | 2nEngmE {FIRET ol
192 bit ~oaapi | UECEET. _Ben _HEs |
224 bit 224 bit w
" 256 bit (™ 256 bit [ Dt N
HimgE |
Fxr B i 2
Er e |p|ane Tt 1 ¥EC¥encrypibin ¥DC¥decrypt tt - ——
g HITL 8 Il
¥Encrypted ¥ Decrypted

DPIAFTEEN, DPIAFRTFE
4. NES.

EE{LIFRT ‘ iE%ftiFirT:‘

ZiUE, T AV B OFKE S (Advanced Encryption Standard) AES & L T LEIN=H D LD
H, OV AR, Tyl A AOEENEL 2o TVWET, InELZEEDOHWEDEFICLELE,
ZEMN L LIZE &I, Ty 2 YA ARBEVORLD1T ) DG LIS b EBXET,
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BmpCrypt.exe, X BmpEC.exe, BmpDC.exe, NekoEC.exe, NekoDC.exe Cfifi 9 5 S{bt & 15 5L #t %
EY £9,

== s =L EN TI e~
@ity BmpCrypt M
RS b7 1 B kT 1B
IElmpkeyEGbin IBmpkeyDObin
T J— Tt e MEEEHEEL #% |
& 128 bit TRHOAIET &= | em |
BEBINTY. E
199 it [ 3ERT | 4
j & IRETOEERL & iR
95 bit  bmp BHERID Fotll
B et e
t@&g]
= TIPSR T TR, ~
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Fx FE (B 771 ) B3 LAl wet |
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= ¥Encrypted ¥Decrypted
OCIRTFEDN, DPIFTFE
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—

DY T NTIE, BWMBEOT — 2P A AN 250 2o TCLEVET, B s LTORNITL VD TY
B, A=Y —=_TOFT—Z YA XD ERIITTEEL ZE0,
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CMLcrypt.exe, (¥ CmlEC.exe, CmlDC.exe Tff 5 5 E(bd & 18 B L2 ED £,

=secca = —
(B cMLcrype =5c=)
TR T S
EAR R BEES | | 128 bi
o EE{L{EE I
Seupl | 192 bit FT 27 JLEEELIEEE HEE
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BEE | CMLkevEG 1bin e E =
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B
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po
For FEn {10 =
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MarsCrypt.exe, & MarsEC.exe, MarsDC.exe Tffi 9 H55{bdfkt & H 5Lt 2 ED £,

i Y
EA Marskey - - - ﬁ

RRTEAT P—— B ome e —
: - | | & 126t -
S QUL TS HESL #% |
Fetl l IR  CBG
€ 956 bit =L i e
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ﬁ I
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B
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BT b |!planetxt IW |¥D0¥decrypttxt
HF I3 HF I
¥Encrypted ¥Decrypted
DRI S RTES eI Z{RTFES
nET. NET.
iIESLIEFRT EESLIFET

Hi 6 o 4 4

ZiuE, IBM OMERL L2 5 Y 7 F T, AESHFEOEMTHH 0 £ Lz,

oL DL VRENEMETT N, HEVRICLAENWTZ Y v 7 LTFEV,
RETDHDIX, 774 NV4, BOEX, £—F, ¥IHE T,
HIHMEIX, Cipherlnit 2% %27V v 795721 T3, MEN7 Y v 7 LTHATLZEN,
%~Fﬁ
TN D L O FEEZRDET, byl %Ebf<téw
ﬁ@ﬁéi EL 45 LEEBEND LEL RV ET, KJUCTTHIEETIEHY T8 A,

ZLT, 7AMLTnG, @RFE”RT TRDY TT,
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MistyCrypt.exe, i< MistyEC.exe, MistyDC.exe Tff 5 K 5{bdit & 18 b2 (ED £,

ES TR

[ Mistykey S - 5
eobeh : 1 | Sfe | T |t | TP ME RS #z |
BEE{li IMistyKeyEGbin I sEm |
Common I = 51
B ki IMiStyKeyDObin
Caomman I

SFEE =4 B3
M Iplane.txt ¥EC¥encrvpt ehc ¥DC¥decrypt bt i

. =k | EEk |

HITHILE HIATAILE
#Encrypted ¥Decrypted
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Kefa Rabah
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W TIERR L E Lz, ZHEWZE W2 L 2E# L TBY £,

DY —A—RIZOWTIE, FH1EMEEZ FRLET, BTN AEEZAOEINC T 272912, HP T/ —A7 7 )V %
ABLET,
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29 EEEVI L, BEROZEE(ZIDINT
LIS o ThD, B Y 7 hE2ER LIV S{L#E AR L-0 35 E, ENLANCEZE LT
— A NFEDIRL 2D £,

EOREZEFES T ML, §<CENTLENET, BETIHEANIHES TV, A—ARy 7 A T K
VAR, Wby 7 b, WElkgt, EEkY 7~ EHE5kEEEy MZLT, B EZMITET7 20 ZI
ZNHOa—ERFELTBINE, FERALZENTEET, A—ARy 7 R E, 77 /L% (mailbox)
DHIZAS>TWET, 7 RURIEIX, 7 7444 (address) ODFIZA>TWET, Rl o7e b, &
FLIZbOEITOGANCREREIER D - ENRTEET,

TEOLANCRET EXE, HTLWT RLRABRLEH LA —LR 7 A% EEEXTHES S0 )41
BELTLIEEN,

BHEBICEZE LT — 2T F 0, BHEAIOZET —FAREET — 2 Naid 7220 9, £/,
NCTT o TORRICE R0 £9, RIS, 25 _XEEICHEL T EEN,

BHEIT, EZETOIHTFILICBAEWIHER LD WRNGRIFFICERTHIMLERH Y £9, BAVDORR
FIZTIhRH DL, BEE R TER D £7,

HOHWE, BRETANF T a =L T, EFNEEMLTHRFL TB ORMEHENS LVER A,
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210 MEELHE. ESELBOUSB A E—~DHRE

B AL ORI D 7 NV ffETE £, ThE USB D K74 TND 7 4 L ZICHRET L, S
{bdd, HE{bdts USB AV —7 EITRE L CEEIINOEATIC LE>CEBIFTE 9, USB AE U —)
FHIEA =L ZH 2 N TERLRVET, USBAEY —D R4 TRITHTHFA SN LB TEDLY £3
DOTREUCBINHF L T Z &V, ZOEEITRD L HITREL 1,

AZXADara—2T, USBBF K74 727> TWTC, USB AEY—DHICk LW ) 7+ A X%
0 & 2T bic 2 e T DA,

A ZADT KL ARETIE,

Al BEA—LT FL A
B XA bsan@xyz.co.jp
WY Tk W

1 cmlEC.exe f:¥k¥cmlkeyEC.bin
2  BmpEC.exe f:¥k¥bmpkeyEC.bin
3
4
5

wELY 7k e gt
1 MistyDC.exe f:¥k¥mistykeydc.bin
2 marsdc.exe f:¥k¥marskeydc.bin
3
4
5

ELEY, BEMFILICT7 AV 2R LOHEL TRE2RETDLZEHTEET,

BEADIZHIZ. USBNG RTA 71272 >TWT, ZTOFIZT N H r 2o DEOHRHET 7 A V2R
FTAHELET,

B &ADT FLAMRTIL,

Al BEA—LT FL A
AZA asan@pqr.com
W5k 7 b I L

1 MistyEC.exe g'¥r¥mistykeyec.bin
2 marsEC.exe g ¥r¥marskeyec.bin
3
4
5

wWEEY 7 I e gt
1  cmlDC.exe g'¥r¥cmlkeyDC.bin
2  BmpDC.exe g ¥r¥bmpkeyDC.bin
3
4
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%7, MalBoxX
J_“ i | sQAadBoolk
a0 B A-ITELA R
oE |uyama33@yahnnm_jp
FEa{EY7t iE={ L g
1 |chEGB:{E |f:¥k¥chKeyEG1hin
2 |Elm|:|EGE:xce |f:¥k¥BmpKeyEGbin
3 [ twiofishes gxe |f:¥k¥ifkeyec1bin

INT T 7 ANLDAST-USBBIELW RT A ZIZHA SN TR WIS IR BEoE Bhid T& 72 <
ROFET, ZELFEA—IALFTHEDEE A,
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3. WHARTE

3.1 fRE
WebATJPac.zip #fiffid 25 L. ZDO~=2T VO,

WebATdJSys.zip
K5 7 b.zip

f D HAK . zip
$EVERK Y 7 b .zip

NENET, 51T, WebATJISys.zip ZfifH 325 &, “WebATJSys” 7+ /VZNHKRET, 2O T+ /LHF
BT AT by TEOBMY RGN E XS, 0PI HD “WebATd.exe” ~D a— bbby FEEKRLTL7Z
IV, B, ZOTHAFITIE, Kby 7 b B LY T N ESEOY T ABRETASTNET,

WebATJSys.zip : Z DTN EH DT +VE, 77 A IR L THIBELARWTL 2 &0,
55> 7 hzip 0 220, BBy 7 b (BEC) LSy 7 b (DC) HA->THET.
D WA zip © B oAb & 18 SO BN A > TWET,

BER Y 7 b ozip @ WSkt L BB A AER T 5 Y 7 F T, AU OMR S TEE T,

“WebATd.exe” D@z, SMTP., POP ¥ — X—DORE® L E1,

3.2 WHIRET HIEEB

TAI Ny TOTA 2 mZTNr Y7 LET, P2 —H—ID & X — DAL iR T 2447
a7 Ry 7 ANRBNET, XFOEFIIARETT N, BRI 2 LES{LOMREN Kb E T, REND
VFERTHERLEZL 0K ARZ 27 ) v 7 LTLIEEN,

EEF LS, W OO EE LET, IR EIIRIIC LETIE, Z0RITREOLEITIH Y
¥ A,

T, YAy POEET, taro@aa2.sonetne.jp D A—/LT RLA&ZF->TWH ANDLETHH L
F7,

A a—N—DREZT YV v 7 LTI,
(1) SMTPHost #% &

(1-1) SMTP-AUTH D4
P%E — SMTPHost &% #%®AT, FEEBZRELET,
IHH : %EfEA—/L (SMTP) (SMTP-AUTH) H—/ 3— [Z}%. RNV arvmhbLEJEELEA— L2
TELD a2 —D
(SMTP-AUTH) ¥ —/3—®D4Hii  smtp-auth.aa2.so-net.nejp &7V 7,
HH AT FLRA &, BRIEOA—ALT RLAZRLALTL SN,
taro@aa2.so-net.ne.jp 72V F7,
EH R TR X, A VOEGEERALEETT, 1 THZTLILI.
HH :Port FE 1%, 587 & LTSN,
HH B4R GEH) IR l-0B4Ri2i AL T EE0,
Rthiz, OK RE#MT L ZORENANERD, BRTLETIEEOEEMELET,

(1-2) SMTP D3é
HE — SMTPHost %FE #ZEAT, FHEHBEZRELET,

73



HH : PHEA—L (SMTP) H— 13— (TiF, RV arhbkE LA —LE
TERD 7 a2 —D
(SMTP)H—/3—D4Hii mail.aa2.sonet.ne.jp & 720 97,
o7 mNg X —Tix, aa2.sonetnejp DX I REOLEELHY £,

HH :ETFA—NAT FLRA (X, HRIEOA—1LT FLAZTLALTLIEEW,
taro@aa2.so-net.ne.jp 72V F£7,

EH RTREE X, AV OEGEERADLEETT, 1 THZTLILI.

HHH :Port F5 1%, 256 LT 7ZEW,

HH  BART GEE) 3042 AL T EE0,

Bhiz, OK RE#MHT L ZORENANERD, BRTLETIIEOEEMELET

TN E—=nbE LT A— /LT RUAT, BD 7 ang Z—0H— " —ZHT 555121%
B H/EAR—PIIMEZD LR TNDBEZALHY F97,

@nifty, ASAHI %~ k. So-net, ODN, Plala, BIGLOBE(au OV Z{£#72\>). OCN, Yahoo! BB
Tikitiki 72 1, FRROSRMEChROIIER T £,

L, ZOERGRITHE VO T, #EHRTE NI aAS T —DEAbEXbNET,
Z 0% SMTP-AUTH Tzt L T 7280,

(2) SMTPHost fi#kx
INEBERTDHE, AFETOBRENMERSNET, RETDITIEHE (1) OFETOK
RE LTI,

ul

(3) SMTPHost R~
RENBNRFRINET,

(4) POP3 Server DT
PXE — POP3Server #%#EAT, FEHEZRELET,
HE : %5 A—/L(POP3)¥—/\ (ZiX, pop.aa2.sonet.nejp &FEXANET,
TuaNA X =2~ Tk, aa22.sonetnejp DX IIZ@QOEMERDLGELH Y £,
HH : A=V —N—Da—%—4 |(ZiL, taro (@DOLEMH]) EEXFET,
HE : A=Y= N—=DNRAT— R ([, HREVA—VERO T EEDO/RAT— R
(taro@aa2.sonet.nejplZxfnd b A —/L /XA T — R) L ALET,
HHE : A= &Y —"—%T 1F A—AZEFEOL XL, ZEOKDboTA— L E
(POP) H— "—|ZFKT NG DOREE T
T, STEAMUDOA =T —Hfi5 725, yes ITL TSIV,
B%Ic, OK RA U ZML T EEN,

(5) 77 A NINAHE
Y77 AN EEREEAERE B TR L CWETOT, ZOFEE - T EEN,

—_—
File: Path B
File name {With Path} Path
Address |¥address¥SQaddrdh Path to - [¥mailbox
Book DB Mailbox
‘ E:E" Bax |¥ma|lhﬂx¥suma|ldh Path to Fdummytxt¥
Dummy Tt
Dummy |¥dummytxt¥dummy et
Text
o] tow
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(6) EnCode 7t
Auto OF FEFTEFEWLET,

(7) Ehiftit
A—=T—OEHEZFHE L IMET DA v =V E2FRT L0 LRNNTY, FERIEZRBATIE
SV,

(8) X-Mailer ¥ H
A= )LD~y A= H SN HEE 2 EOICEL ), B T2 TY, EHE6THMhENEY
oo T ZICEEHEHESNT-HNE T, BtmMaild.exe 2D E SN b O0ENZHIB L £97,

(9) ZJ—7F—F
TN—TF—RROF L, F7MEHT 05 Y 7 b, EE#EEZRELET,
A—=LT R ADOMEMC LD EHRIFREZR I, T TOA—LERE L TLE 2RIV, £9
EZTHLONZ DT N—TF—RTT,

RE—IN—TEF—RELT, FIN—TFE—FRDF L, 7, F—TF—RTHEIREZLY 7 b,
W fedd, EEbY 7 b, EHEb#ERELE T,

TN—TFF— RNA L OEEIT, RETITRTORA—=AN, FL—FF— R TRE SN ST
ERF B Lo TR B SN CREE S E T

ZERTIE, TR A—ALDOREZEN OV 7 FEEHLTWHWTL2E, BODOT R L AMRIZH 6
INTWIUE, R NA—TIZETDHANED T N—TF— R TOA—)L L R TEVLEEL LET, 7
R L AMRICBGFR SN TR WEAC, D A —F —THE L TE LA, afba3hTnianbod
LT, Eo Ik Z 2 nEE A,

ARDOMENOTIULZOF— RiT off ICL T, NS LOREEL T HXETT,

(10) ¥ I —FR
MDA =T —TRHWZLEEDI I, XI—TFAIREREINFTET, ZOREITK TS TR
ENET, RESNEHEAOT, MEROITEBRZICHEZRE LTI ZEN,
OFF DAL, KD A — VAR, B SN ThEFRREINET, HH LD L TR WENE
nEt,

(11) A— T 4 L Z—

A=)V T 4 L Z = ON IZRRE SN TWAEAIL. 7 KLU ARRIZERGE I TWVZR2W AN D A —)L
T THEREA—LE LTHbIET,

75



4. BEDEM
41 A A EM@E
TAALEETNI )y 7T 5 Ea—W—ID 2R TIXA TRy 7 ANRBNES, 7277 0K %7
Vo7 LTRFE,
B H dummytxt 2013/04/:

|Z % AEBE{E(Protected Communication System)

3

()]

H 02 2 |2 A 2B 1B{ 5 Protected Gommunication System)

w2 |Sample-MNumber—4 562 1-huyei-hy fyr-H4h6d

boen Meed correct keyw.

LG e

OXNCEREINDIDIE, A—ILRy 7 ZADOHEETT, TDORA—/LR v 7 A% X CIHE LA H 2N B E

rote
7 BRICAD Go BR AL YL DaED A°(H) BE
Dl 2R S

N oo AEBE

Property | Value
Name Protected Communication System
Version Version 2.0.0

) COTOISLTEID Web R—ZHEFRRTEFEEA %

AatossER:
o ATy MIBEINTLRL,
o Web T MCRIEAREL TS,
o FRLRAICANZZN DS,

UL
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e -

L] TR(V) BE W (H)
FRLAE

AW SR j
SFI-TEANRE Ctrl+E
Print Setup...

1 dummy2.txt
2 dummy3.txt
3 ci¥Users¥...¥dummy3.bxt
4 cr¥Users¥... ¥dummy2.txt
5 C:¥Users¥...¥dummy2.txt

¥T

Eid [ NOM[ 4

_ WA Tbwa M BFMes S 1@ DA IF w0 i9 B3@ OF

FDEFEICAZ2—=NHOETOTENGIAICHHAL ET,

411 74N

INEIZVITEHET RLAR, A—LRy 7 A, #3I—F %2 M., Print Setup
77 A NDOERE—E, Exit, Zi®RTEF9,

T RUVAROEAE 2 U v 7 U7 FLRERBE . A—L7 RLAOBERRHES Y 7 M S0 %
FECIEENIE SR WNVEDO A — LDOEENTE F7,

A—NR Y I Z% IV 9 I FHEA—NR Y 7 ADHE, TEBIEDIGO A —LOKEF L A— L DOZ(E
NTEET,

=T XA NREZ IV v T HE =T —RBRA— I ARKTORDVICEEINDZ I —DOLELZH
ENTExET,

Print Setup TiZ 7'V v X —DORENTE 1,
Exit#27 Vv 325&, 2070l I 55K TLET,

412 =RE
TNEIZYITAHE, Ve N— RATF—H ANRN—DIEHA NN ET,
VR —% 7 VT 5 E, HEOLEDIIHIICHDY—NAN=RENZ0EZTE0 LET,
AT =B AN Vo7 T 5L WHDOFIIHDLAT =X AN—NENTZ0VHEZTZ0 LET,

413 B&E
ez Uy 7358 ZOA=T—OPHIRENTEET, ZNIZHOVWTIT4DPHIRELZ BRI,

414 ~LT
&7 VI DL~ VT Ry 7 ORERE NV a UFE, FFREORES TRV 7212 £
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42 7 KLRBE

TrANT — TRURIR EPAUE, T RL AR SR -
BlEEd., 207 FLARITAMNT RLAD ET, /A |([Dedls =657
BRI SN2 ADF— 2 BREDT=DIc B R SNET, [ — 2
BB GRIL, “BREE” — “BrBERT LT, HL<AT g? ﬁ%@f |*'W - o
EEMLTLES, ZOEOTEIY v 7 LThb, /£ || et — e s
MDY | LR, A—NLT LA WSy 7 bog | ] l
BT, WD 7 7 A V& EEALY 7 FOL4RT. BRI |« ]
BOT 7 AN, REERALET, RALLL, @ ol
- “%ﬁiﬁ%ﬁé%” & LT\ < fiéb\o %ﬁ%%%ﬁifﬁu@ [Vl fES{kaE
TR S ET, e
8 [
WESLMRE A RIS 5 L & o Bk S hTw R T | ] |
E fcﬁb \IE\ E &i‘ Zlﬁq‘ AT }\ AL H%%{k‘ J7 }\ O)Z' '\'.II«IT‘Ein_—.@‘é[ztx [F1] BB LTSRS I L'_I <L ’_W,_—"/l

A, W5 LD 7 A 4, D 4THATT,

WEAbBREZ R 2 & &2, BESh TR TR LRWIHREIX, 4RT. A—A7 FL X, #51k
Y7 FOAHL ELEO T 7 A LA O 4THE T,

BekaHIEd 212k, AROBRTITZH7 ) v 7 LT, EREND A vV OFRIES>TFE,
WL THDLILOEMELRBT E XX, AUOBTERTTE2EI Y v 7 LTHNEEERDOOEIZK
BeXECD, EOBTEELET, BENRZETLEL  “WE” - “WEMSRSRE L TEEN,

FrICHERE T H01%, ek LB b3 TTNn, AFLENS Y 7 hOK oD Y 7 M| e
bl S EEZER L, 2O ELTHES bOEHOBEMATICEY £, Z2L T, HEOF->TW
57 SO FALOMIZB gL TH HWVET,

LA :

B S LA O R RIZRRHCF T OB CTHLH Y 9, SRS T 5702 EF L2 L E
T, ZEKIZ L > TEFEREEE T2 FRHRET, 2OA =T —ITXET IARE R DGV 7 b,
kg2 W C 5 CTEER B TED LR TVET, bHEAALRUET ALY XA LRI D85
O AE DT TOLZERE (LY AIHETT,

5 M ETOLEKZLTTN, By b~y AT 5Lz TE, 74V A4 ANKELL 20 F
T, 2l 2. SBMOREE(L T, 2M A FOF—EZNEM A FDOY A R >TWE LT,

KETOEYER S (AES)SC, I —1r v S TR &7z Camellia 72 EHFIHCTE 30T, BARRE#R
ESELIIET S THHEEBEZTVET, TELHREITERFTOK S LR EMAEDLY CRHHT L Z &2 BHE)
HLET,

EZ R MG N

B2ty 7 MIEE+T 57 =2k LT, 1, 2, 3, 4, 5OJETHEbILE T,
BWEALTITZE LT —ZIZK LT, 5, 4, 3, 2, 10JEICELLE T,
LMo T, 32V 7 EWRRICE SO EZAITEESNET,
ZIUZOWNWTIE, (FEE2) 2B EEN,

%73, BmpEC.exe T ot SN2 GA1E. 7 — 2 ORIy b~y 7RI TVET,
Ty ANZELEDFEETT, LA -> T, ABC.doc e T —4 T, LHEIFE{LOF%D BmpEC.exet
ELTHELNTELET —HEMDOA =LY T NTCRELTRIFEL TS, JEET% bmp AT
BLLTHADLIENTEET,

ZDA—=NY T FCZELTENERGETD L. REOBBECESLIN T, AROV—RFOTFT—XI|Z
20 ET,
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AT

ZDA—T—%FMT 5 ET, KU EI3EEE EZEEPE LI LTHRL TWwWbH Z & T,
EEMTHES(LOREZ LTS & EE, ZEMTHEZTLOREL L TFEW, £/,
EEHTHRE(LOREEZ L TWRWE XX, ZEMTHLEBILOREE LRNT RS,

B LI TOREN LTRNWE, B b ENTEbLORESLENRN-T20 XN E S O#EEE
ZIF Tl LET, HFoEELTLEEN,

ZIZTIE, AL TOREN L THIEAICHOWTHH L ET,

(1) FEEMTH S LOREL L, ZEHFMTESLOREELZ L TWDIGHE

EAEIFIZ A — VAR STIRE AL SRR RIS 7 7 A L E L TEFEENET, E 61T, A—/LARITOR
by L LT, dummytxt ONENFLE LTEFEINET. KROWRM 7 7 A L HIEFALIN TG, IR
7 7 A& UCRIFFCEGE S ET,

CDA=TF—=TRIF LI ET, Wb SNIAIABNEALS N TFRENE T, dummy.txt
ARRTDHILEHTEET, LS TEESNIEALR, BT 7AW, IS 7 7 A D=L L
TERENET, RFT D EZICABICEAMLSLET,

R ZEREZL L6 Drt. mdata05.bin & W9 ZRIOTS 7 7 A4 LT,

oD A —F —TZIFTH - 722X, dummytxt ORNENFERINFET, A—AAIE LI F
F O mdata05.bin EWIIRET T 7 AN E L TEZEEINT T AKDUHT 7 7 A4 VTR SL ENT-F FOWR
77t L TCZESNET,

(2) m#F L HIT, B LOBREEL L TCORWES

A— VRSB EAL SN OFEETEESNE T, KKOIRMN 7 7 A VAL SN2V EE THES
NET, TOA—F—TZF L& XIIARINFRENE T, ARKOWBI7 7 A4 ML, H@EOUH 7 7 A4
NELTRESRET,

HE1L

WERFHCHEH T 25y 7 FOEBAEY 7 FOFFEIZA—ALT FRLAIZE > TITWETOT, ZO7
RLUAMRIZIERI C A —ALT RLU A% 250 F&EEGRL TEWTEEA, RIUAR O EOA—LT KL &
ERio TV ADIOBGITAE TR MEDH Y T, bHEALVALDAGEZHERL T, A% T A —/L
ZEELTHERT 52 EHAHETT,

By 7 hCHARMATEALOIZ7THE T, 20 Y 7 hOL4FTE2T R L ZARISRE TSR 5o
R HERHRET, 7 RLRIRICAESHE D AR, A—AT RULA, E5bY 7 NO4H, Kb
D7 7 AN, HELY 7 FOL4TL HE RO T 7 A V4, RERLBSICAT TA— LV EEEFELET,
Fhak, ZOA—NLY T FTZELTHREZY ., DA —1L Y 7 N TEZELTHE Y TS S L O3
By £,

BHEWZ, Kb, EobE2ERLLERLOEMTICEY, ZTREf->T, (kY 7 b, HE
b7 b, Kb, EELBOBRE L EfMEICIT> TRV,

QEFM & ZERTREBALDOREN N T AT OFEITIE, BEZ T —PNEX ET,

OZHEK7bT 2 & x1d, WEB{LEE L TIEF R E S T0D EEELTEEHADT, THELES

W, 1FE1IE, 2FEL2FE, OLOIT, KRy 7 FEEFLY 7 M SETIEEN,
OHDIERNR TIZHE T 7 A L DOARNCEE L TLEE W, BIO#EEZIERT 2560 TR ULRIOZ 7 A /v
ZE-CEEXLTCLEY &, EESEINZEZME - QO ERESBEENHRZRL 20 £, @EMHTFO
LHTE TN T A L7 E g7 < AN HDIZL TR,
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HE2
EEEHDA—IVONEEZ B2 eblX, BONASA, HERBEAELEELE X,

A AT KL ARETIE,

Al BEA—LT FL A
B XA bsan@xyz.co.jp
W5ty 7 b I oLk
1 cmlEC.exe cmlkeyEC.bin
2  BmpEC.exe bmpkeyEC.bin
3
4
5
wEby 7 b 5t
1 MistyDC.exe mistykeydc.bin
2 marsdc.exe marskeydc.bin
3
4
5
Lo TN,

B &ADT FLAMRTIL,

Al B AT FL A
AZA asan@pqr.com
ek 7 b 5
1 MistyEC.exe mistykeyec.bin
2 marsEC.exe marskeyec.bin
3
4
5
wELY 7k 1t
1  cmlDC.exe cmlkeyDC.bin
2  BmpDC.exe bmpkeyDC.bin
3
4
5

X ST, ASANG, BEAHTICHESND A—/VIiE,
K5k 7 FD 112k > T, CmlEC.exe TSk E T, 512, BmpEC.exe T 2 [0l H DK 52372
SNFET, FOBEEINET,

INEZITESTZB SADIE) TE, ASANLRDT—XIZEOL I ITHE SIS TNDLDT,
A ZAOHEE OB AL N, FEORKE 72 b 0L H T, H&AIZ BmpDC.exe THEB(L S ILET,
X512, CmpDC.exe TEHIFLENET, T T, JLIZREDHIDT, ZOEILINTET —F B A—/LORNEK
ELTCERREINET,

W7 7 A VDA S RERICEE SIS T 2E ST, B SAD/NSY a NRFIND Z &
W70 £,

80



TINH, ASAN B IAFTITHE LI b DA% TROVENETIZZ N THI T,

A ZADERFFE> LA, B SN TEEEINTZ L OB RGE I TWVET,
H5r (A) 23 B SAlCi%koT R ~wi E A DREEER N LA RS NDOTTR, ZONFIE, 7
— X N E cmlec.exe THF (L ST, &KIC bmpec.exe TS L SN HDPMEFEEN TV ET,

FONKRE R D21, bmpdeexe TEHLL7-H D%, X 5T ecmlde.exe TEH L 72 < CTiEAR Y 8/ A,
HO7 RUAMRIZIE, Bo0EoTebDEEFbT 572005y 7 F3H 0 FH A,

HEHA, B SAIE, A EADLKRET —H 2@ T 57200V 7 FEBELTWETOT, ZEL
Tr—2 &I TEET, NN, EFEG ST TORETT,

EHLTh, BCTHGN B SASLTICHE LIeT —% ODNEE RLOVEND H55121%, RO X 5 ITHRE
LET

ASADT FLAMKRTIE

Al BT A—ILT FL R
BxA bsan@xyz.co.jp
ek 7 b 5L
1 cmlEC.exe cmlkeyEC.bin
2  BmpEC.exe bmpkeyEC.bin

3
4
5
ek 7 b e kgt
1  cmlDC.exe cmlkeyDC.bin
2  BmpDC.exe bmpkeyDC.bin
3
4
5
ELT, &b

B&EADT FLAETIX

Ea| B AT FLA
AXh asan@pqr.com
W5y 7 b 5 e
1  cmlEC.exe cmlkeyEC.bin
2  BmpEC.exe bmpkeyEC.bin
3
4
5
By 7 k [REE I
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cmlIDC.exe cmlkeyDC.bin
BmpDC.exe bmpkeyDC.bin

(92 SN GU R NI

LIE L, NEFER T LT B LR AR ET A0 TIE L, EAABICK LT E(L R EHET S 2
LTy 9,

ZOTHUT, ASADDBELNTELT —F 2B SAPEBLLTRLIZEHTELL, ASANBE
PNCESTT— 8%, B CHRRT L LHTEET,

KEHES P L AIRfFSNTET =2 L TEbn 211 5k 7 NI, RET2MFOHB O, # 51k
DFINBFR SN T DNAERMEDIET,

A SR, B EASTITIESTEMREEWH P LA ICHLIGHIE, TOT— 22 @5 bT5 L &2iE, A
SADT RLVRARICE TS, BSADHEADOHTOEGLY 7 b, EELEMNEH SN ET,
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T RVRIRMBBAVZ L X2, B DA =a—z bt L £,

421 J74I)
A=Ky I A% 7 ) o 7T HELA—)LRy 7 AR E A —LOEZENHET,
PAC2% 7V v 73257 RLAENEALC EI,
KTHEI7V) 7 THLZOY 7 MK TLET,

422 RE
FHERRZ 7V v 73257 FURAZBINT 57200 EOITHAAMOBRIEMSINET, Z I d
HITVE, FOETEHMOBTI Uy 7 LThb, EORE 7V v 7 LET, 4Hl. A—NLT % L A7
EOVERIEATALET,
ERERGRZ 7 ) v T2, FAOEBRTRALEZNENESE SN THRORICKE N ET,

423 7 KLARDENE
INEIZY v IFTHET RLAROT —Z_XR—20RMZHIELEST, 72770, GHD Y 2 RO Enn
Vo7 LTMhHFETLTEEN,

424 RE
. V= AT A B ANR—DFR EIEEROY) Y Iz T,

425 *—)

FHE 7 ) v 7325120, AAOETITZRIRL THHICLTLEE, mE—FHIERTE- 7220
ITERANEH THRITZEMICR Y £, A= T FUARRASINIAT 2R LR IEN - AD H DN
FHASNEZHF LW A U RN ET, 2B A—VEEHOU A R Td, 4., NEZTTALT
WD, AL —IEE BIRAEA = UPREE SN E T, LRI OW T, 5 HEAGE V2D
BRIV,

426 DAV ED
Cascade 7 Vw735, Z2HOBNTH L TCEPLRETER REINET,
Tile 2V v/ 35E, BRAANEREZFFED L) RRETRREINET,
BHOBRDLRGEICE, TORNEI Y v TDL 73— HAER> TWOLREYVEZDHZ LN
TEFET,

427 ~)LT
K t°\y7@1:ﬁ;«'§k/§b—¢/\\a ‘/‘%iﬁiﬁ u;u—(% jﬁj—

428 ERTE
PR ENTEET, 2OV TIH4PHIREEZ ZE F S0,
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43 A—J)LRYI R
A= LR 7 AL 3 ODBENOEREINET, EOBETIE ZEFLA BEFAP LA, KHA—L,
TIIH D4A-OHEHENDY T4,

Epmtected Communication S
% TrL BRICAD Go TR A—l Wil TaVED AMF(H) BE

|IDEd *®2E|E T

Jﬁu:ldress
\J_f/- A=l
g BE LA Re: 4234 uyama yasumasa <uyamaz...
& EEEH
- AL
------ B T
@ |sHor s | 2=
@ oh—)LEET Uyama yasumasa <uyar

chF. H:-FTHEALTT.
FIR, o bwoF 2702 THET .

Hello !!
This is dummy text file.

B R T P

ZEN A BBEEZELEANAO G EOBRIZERINET,
FRENTZA—IL DG,
1O BATEZ Y v 735 LA TOEIZIZIA—NVONENFRINET,
F7 Vw358,

B s oo S e

L Tr-ll BRIZAD Go J|R A—Jl Wb Da¥ET AF(H)
IDEHE| BRSSP
JAddress

A=

@ |sIrLE [EE
0} A=ILEL uyami

LY AIFM~OBE), HIRNTEET,
HOHYZX, M7 7 A vD - ERFRRINET,

“A— VAR, “mdata05.bmp” LSO b DONAKROEST 7 7 A LT,

TNk, H7 U v UTRIFEERANL, 77 A VP EBEIICE LS TOHLRFES

=7

EEHEARLA 0 RS LFEERHDA—NANRRINET,
A=NEBATEI ) v 7T DHEA—NVONKRERINET,
H7 Vw458, AIF~OBE, HIERATEET,
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WEA—V 7 )y 73T DE REA—NVEHIIESNTA—ARFRRINET,
ZOHAELEZ Y v 7T H LT NTHIBRT 22 B TEET,
INZENDA—NEHI ) v 7T HEZME N VAR T LB TEET,
1OTOHIRT 2L HTEET,

&
]/
iz

DEHZEI ) v 7 T5LEIIFONENRRINET,
WAL 7V v 7325 ETIHNO AL —ZZHIBREEE T,
BIGEHR R 72 T 0T, BEIEEREICLTRFID,

Fo, IIFNOA—NEBLEI ) v T DL

A —/L% SQLite 7 — & _X— R L L TIRIFSNET,

431 74l

CDA=a2—InbFREINDIVP T A=a—F, 7T FLVRREZRAL, 55 Web A—/LFRKR, A=Ky
A LD, ZV o 2—Dky N7y 7245 T30, ORI THET,

432 W&
COHEBITAE EOBICH LVMTEMNZ =0, EZROERTER LIZNEZ B LY, WES L R 51T
FERLIZY TEET,

433 BRIZAY
TDA=a—%FhcT5120%, AddList 227V v 7 LET, $5H&, BELWOAS L F—FRy fhxJ R
Tur—7 T, BRUICAD ICBELIENERERINET, HEZ Y v 7375 LEBRUCAVICEELTH
%5 URL ONEZ= LA TORICERRTEXET, i FICERENT URL ONFIZA X —Fy b= AT o —

7 LRBRICEMEC X £,

434 Go
TDOAZ 2 —HHEMNITHITIE. BRICAD, Add List & LTL &0V, Z0O#%I2 URL log#) ¢
xFET,

435 FE
YV LR RRT = H AN—DEIREIERIROMIZ, FTFTOBREZZ Vv 7 LTHDIHBEITIIERTHL
FTH A XOEHR, HERRARENTEET,
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436 *—JL
FEDORE ) 7T 5L, A—/LORVIAHNTEET,

BViABZE 7 Vv 7 FT5E, A—ABRZEINET, BOYTCZEEFELELOEMD A —TF —Tx]
THIVUE, B bDORFNIT-ox 1y LR TE F9,

L

Al

WlgZR 27V v 7T AN, A EOBTEDA—NZKTHIRIERDONE~ T AT Y v 7 LTHEELT
<TEEV, BEHDOA =N 2ELIOOBRPHEET, WEFBHNCHASNTHET, bHEALID
SRS HEAERTHZ EHARETT, 4. WRERH LIZRICHE “2—1" 2270 97 LTFSV,
KR 27V w0 T2 A NERETIEODFA TRy 7 ANBNET, BAfE, CC & BCC
IFHEHTEERAD TETZEMICLTTF S,

T ANERAN L CEETDICEMBRLZ 27 ) v 7 LTT 7 A VEBATL SN, R#%IZ OK R
22Uy 7 FTHUEA—IVORENRBB ISR T, BEE{bDT-DI2d LI 2000 £,

[ pcsmy S |

code number 0

Ok

4-—----2%

%12 “code number 07 L EMLNTZA v E—U RS T T,

A=V 27 ) v 7T 2D ESENZEMOA—VHOBERHE £,

MailDB JEiffi &2V v 735 A—VHOT =2 X—2OKRMEAHIRLET, 7272 LA Eo U X
27Uy 7 LTHBETLTEEN,
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437 BEW IV R)Y—IL
777 RIZE LTI, ROX D 720N HY £97,

1. fEEBICL DT —ZDWHHA,
HEO TR NNAT — REMD Z ENEHREVIRTH Y, TP HE2RD 2 ENRMRO AN DD
H LILER A, Google DIHEENRGV o ice b)YV —ERBALTHESNZZEHHD ET,

2. L—F L U—INTOME

T—HET T RTHNAYT—EARFORLTH, ¥ L7 — 2215013002 HB 20 EE->TWn
DBV FET, FLTEILTHARLNTEL 2V EWVIDTHNIE, B TR AL THHTEIT S X
INTEDZ LT, F—HANEELEBRETHEAT LA H 0 1,

3. BUFHERSIC X 2 - B

ANS A (EEFZEERF) OB 722 ) —F U KiZ. NSADOR Y b ECTOEREITAIZ OV TR~
ERBLELE, KEOKFI THREOT —XIZHIIMHEICT 78 A TEX HHERAZNS AITFFS, R
T 7 EBALTWADZ L, oD RNWEZATHIFMABFIHEZ LD, BRIIT7EALZY L
TWHZ L, SSLIFBARIFCINS ARH AL TEY, Ny 7 RTRRITOENTWNT, EaFRR &N
PENTVWDLZ L, EHEFOMBEBRCA A HHEZLTND I E2ERDH Y, AESK B3 Y B
TSN TNDHENI)I=a—ALH D E L,

4. ID &RV —=FREEZEENT, IO PCHhHBEREND,

KEFEALEEFEE, EBMHEAENL T THONINLE L, KEEE AT, &7% ?E%é/w)ID LNA T —
KTl AL, BTA—NARITU RT—FEFHNCRE R L TWE L ES, 72T E AN Z A2Vl
ERITRELAL T,

IO EFEELIZEZEEAN, 1,210 TENE ) OFREFHTX 5 LE2 TET,
L SN AR S R CTOLER (AR L 4,72 & 2  AESHRY VB T1I B THRITZLE LTH,
AES, 7 A VU7, RSA 72 8 T3EMEOLER Sba UL, #40 LRIIMz 5 s & BVwET,

2777 R COT — & RArHR %ﬂ%éﬂf“éﬁ . TR T SR RE 2 TR L £
ZDA=NY 7 ME N Z &S e %m% SHEHELRETEDLET, ZhE/ TV RT
OF —ZTEATIUL, RO Z ERHEEE 720 £,

1. BOMICRGEST 27— 2 2@ IcEER S TEET,
2. BPED T N—T7 OB RHE TE D XOICRETEET, ZJ—T TLITRETEET,
3. FPEDMALZTHAHETE L L) ITHRETEET, AEESHPFHTEET,

IRHITHOWNWT, BV LET,
Y7 — T/ﬁz%%ﬂ?ékbiﬁ

/\ux—ysuuab 5. «
Yahoo':‘RuZZG) [

usETe e
RYahoo! TLE7 LBRBS =TlBcEs

A hb—=i25Yahoo!/Ry IR, ANRBWEET D ESANDTEZIALSAH—LERTT.
WDTHETTHR AL
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T YT =Ry A7 TRELT, FomE CHAREE 7 Y v 7 TR, EIERMERO A— AN TE
F7,

Rid B, BOOasEa—2ORZT7 3V ERHREEITOXIIICRAET, =7 A7 —F%ffios
f\774»@%7/7%:t~\%@Hﬁﬁgﬁﬁmmﬁ%iﬁoiﬁxfm~§#%ﬁzé®?\ﬁ
5D PCHDOT FNA—L BTl I 5E2ELZENRHKET, LrLAERS, Y 7Ry 7 ANOT
— X137 77 K EIRESHESO PC NI, BEZ 7T T — 2 MR ESHET,

ALY 7Ry 7 A&7 ) v o358, FTORDOLH TR T,

27 - SATSUISEM ~ HE - Z3RO  FHLLIAILS—
- BRUZAD %17

= HE

= S5 E 55

L s S | =57

= EO;T’ ! E‘}%ﬂ'— ER
B 54 (2 e TTFIADIT .t

INHOT7ANFCT—HEBEIED L X LET 0TI, 77NV FT2RBIRT B IZIZEOHIC

%5774W%9)/7L&<TM&BRWOT\?V7W89??%%7*WVKIOfORELT<
&,

721 PCTIHMOBEETETN, By b~y 777 A LOEEITIT, Hifgl LTORSALY 7 ~%&{#

Y7 =Ry 7 ZAOP TR, WEROX I 2l (BEy b~y 777 A40) IZs>TH0ET,

L, 299 R-HE{kF T a—F ICLo CaOMOEgIZ/> TR TE £,
INEILICRE D DX, Bz > TnD NEITTT,

BN, fEoT- b X DkkRElX

HAOADPOREEALENT- DB Web A—/LDT RUASEIZELNTELEXZFOAHAOER(LY 7
o TR BAL SN/ 7 7 A VEE LT DHRE T, b SN RIE, % TlX WebDecrypt
EVIY T T A VEIRESNET,
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HOHNCEFAL LT DEELDIZE LD THEFLLZDORRZMRL T, ks h7ebo%
Web A—/LDT RUVAZIZEDZENRTEET, TOAFAOKEELY 7 &~ TT7 7 A L ERFEFLT 5
MERE T, Br i b SR 8T, BEU¥EClX WebEncrypt & WO W7 7 3 L X IRIFENE T,
EVHHOTLER, ZNESE LTI,

770 RCT =4 2T 2L &2, AL LR o8B+ 2 L tkET,
Z DRREZ 5 BRSO S X 50 s SAURE R b 722 T U Ry — & L TR TE £7,

1. Wby 7a—F)
T RUVARDOBA G OEARTORO XL S ITHRESNATVD E LET,

’_Lﬂ.l_| i

FA protected Communication System (Mail-J) - [SQ... E@g
i JrIl BE TR AN DoXED AF(H) BE |-
IR
!hddress LI
T BAA—IFHLZ e
Iﬁi?‘i?‘;ﬁﬁ Itarnu@yamadaxyzne.jp AR
BES{LV2H iE =1L Il
g |EImpECExe |BmpKeyEChin
i 3 |twnfishec3xe Itfkeyeclbin
4 | MarsEG exe | MarskeyEC bin
§ ISerpentEOexe ISerpkeyEObin
BEELSERE [T
iES{EYIt iES{bi#
1 Iu:mldn:exe lcmlkeydﬂbin
2 Ibmpdcexe ibmpkeydcbin
3 4 Itwufishdcaxe Itfkeydﬂbin
-Iil 4 lmarsdu:f:xe |marskeydcbin
§ ISEFDEﬂtdCEXE Iserpkeydcbin

i
-3] ESteEE [

ek 7 b, KiaAbdk, H51LY 7 b, EELEOBEOKETZ LoV iR L T &0,
ZOBETO, K5 7 b, BSEHOBREIL, KT, MNCFOELLEFE->THMhEFNEH A, Kk
TlE. EC., HETIZ. DC A TWDDONEM T,

Wby 7 b R |7
1  CmlEC.exe CmlkeyEC1.bin
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2  BmpEC.exe BmpkeyEC.bin

3  TwofishEC.exe TfkeyEC1.bin

4  MARSEC.exe MarskeyEC.bin

5  SerpentEC.exe SerpKeyEC.bin
kY 7 b (PR (@

1 CmlDC.exe CmlkeyDC1.bin

2  BmpDC.exe BmpkeyDC.bin

3 TwofishDC.exe TfkeyDC1.bin

4  MARSDC.exe MarskeyDC.bin

5  SerpentDC.exe SerpKeyDC.bin

Lo TWET, B L EEBSEOIGBERICIER L TSV,

HRT-OBAFIN., RELET-A9, BFA—I/LT FL AN, tarou@yamada.xyz.cojp 72-7-¢ LE9,

5(7 50 R)Y — L TESA(T v Fr—R) 23R4 % L kOB NAHENLET,
BFA—NVT FLVROEB (21X, BELICRAT 2856 7 b RS LR BER SN TV D B0
A—NAT FLREZ AN LET,

770 RTOFMTIE, A—AT FLADOHBIZAN L THL I N—T472 2 NI LET,
ez, Y 7Ry 7 ADBEEO 7 A NVFIZET L XEIRESORENT FUVARIRTEFA—LT R
L ADIEAIZ, picturel & AL ThHE, picturel & ANLET,

B AE2E2 7V TR ASNLTET FLAZ 1I0FECRET L2 EbHkRET, £7/2. EA
LU TRIFELE LD, JBREE LTS TOWETO T, BBEOFTO K v 7Ry 7 20 =AHITER R LT,
7V w73, BALELONPAINET,

1 A—)LEE ¥ (Protected Communication System) - dummy3.txt

17700 ®E TR A-JL 942 RT AP (H) BE

1= R ?

: Address‘

Q1 22 MailBox

A1 1+ | n'| sQadBook

E: :

T E2ED] EFA-ATLA G

Al ‘?7—50){ ‘picture1 ’7

i B2 {E7} B2 (LR m%
1 |[BmbeEC exe 1234567

i 2 | |

ELL 5 | |

Tl

3 - |

| LN |

e

WIS, WAL T 27 7 A V2 @R L £,
BB 7AN) B7 V73D AT 0—FOHEND T 7 A NVEBRTEET,
BEME D7 7 A V2R TE, RS E BB TOhET,
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Ef- PCSMI(S1-5) - Microsoft Visual S__mlaio Acaden

7 A—)LEE ¥ (Protected Communication System) - dummy2.txt =

d[T77L PREAD Go Akl R Z Il D D ) :
IEET] q msry7o-F) ) |
Address ‘

FEFA—ITFLADIER ®F | FERE 018)

%2 MailBox | | = ,E e ]

& A=)l Property

é. 4= L [Name EBetda77-Il WRIZTAIL) -
ity BEFF | Version | 1B

@ EmA- A=

50153

L CHE 4 F———
< o |« j b

BRI IHILE MBI T LA ) |

|WebEncrypt

AD® EFNT BT [F1] LTS, N
ge—— T | strfoldertane = folldﬁrDIg.cs_foIder;//GetPa‘[hName();

= TNN SHMAINL IMMY T

DT, BEEDO T 4V ZE2RELET, MRO V)7 ) v 7 LT, BOZ 30 ZOHIZiH %7
TANEI Y 7 LTS E7 Y v 7358, ZOT 7 A NVBA>TOD T I PERENET,

ZFLT,. 0K REUH2 27U v 73T, BIRLE 7 7 ANADBKERLENTHLLHBO 7 + L XITBY £
T, ZDOEX, DT 7 AINTERINERA, HIFRD SNFEHFA, ZE—L1EHDICX LTHS{LER
FNIThNET,

T ANTA ZRRENE T, BHBET TOWEEA LMD L IZR->TENLIGENHY T+ D
T, Z0L&EE, LIEBLIBRELIZIN,

(] o e

2 3 B protected Communication System (Mail-J) - dummy2.txt = g
J74L BRIEAD Go Br A Y-l D4VFD NF(H) BE

0| 0 = ?

™| Address| -

=7 | % MailBox
191 [e <~

=
#
3

T
. -3

P

I3
bl

N EETT B [F1I] ZRL TSV, NUM

b EnZbDit, BESNZT T 74V EZOHIZAY £97,
(EE) AMBREEDO LD ZbT 5L, KE{kY 7 h& LT BmpEC.exe #F|/H3% & 8MB BED K
XXV ET, oELY 7 FTIEY A XITF LA EELLER A,
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2. HEEFTR—])

7 FLREOASOERSC, ¥ 7 —BOX OFTIZIE, H LR S LICHIET 2 TRESNTNET D

(7T )Y — D HEF T n— ) O,

E ¢ ON_COMMANDCIDC _BSEARCH, SearchBind
A—JLEE ¥ (Protected Communication System) - dummy2.txt = B X
7L BREAD Gf w4 >0—K) S |
0O = | i
Address "FA—LTFLADER il e O =
-~
#2 MailBox | [ =2
& A=l Property ERLF BT RO I
& SE ML |[Name | &m
& ZE{EFF | Version
& EFA- =
B Al Ll
< [am b d | 5
EHPC)Z4 L5 DI 4)
|WebDeDrypt
[oc] Leww

HIRT=DA—)LT R A (721X picturel) Z AL, HELTHT —FEZFRL THhH, OK AF
7V 3L, V77414 WebDecrypt DOHFIIHE L ENT-HDONBLILET,

I3 20700 % & &, B LOBEP T, RO L 5 R » B £,

o #5 e
24 HA protected Communication System (Mail-J) - dummy2.txt = [
F7Al BREAD Go BR A-l Y-L DA¥ED Wr(H) BE
ol D= ?
™I
T Aaress -
=1 | 2 MailBox
[+ x—1[e@ =
¥ | =z |8
g & Z(9
@
- T

al |

T EERT Bk [F1] BRLT L.

PO L EFTLELSBRHEHLITZE N,

SMB DO HDONEMDAMB OF — X KD £4, BmpEC.exe ZRIT1E, HFEEOR S RIc L 5%
BERF S TTOT, DRV DLEDER>TWVWET, b Hh AL, AKEHTIE. Kabidiiar L <1E-
72D &S TS IZEN,
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759 R EODEEOYVT 7 3V Z Ik L TCENENRL TN TORF L 28R T& £,

IN—TF LB LE ST D L EIE, EDOTN—TTOER G E 7L — T ORERRBIZEAR L T <
WENH D £7,

F72. RSA AR S MM TE LT DT, FED AL ZIT - T2 ARG TR 5L X, ZAUTHIS
T OMERLZF > TWVD AN LD LA RERTE EHE A,

3. T NAKEFA(T v r—K)

BN LT 4N EH 1007 7ANIELEOTHE, b LET, TNERBELEZ740E (797
K EDOYFD 127 v 7T BHERE T,

F) #®E£(E) Fw(v) FOZz4HP) BILFBE) FT/WwHD) Y—I(T) Dr2FI(W) 3I1=7F

! A—JLEE <7 (Protected Communication System) - dummy2.txt N
IJ7l BRICAD Go F|R A-) [BEHESTRWY—IL]| 942 FED wr(H) BE
2 By 3
DEW &% 57 BESL(7y 70— K)
Addressl
BRSO 0—-F)
+& MailBox
m Property |Va|ue FAIILAESE(FyFO—-F)

i BEFLA [Name Protected TANAES(F DO F)
iy EEFES | version Version 2,070

Sl

TANSTERSEFYTO-E

En BFA-NTELADER i3 R0
| | =]
- THIVEROFI oS TR
- o]
ol

HAGSIRTHILA (G NEPDTP L EIN 25T E) BECHLD |
IWebEncrypt
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EoXHEEmIc2 T, BHEOTZ AV ZEHNICRT v 7L TLEE, (
DT F VPRI TXET, BFELLE 1 OD 7 7 A N~DEL DT, 74X T LI2iTbnET,
EHAED 7 NV H E2ReETE, RRFCE 5L EBEN T E T,

OTIT, BEEDO T 4 ZE2RELET, MRO V)7 ) v 7 LT, BOZ 30 ZOHIZiH %7
TANEIY 7 LTBHS 27 Y v 7358, ZOT 7 A NVPAS>TOD T 3 ZPERSET,

FLT, OK RE %27V v 74T, BRULE 7+ AEZBES{bLENT-1 o077 A4 M2 ->T, H
D7 3 NVHIZBEDET, ZDLE, TOT7 NV FIIEREINTEFTA, HIERDINEFA, 2E—LED
DIk L TR BAb & BEhD T £9,

TANETROT —=ZF A ZAPRENEET, BRBRD TOBED LIZDOK D X 91278 -> TERALHE D
HYVEFTOT, 2oL EE, LELIBHLIESY,

(] & 5

23 A protected Communication System (Mail-J) - dummy2.txt = - .
J74l BRICAD Go Tx A-I Y- D4YED NFH) BE

M lvr zzzTaick Fu zBLTRE.

FElbanizboik, IBESNY T 7 H AL ZOHFIZAY £,
(EE) AMBREEDO LD ZbT 5L, BE{kY 7 h& LT BmpEC.exe #F|H3 % & 8MB BED K
XD ET, MoORFELY 7 FTIEY A R EAEEBLLER A,

4. 7FNVEZEFALHFE T a— )

7 RLRAIRO AL OEAR, ¥ 7 —BOX OFNIIE, EEERESLICHIET S TRESHTHWET O
THESAGICHIH LB A =T FLUADIEA %2 > THE S 2TV ET,

b SN 7 ANV FIL, “THNVE . pes” EWOLARIDT 7 A NI TWET, O E{EEh
277 ANERNICRT v 7 LET, BEIEOZIR N ATRE TS,

5770 R)Y—n o THAFEFME T a—F) ZRSLROLIITRYET,
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ST BRSO ==

Property
ame FFA-NTRIACAR e P10
Version
[ [ IS
VLRV b BRI K B TO
.
Fell
FralCeelomles NPT AN SE) #EGL
[webDearyot

HileDA—)LT R A (721X picturel) Z AL, HELTHT —FEZFRL ThH, OK AF v
7V w7 TiUE, VT 7 4% WebDecrypt DOHFIES{LENT-T7 7 AV ERBENTZT7 2L FH D
NHNFET, HobENTZ7 7 A VITLRNT “T7 4V Z % pes” OEETTN, NERES LS THE
T L, BEOT 7 A VBREE STV D O TEERDRWEERLNTT,

I3 20700 & &d, B LOBEP T, RO X 5 R »BnEd,

24 B protected Communication System (MailJ) - dummy2.txt = [
B 7 (H

O
AR
0

it
«§

T
| ———

v e nwsrrzz Lz rrae

N ZERT BICIE [F1] ZRLTLZEL.

PR DOAETCLIELLS BEB X,

SMB O HDONRHEAID AMB OF —XIZRY £3, BmpEC.exe #BRiF X, HAEAHEOR L XL 5%
RS TTDOT, DRVBHIDOLEDER->THET, bhAA, AKEHTIE. Ka{b#TH LIE-
=HDa o TLTEE,

759 R EODEEOYVT 7 3V Z Ik L TCENENRL TN TORF L 28R T& £,

TN—T T LI BAL BT B L XT, FOTN—TFTOEEAvis 7 L — T O/ BICEAR LT <
VBB F1,

F72. RSAABEE S MM TE LT OT, FED AN S ZIT I T2 ABSE TR S HUX, ZAUTHIS
T OMEREZF > TWD AN LD S LA RRTE A,
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5. Y7 —A—/LDOFRR

e bESnivY 7 — A=A, BODOTa A Z—TDOA—)LT KL AW EAaTt.

A=Y T N TEZETEET,
ZAE LT A—ILIT,

AT T 74 )L (mdata05.bmp)E R<R TR, (Y—IL ¥ IT—A—)LDERR)

EERRINTWVET,

W LIVURE{ULIFIL UISPIUIMEN U, LUISE LI S I, LU I, W Y

[ mas sy e
- plocunent2->put _onnousemove (varDiseatch);

Web#ESiE{E(Protected Communication System) - dummy2.txt
HE g

I7L BRILCAD Go TR A Y- D4¥FED WT(H) BE

Dl s BE ST

:
Re: jf

uyama yasumasa <uyama3.. R 3636 2 0
Do it e R e [V 20 n B3
[ m | 3
p
@ [®IrLE =5 e ER
B lﬁ]l A—ILET UvaMa VASUMa&sa <UVamas... textln\‘ain 0 B
4 m [

FE I 7 Ao ndatalbbnp) ERCR TR (=)L #I—A—JLOERT)

[ i g

Wa (759 R)Y—L —— ¥ T7—A—LDOFER

S I

M =I S
WebgZSiB{E(Protected Co

mmunication System) - dummyz.ee 0

[ 74l BRECAD Go =m A-

—Il) DA AT (H) BRE

DEFM s =557
]

BSHL(FyI0-F)

ESEF0-R)

T LSESI(TY IO )

Property | Value
Mame Protected
Version Version 2.

TANPESE(FDO0-F)

Y I—A—ILDETR

D

FRENTWVDILEDN, HEIIIETF I TAEKD A= VORNENRGOHDH Z L1720 F7,

(mdata05.bmp A BEMIIZESILINET,)
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438 4R, ~ALT, BE
i, TTCICERBELIENAE SR L TTOTEIE L £7,

R cmmy. txt
(This is dummy text file.

RS ] ST T 2R BB A= L TR E LTHIAT ANAEEmRET DD
DTT, BEL LWL TBWTL I, HIRIOZF L E 2—, XFHOMR, B ER T2 £,

“TrAN - “BI—FTFXAMEE L325L. 774/ dummytxt ZfRETDEDOTT « X ) BHE
XFET, T TRELTRIFELIEARD, ERO—VF =K B ERE 2RI AT 255 1Ko H DY
ELTEEENET, BOEYOBMNEDIZL TBWTL &N,

B o LHRE 2RI 3 2 551213, ARRD A — /L ORSUIRE 5L ST FERI eI 7 7 A v & LT R S
NET, KLOEN A —/VTEK VL, DA —F—TZFE LI L ZICERINDILONENDLIND
DT, FI—=TFTFAMEAEDA=NAEKILORDVICEDLZLICUE Lz, BFS{UEREZFIH L2 WEA
I, 20X I—TFR MIfEbIERA,
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5 BESYVIrDY—RO—F

WY 7 MYV —2a—FEARLTLEZR. AMOHEHMER--THRIELXZ D X D7y £3, 3
WO 5 7 N TEHREDO L OO Y —RAa— RN ONAENTHWET, Zhbd, 2oV 7
MR IA A THE D IZITEEDNMLIET LT,

FAIZ. Windows F® 32 £  CPU (Pentium 72 &) TEIK 2 Y — NV H A TOKEY 7 MIEXH#HEZ
FlLiz, WHOARKOLDLEEELTHDIESNHY 3, H Lz F13V C++2005, OS 1%
Vista(32 v M) & Win7(64 £~ R T, V—2Rza— R&ERUT., RS -7y 7 NEERR T %
ERWET, BBICLTLEIN, L, FFHE., FFrEZREFELRVEDICITHERELIEIN,

EHROH R TP OERIZITH P TEIE L RIZEEZ AT 2 TLABEATE EEAN, MBAR X
HP |[ZRt#i T 2 TR L T & Ton e o T ET,

ey 7 hDo6, KEDOY—Aa— RPN I TS, Misty, Camellia, AES, Twofish, Serpent,
MARS ZFIHL7=HDIZHOWT ARABENTWD Y — 22— RO—EEINEFE L= D% FR— L
— VTR LTWET,

FAOEF I L CEEMIIALZDH 5 51E, FADR—LX—=UNEARED Y — R a— F~D U 7 Pk
STHYVETOT, FNHEEAFENT AKOLDELEF LIELODHGT DY —Aa— RaEigsh T,
THAOTEETELLOEERL, B Cary M rvEanTHlHEnNZ 2B LET,

51 Camelialg85yv—Xa—Fk

L7 —Aa— FOKREDZIINTT & ZEZEBERPAH SN DO TTR, ZOA—LVT AT AT
FATAEDITDLETEFELTCHY £97,

ZARMEICE LTI AR D Camellia BE50D Y —2a— REHKRESNTHZR LTS5 L 2%
BN LET, OB —2X—=U bV I RESTHY FTOTTICRS S EBVET,

FELWY—Aa— RiL, "—2AX— (http//luyama22.pa.land.to/) THER LTIV,

52 AESEEYV—XI—F

2 3CHk : The Design of Rijndael, AES - The Advanced Encryption Standard, Springer @ — A
a— RIZIX 2 EETE TR RS0 £, ZHICEHL UIEFEENTELTCWET, 2O Y —RXa— 2L
L . Protected Communication System THJHTHFIZL TCWET,

COEGNERIECHE LG XN EEZTWETR, HREF TEEO Y —Aa— L Z 22
WINTWNWD Y —Aa— RIS T EfMR L T EaN,

FELWY —Z2a2— NiE, A—AX—=UTHER LTIV,

53 Twofishi§8&Y—Xa—F
23E3CHR : "The Twofish Encryption Algorithm", (WILEY)IZFt# SN TW5 H D E1EIERE T TR,
BEERE CHNEN DN ORI KR X DICTH1DICH- B2 L E LT,

HELWY—Z2a— NI, A—L_X— THERLTRFE N,

IHHDOREY 7 M, RIS BEBEE Tl LT 5 BBk TE T, 2OV T MILkHoT, TR
LV AMRICK; 54k Y 7 b4, Ki kiR 7 7 A V4, by 7 N, H5 LD 7 7 A VA BB HTE
T, BEx RSN A fREICRHTCE A X DT £,
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B, g i (omet i, 0 <Tix. 8 ¥ (Neko, Bitoma, AES, Camellia, Twofish,
Serpent, MARS, Misty) F|HIHETT,

54 RSARE. FAMBESOY—Xa—F

ARG E- RSA @Y 7 FT9, “A—/L'H B h=", "Cipher Web Mail” (Z351F 2 3@ D ZHLD 7= D1
ERR L% LT, OESICHOW T, 512y b, 1024 B> b, 1536 > b, 2048 £y DA 2 5
Kol LELE, EEERT20ICET HRIZZENEI, 300, 1047, 4057, 2WfHITY, A€V —
DERLCPUDYERE TR 5,) b HAAESEHSIER LWL 9y —Aa— K& HP TR L 7,

YV — R a— ROFBIE, BEBORS & S5 REMOEW 2 TAT 5 TIE TR EHR > T\WbHZ L TT,
S5z, 3@V OREE (EEEOEBEOREE, DFTICX2EE, FFTICX2EE) 2HEL T, %D
REZWZE> TV EATHELTWET,

PRIEERIRITHDTEZ T FETHRE L TCOET, FEIXERICPRE T FIEICR>TWnD Z & TT,

FREARRE X O | RAKIE & WD FHE Y Menezes @ Handbook of Applied Cryptography (Discrete
Mathematics and Its Applications) (Z& > 7= FikxE D LAER L TE->TnET, XEEHHEIZFFT 2+
WZRIH L ThET,

BRI, BAEZA Ko
"RSA W S AT OFLMEN D CHHT L D FdeE T
DIRAUTIE > TERR L E LTz, THREWEZWEZ L2 E&# L Tk £7,

HELWY—Z2a— NI, A—L_X— THERLTRFEN,

BIAE, AR TIL, RASIES. #M i S FlfHc& =9, HBHihEg S0 Y —2a— R HP
TABRL TWET,

Flo, WY 7 2l L )RR TERLES 0 Y 7 FTHRARE L R 5 03%, A—LRX—TV D8
BN OHEfRcE D LEWET, 1o T, EEOSMBICEB LIS 2T 20 LfHICTE T,
ey 7 e A=Y 7 MIZRIIHOY 7 8 TT, LEN-T, BaaBRdT 25 Axt LGk 727
WS A HM Nt S N E T, ZORE. RILoRS R RFSH, HFREMGHEIC, Lrb@molc
ek L CRETE D L 91c20 4, FIAFIZAHEMNAHE T, BEREN S THLLOEFIHTE
HEOWCRYET, BIFE, BEY T RNELEDOLIIHERLES Y 7 TR TE T, IRFENATRE L
RHZONEFHELL R LETOT, L OEFHBEDO T 2 NSMEINET L IICBE N W LET,

BUECIIRE B HANOZ LA & THHAOD T, e OBERCHAT 2 FIH L 72B5 5k 56 B B I3 Mg
SNTVE0b LLERFA, ZORBEIZK LT3 2OHETHIELET,

1. BT OFMCER &2 > 7o b Y 7 F &2 RIS AA D DA EZ RN O HE L E T,

2. ZEE LI L > THRHZIREEC L E1,

3. BIFHENBHICERT D,

ZD3ODTIEIZL ST, BHRI-OEREZEIENSFY £,
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6 SV rEERSINDAIC

AL TN EHOR SICTEELSZS V. HEBHTICL > TY —RAa—F2AaRT0ERH L5056
X, R ABR LT EE N,

6.1 FHATZTIBEDEREEH

21T, REL T TRiEaE T L ABRET o 2/ E H Y 08, Eb 6 LHHTRETT,
HEG Bix, B bl w5k 7 FESEEL 72 THLRWVWOTTN, N—RU=7OBIRIZE L T\ D
E DR T, KRk L BL Y 7 N ESBET 5 ROV TR L E T,

K RO Y 7 MiE, 4y 7 e, a7 b, HELY 7 OBy FT, RO XD et E
FFobo L LTHfESLD & TT,

(1) BAbEDERMREL 5. K b8t B el A7EH LTV,

(2) BEAbY 7 FOABZRFHEMPRO SN TS,

(3) HELHDOIERIREE & D,

(4) B8y 7 FOBFEMAEEIETX 5,

IO, 1064 EEET IR TWIUEMERGFATH, ARgEgFATLELLLRAT2 LR T
EET, ZOXOEETHEY 7 FEHTET S Z SIXREETIEH Y AL

HEALY 7 bOFEANEEIECEE, R Y 7 hOFIHERENEICY 7 FEBAT L Z 21T
FTOT, FHEMNCY 7 FERWERIET 22 ENAREE 20 £9, KVENLRTS Y 7 S OB G &
RHOTT,

LRINGSY 7 M EAERT 2 013072 0 DR & 2 v e UET, oY 7 MIBRICH 720 OffE

DAFEL, IR BIE- TS ARHEi O E O S O %2 B SO 83 BLERY 7281 T,

2k L5 bd Y 7 M DBk,

1. ZLEIOEENARETH D &,

2. Bl E3-oHb o TW\WAH T &,

3. Wby 7 FOBAIEL. F 11T, KL CHEMT 28 AL LT 7 A V4, B2 58T T e
ORI ND 7 7 A V4, 5§ 3 BIEUIRE B L SRR D 7 7 A V44,

4. HEHEOBAIE, B85, ERLCHERTIEETE LT 7 A V4 F2515iT (KEbEh
TWD) Tk d 257 7 ANVA, HB35IBITELIN T —Z 2508357 7 A4 L4

ek 7 b, HELY 7 NI, 2= E A TDOT TV r—arE LTHELTREIN,

b, HEbD L ZOEXIFROIIICLTHRFE,

5L DFEITIE,

51t Y 7 b (encrypted.exe), M5 1Lt (ekey.bin), 3L 7 7 A /L (plane.bin), HiEfLL7=7 7 A /L
(encrypted.bin) & 4% £ &, DOS ARy 7 ANnG

encrypt(ekey.bin, plane.bin, encrypted.bin)
EMEONM L7 & X1TiE, 225D 7 7 A )L(ekeybin, planebin)z /A F VU 7 7 A Lt LCHAIAALT, 5
2 B2 7 7 A V4 (encrypted bin) DG SAL SN2 A U 7 7 A WV EERT HERITHERE L 72 < TR7R Y
FH A,

BRALDLGAIZIE,

#5147 b (decrypt.exe), B {bf(dkey.bin), Kf5{k L7~ 7 A /L(encrypted.bin), F-3X7 7 A /b
(plane.bin), &35 & %, DOSH v 7 AND

decrypt(dkey.bin, encrypted.bin, plane.bin)
EMFOH L= & & i2iE, 2 2D 7 7 A i(dkey.bin, encrypted.bin) /34 U 7 7 A L & L CHtAiA A T,
Bz e 7 7 A4 4 (plane.bin) D BAL SL7e A U 7 7 A NV EARKRT HRRICHERE L7e < Th/Ze b £
A,

AL AEPE T LI S ABIICIE T LR T A, 2 Y — L E A TR 520 L) 1Tk
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LET, FERELZFRRIEDLIIC LA, FIHENRRE LD EHWET, 16 B TERTH L
BWTLX Y, Y7 FRZEREESAO EOBFRE TR SN 0I5 THEADT, TF A MFRT
VERED A U E T,

o b, HbD Y 7 bEfElR SN2 HEIIE, T ORSICIERELLES VY, 7Ty 7 MO ST
T7 0y VROBEELRD2EDICT =2 2MATHESLT 20T, EINIIEOT—2 %A Zeiifli L,
WERIITZ ORI ZME > T, LT —F YA XTHET HVERH Y £,

Fle. T2 77 ANVERS LEIFIAA TV F—2 L LTHWTEE W, #liT, Z2EESLOSA.
CER S SN b DIEFEANA TV =T —=Z L LT D ZEBREENL T, 723, F ) —F—4
ELTBHWT, " F U —=F—=F L LTRIFELTIESN,

SRR Y 7 MiE, m RO S LRTE L2 -2 2 ONE 7 7 ANV EERTHEIICLTTFE N, &
ATaT Ry I ANOEE L EE O T 7 A VA EENENATI TEDRRIZL TR E L,
FENHIR D EE D K5 BRGAIE S Y 7 NOFIHE N A THREE AT EF L TEAE T, RSA
DOFRIRGAEITIE, WG O CIIMEE L A, SRR Y 7 FBRMEIZR 0 3, $Ak Y 7 R
FEHO 7 7 A VBRI EEIDRNE DI L TEBWT, GEH 7 7 A VO ANTFRFZ Y 7 MUE A BRIZT
TS Y 7 hOfEEZ T2 N HBIRARE N D HIZR 0 3,

ARITHMREE CEIS K 5k Y 7 FCh, 7 7 A L OPFIZHOIA E N TR/ E 2 iR L T o E)
S EIIHESTHBIHIE, ZORRRMEEZFF > T8 7 A VEERT 22084 Y 7 SRS EZ/RY
E9, ZORARY 7 FABBISELLEEXIGRAH T s ANADBKETH LD, TORAM T 7 A L&A
FTHLEX, REETH-THEEYZERTEET,

6.2 SV FOEUHLI—F
KoY 7 MIRORIZHFOHEENETOT, 2EIZLTLEIN,

1. Encryption (H57=1{b) Tix,
if((strlen(ecp1)>0)&&(strlen(eck1)>0)){
ret = _spawnl(_P_WAIT, ecpl, ecpl, eckl, ecpathO, ecpathl, NULL);
telset
CopyFile(ecpath0,ecpathl, FALSE);
}
OFRIZIEO L E T

2. Decryption (€ %51t) TiX,
if((strlen(dcp5)>0)&&(strlen(dck5)>0)1
ret = _spawnl(_P_WAIT, dcp5, dcp5, dck5, depath5, depath4, NULL);
telset
CopyFile(dcpathb, depath4, FALSE);
}
DRI L E T,

7. FFEFIZDOWNT

200742 H 14 HiZa—ua v XEFFTORTFRAIN T £ Lz, £27 2 ) B TOFTFLIEW-LE
L7z, (U.S.Patent US7219229 ; European Patent EP1244257) .
FELLIE, A—2aX— (http://luyama22.pa.land.to/) THER L T 72 &V,
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8. FIALTWAY T KFIZIDWT

1. XFa— ROEHITIE

S —FT—0 JIMR & KAMER ST teonvlib.dll 2 b TV =720 T E T,
ZODLLIZZ DA =T —IIARAIROEDTLI L T ES o7 2 SIZB L TR EE#H V- LET,
HOUNREHI T NET,

BB, EEHEFRIIA—Va UAERO e LTEE LTV E T,

2. F—x—-2 L LT, SQLite bIATHZ LICLE L, BTS2 L ABHLTHY £,

3. —%. LGPLOHEEZ=Z T Aa— F2FHLTWET, FOV—2a— N5z on-FEFTHHL
TWET, Z2HEIFILTW2R2VOTTR, Zhh, A LTHWET,

9. N\—U 3 7y TIZTDOT
2012.9.19
SMTP-AUTH. 587 HHA— b IckfStE L,

2012.10.04
Web A — /L O EHELE LTz,

FRESENHY E LD, BAOEWEZTEZE T T W= LET,
( uyama33@yahoo.co.jp T HEED) FTCHEHKE LTSN,

Ver.3.2 TiE, ~L7&#BIMLE LS,
Ver.3.2 TiX, oA — V7 k& oE#EL L LE LT,
Ver.3.3.2 Tix. RSA AR5 2B ML £ L7,

BbHU, TG
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