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Y 7 b, BRI BLEB A EDBHER Y 7 R D 3 oMb o T WET, S Y 7 b S bEIT
9 ClZ, BtmMailSys 7 # VL ZIZA-> TWET,

KhEE Y7 FOFELWIHIZ, A —23— (http//luyama22.pa.land.to/) THER L T X,

INHOREY 7 b, 5 BEE T LT 5 HICK b TEE9, xR E5HEiTa2 2 EICHET L i@
EOMEESTY £9, BHOESERORBICEDETHAT ALY 7 b & ffHICER T £9,

DY T7 MILEoT, T RLVRIRIZKEEA(LY 7 N, Kb 7 > A v4, HELY 7 M4, 51k
DT 7 AN ERGKT HIT T, bx R SHINZHBEICHHTE D X212 £,

F BB Y7 NEEOL IR TIER LSOV 7 N CRHIHFREE 250 %FHBH L THY 50
T, MEICHEBR LS ZFHTEXET, bbALZOESBETHHLTWARKEY 7 h Y — 2 a—
RIZABHLTH D 77,

CoRFRE, SFIERFEEASFXOY T FAFHTELDOT, EWREBACK L L TEETE D L
N7 FT, FHBFIIENENOBMICH ST THO R SHREZFf - b O ZRHATE D L H 127
nET,

D OIS TRE D 6 FREEZ AN ASHE L7 < TR b £8 A
B TR 5 ABIEERT 5D Y 7 RS,

CFRSAEC.exe (1E51kilcix. CFRSADC.exe #Z{HHLET,) —— ARSI}5

—G‘j—o

RSA ABHEETT 2, A6 R 75 C OB AL S LIS R < R D DT, RERT — 5 2k F T
HEED, EERPTOR LI E T A,

FAHRDT= DI, K RIS (ECC)D Y 7 h HIBM L% LT,

Homgg () HFRoOb O THABEEREIZIZENH Y £, FIHTER S OOP T, Serpent 73<°
RMFH R MND L5 T, THHOI U E2—FTHoT7T AR LTLIESN,

B b & X2l BOEmEA & F9, BRI D & XXF0mmEMELZ D ETLIESL
BRIHBLITEEU,

T RUVARRICHZZOT RUAZREL, BOmICE Sk L2742 2 EE L TCATIRMIT L2774 1D
BIEMRRKE S &2 BMD T EE,
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2.6 MERIZDOLT

BTNV OB SEIL, 9T BtmMailSys ([Z Ao TWET,

JEZ AR T DA, “BMERRY 7 bazip” R L £, FLUTHEWER Y 7 FO T kX OHIZ
Ao TWDHERR Y 7 M & EE L £ 7,

7z & 21X, BmpCrypt.exe ZEENT 5L, FTORD I HIT20 £7,

e S TR e ¥ L 3 =g o e I L
= =

4 & BmpCrypt Lﬂw
[Ea=gl ofiv: i W 1P=c iES{biEar 8B
|ElmpkeyECbin JElmpkeyDGhin
FEOEE e WESHEIES{E 1%
& 128 bit TAREOIEET PREE RS | sBho |
WEEINTT, - -
192 bit {RTEEET §
' & HETOEERL [T | s
" 256 bit " bmp ZEHTS Sl
4 (FEomgRETmIA
e = S8} T LR BT TSR e -
& FROM T+ FET (=N e U e T i = 2=
3 FE(ES 7 fE ek s
BOTAF ||3Iane.txt |.¥E0¥testhmp |.¥D0¥plane2.txt HAT LA Ho g L4
= ¥Encrypted ¥[Decrypted
TP {FAFEN, TP AFIFE
E NET.
4 b
—
BAETIA

1. WEofbdt” 7 A 4, B LT v A V2 ANTT 5,
DT 7 A JATHANNIT, BIERY 7 P R 7+ VAIER S L E T
LaifE>72m® EAFIRE T ERTDO & DR EFHEE SATHATLENET,

2. ORI ZRET D,
RE w7 w7 LTSIZEN,

3. WA b L2t D 7 7 A VOYRiEZRET D,
ZOEEE, BELLIEBETIE T A MEIE Yy b~y T T 7 AL E WS EGE T 7 A R0 9,
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PESRA-75 bmp (2 L CTHIUTHEBR & L THRDIE SEEO T 7 A V2 BifR & LTRD Z LR TEET,

4. it 2 MRk
HEAER ORXEI Vv LTLIEEN, #RERESNET, b9 EZ Y v 7325 LRodn
B SN E9,

5. PRAFHET
PERRARZ 27 ) w7 LT, REERTEZ 7Y v 7 3UEE 7 # VX ICRMNMEFESILE T,

6. DT A
BOTAMRE L E Y w350 ERLIZEIC X DR B L L B L OETF RN —F FORBICERE
NET, AN I 7 ANV IDFERTEEFHEADT, DT —EZNU—ROXLED L I 2GE1ED
FLRRTXFHA, WL LR RIIERmSGEOT — 2 % 16 M TRALET,

7. R D F R
For OESOBINT, Ko b, H (b & k2R R T 20ENEEE T, FoRITITE VR
ERERAEY —DNMETT, @mPRREER L2 CHORERITEEMR TE £,

TIT, BER E FOREE S R B L EE BT A MR TE ET, #IERARZ &2 7Y v LTh
O, RIFET 27 U v 7 TR C7 AV ZICEPRGE SIVE T, MO ER Y 7 b HFEKTT,
ORI HERFH CHBICRE TE 7, #E2ERT 2 L3 BOARNIC T 2ERE LTI EEN,
W AR CAR S NI T TIE->TWnA 0% FEEX LETOT, HE5b kKR R AReEMEN B
DVET, 87 7 ANVOEBROETHEEZDD, bo N0 TWVARNCT 20T RLTLEEND,
ARG 72E ] Tld, IIH7ICER LT b 02 B0 < 7230, Bk L7728t % BtmMailSys 7 + /L& |
O —LTCL &, £E.USB ARV OPIC T 3 N EE o THHE LR TIRGET D 2 &b TE £,
ZOHEE, T RVRIRDBREIZRTA T LT NT O T 7 A NHEFLEHT HMLERH Y £,
B ERIc o 72572 5, BEa{bt2 1 TR VWO TN, BERICEENEZ MR T 572 5I1XE 51k
LA — L T MERLY 7,

fERT 20 LA 5, 7 FURRICEE L ET., H727-23. MistyEC.exe & MistykeyEC.bin
EESTHBIL LT2T — %%, B SAIZED72 5, B S AIZ MistykeyEC.bin & RIRFIZIER SN 2 A
® ., MistykeyDC.bin # FHiIZ B SAICTFEL TLZEW, ZLTB SADT RLARD B2 -DIHEH T,
BEkD & Z A%, MistyDC.exe, MistykeyDC.bin L% ELTH H-TL7E X0,

ELHER - THZHT 2 O EE L WS, AR S RSA 20 30T, TAE2FMA LTI EE,
FENTTROROE Tk L, BOZHEOEA TH LR L £,

B & A, B2 65217 Hto 72 MistykeyDC.bin % BtmMailSys O HIZAILE T, ZEINSOND 72
5. 774 V4% BmpkeyDC2.bin 72 & & AH L, 8 5L OB ERNE H BmpkeyDC2.bin & & %2 £7,

TN—TE—RpE% T AT HEXIL, BEFOBARIE A—LT FUALEEL TN TLSEIN, 7
N—TEF— RTRELNTEEAIE, BFOBARTE A—/LT FLAR, 7 FLRRICEH I TNWD D
EWNE T N—TIRT DRI £7,

W5 EEE T OMFEOHN, BHICEDLT =2 &5 bTHE0CHRELTHH-oTIEE, bHA
Gy 7 b wBEEY 7 PEAEL, BELHa 2 BERFICEREIZFE L TR F LW Hik
T, BET AR 7 7 A VORI RSA ABE T XA FIH SN THENEVEEAN, K1kl
ETHREWVEFEN Y £,

R ZEHART & AR DT — 2 Y A XDEITHONT, R U THEGE L T2 &0,
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EETOHFEO L Ea—ZONHHE, HHFEO T, X —TZETEXHR/MNT77ANLDOREED FIR
WCOWTHEUE L T 72 &0,

SRR Y 7 F DT VAT,

AESKey.exe, BmpKey.exe, CMLkey.exe, MarsKey.exe, MistyKey.exe, SerpentKey.exe, TwofishKey.exe

, CFRSAKeyexe WA TWET, TNEND, ®LT 285y 7 b, E5LY 7 FOT-d 0% 1E
RLET, OEDOEDERLTEEET,

AEScrypt.exe, % AesEC.exe, AesDC.exe Tffi )5St & H B (b8EEED £,

[ Aescrypt e |
BES{ERIrIE  [PesKeyEC Thin {EB{EEI7 R [AesKeyDC1hbin
#E HnohE i . FT v IS SILIES(E 1#3E
& 128 bit & 128 bit ﬁ%g%'.]{f’ﬁu R | =
£ 160 bit CNEbt | 2nEngmE {FIRET ol
192 bit ~oaapi | UECEET. _Ben _HEs |
224 bit 224 bit w
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Fxr B i 2
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g HITL 8 Il
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DPIAFTEEN, DPIAFRTFE
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EE{LIFRT ‘ iE%ftiFirT:‘
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ZEMN L LIZE &I, Ty 2 YA ARBEVORLD1T ) DG LIS b EBXET,
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BmpCrypt.exe, X BmpEC.exe, BmpDC.exe, NekoEC.exe, NekoDC.exe Cfifi 9 5 S{bt & 15 5L #t %
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== s =L EN TI e~
@ity BmpCrypt M
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T J— Tt e MEEEHEEL #% |
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BEBINTY. E
199 it [ 3ERT | 4
j & IRETOEERL & iR
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B et e
t@&g]
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( & TROH O R+ ET B2 3 | R R £

Fx FE (B 771 ) B3 LAl wet |
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= ¥Encrypted ¥Decrypted
OCIRTFEDN, DPIFTFE
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—

DY T NTIE, BWMBEOT — 2P A AN 250 2o T LEVET, B s LTORNITIL VWD TY
N, A=Y —=NTOFT—ZY A XD ERIITTEELS ZE0,
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CMLcrypt.exe, (¥ CmlEC.exe, CmlDC.exe Tff 5 5 E(bd & 18 B L2 ED £,
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(B cMLcrype =5c=)
TR T S
EAR R BEES | | 128 bi
o EE{L{EE I
Seupl | 192 bit FT 27 JLEEELIEEE HEE
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BEE | CMLkevEG 1bin e E =
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B
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@ib@ﬂo
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AV TIZARTES NI EH 2GS Y 7 F T,
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MarsCrypt.exe, & MarsEC.exe, MarsDC.exe Tffi 9 H55{bdfkt & H 5Lt 2 ED £,

i Y
EA Marskey - - - ﬁ

RRTEAT P—— B ome e —
: - | | & 126t -
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DRI S RTES eI Z{RTFES
nET. NET.
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oL DL VRENEMETT N, HEVRICLAENWTZ Y v 7 LTFEV,
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HIHMEIX, Cipherlnit 2% %27V v 795721 T3, MEN7 Y v 7 LTHATLZEN,
%~Fﬁ
FIIAEBT L L EOHFEEZROET, TNHHEYITHREL T EE,
ﬁ@ﬁéi EL T2 LHBHEND LEL ARV ET, KUIZTHIEETITHY XA,

ZLT, 7AMLTnG, @RFE”RT TRDY TT,
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MistyCrypt.exe, i< MistyEC.exe, MistyDC.exe Tff 5 K 5{bdit & 18 b2 (ED £,

ES TR

[ Mistykey S - 5
eobeh : 1 | Sfe | T |t | TP ME RS #z |
BEE{li IMistyKeyEGbin I sEm |
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B ki IMiStyKeyDObin
Caomman I

SFEE =4 B3
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HITHILE HIATAILE
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EE (=

EELIFET | {EE{LIFET |
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FLT, KT TRROZ7ANNRE DT+ VEIARIESNET,
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SerpentCrypt.exe, % SerpentEC.exe, SerpentDC.exe Tff ) K S{bsdt L 1E 5 (L2 1EY £,

e b
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wEaT | s | e et Mad
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© 192 bit " GBG TP IESILESE % |
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a ~Ean gz 83 [-koy (ol by | i
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- T A e A
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OLDOLVRENEHETTN, HEVRICLARNWTZ Y v 7 LTRFEV,
BETADT., 77ANL, HOE X, =— F, ¥HETT,
WIMEIX. Cipherlnit £ %27V v 735727 C9, MENZ YV v 7 LTHETLIEEW,
T— FiX

W ST D & & DFiEZROET, T byl %Qﬁélf(<téb\
BORSE, B T2 LFEBMNA LECRY £, [USTDIEETEDH Y FH A,

ZLT, 7AMLTG, #BRMFET TRDY TY,
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TwfCrypt.exe, I TwofishEC.exe, TwofishDC.exe Tffi 5 I 5-{bdt & 18 5Lt 2 1EV 3,

e - L A -
ity Twofishkey M
1S LEIr & ES LI &
ITfKeyEC1bin ITfKeyDOIbin
moEE E T IEE S EiES{E ﬁl
128 bit oTE TR | | 3N
192 bit ~ GEG (BTEAT llib3
" 256 bit = GFE1 Feltll
4' (e ETIA
bR |
FT 2 e Z hd
== NP LA TSR e E Rt AL BRI
( & TEOp O WRLRT | R amnma g, & .
L=y k= [ !
S FEr igxr . :
— TR = o P A4 e 31l
T ElI=Rea E 2 14} ’ |
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- DPIZIFTFEN (DEPIZIFTFE
i Nxd.

IEE{LIFET | {EE{LIFRT

i

RETLOE, 7744, #BORS, £—FTT,
T N BESSUCEBRT 5 L2 OHEZROET, TABELITREL TSN,
HORSE, RS2 EHERMAD LES RV £, [RUTT2ELETEDHY EHA,

ZLT, 7AMLTG, #BRFERT TRDY TY,

7272 L. Bmp56EC.exe, Bmp56DC.exe D7z DG F8#EE. 1ERTE £+ A,
F7-. RSA WS, FaM it 52 BdEd 2 & OIFROHEHE TR L £,
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2.7 RSABESZEE>-RXIXHBDFIE

BIAE, Gmail X° Yahoo A —/L72 ED TV — A — AR SN CWET MR, 72 & %2 SSL TilfE#k
BITLZEE L ERENTNTH, A=Y —ROPTET— XTI s {bENnTHWET A, Z2UEND TiE
72K FIREICK L TRV Bz ET 272010, FHE DA — VAT OHT M MThh TV ET,

b L, HBRIENDTITAN—EF0 20 51E, ZOE@EY AT L% ZFIHL S0, R
WM T, AR St ThHoTmE LTh, ZOVRAT LI A—NAAKIOMZBGE LT, O, ZFIHL
72EW,

7o AR S b THoTmE LTH, Bk L TH Db DEARKDOZITIY FLUSAD L DOBME LT
5D EERGERT D E BV ET,

INBHEERE 5 RSA oo Y 7 F T, “A—/Lt B h<", "Cipher Web Mail” (23517 % Homt e #pdd)
DO TZDIER LE L2, bBbAALEGEHSIGERK LW 5V —2Aa2— %2 HP TA L £,
ftOVEF D F OEMRTIX, BOESIBA+0720T, 512 8> F, 1024 B v b, 1536 £ | 2048 &
v b, 2560 By hOEEWZ DI HICLE L, @EERT D0ICET HREIZZNLE, 30 B, 10
4y, 404y, 2R, 35K TY, AE Y —D &L CPU OMERETHEZR Y £4,)

AN BHEERS B AL B SN DT, A — /L OEFRT TORBALICRIAT 5 & REER 00 X T
—NR=LOEHRNMINTLE>ZRNRH Y 9, NERT =X OZHBIHIHT D0, FANCKS{L LD
DERMNTZ 7 ANELTERTHEICTIHLERHD £7°,

2y NHELT, HEOA—VHE, @RI OGO T THE S ORERIZRGIELE EDANZF
T, “A—H7, G O o0 7 NV FEHE L TEORIZENTIL “BtmMailSys” =2t —L
E3

INBHPERS B ORF SALERE E B B LREZ DB L 72 b 02 B L CTH Y 90T, @ HICHE LihY
FNVE—DHPTD, A—LHER~DT FLARIZENL 28GR L TR ZI 0,

HDHWIE, ZOEIERR Y 7 MIABRSE, EEEE B 2 ICBE L, DA ICHBIES D L L TEETOT,
FFENPOZITER - T AT, NERT 7 ANV EZIFF(LLTHE, HFEISHETILT @A oA
TAEHABLRS THhEVEE A,

2.6 TH->TWD Y7 b, el Ghirg 5, s =0 EMEEhE 3, 2 ol s s ic
LTENeL TERY A, BOWMERLZ#Z2 PO X DI L THFICET 2008 MBS 72 £,
S THEBES > TBEWIZITELN TENIZZNTOHEVEEALN, R NEZ2WBEEITITAR
fErs s AR LET,

RSA AP 52 HEWZLE LD TBHEW 728, RAIIEFMN 3015 2 & T, 81ER T,
512 £y MEOIERUIHES 147, 1024 £ > MEOTERITAT 15 47, 1536 £ > MEOERIZAT 40 47, 2014
By MEOVERITHR 2 BRI T,

NHEOME . HBEICEETLIH50THLHY THEADT, EOOEZE-T-6F0%2 LIS SFHT
E=

ST, ARSI ST AN L TEFEA LV bONRIATE ET, Zof#lAz, PKI L0 nE
o ZHUTABERG S ORI ITEIE L E A ET

RSA 55 Tld, AR TH AL L7 b D E2MER TE LT D 2 ENRAATY 2, Wil it Ty 51k
LicbDz, ABEETESETE £,

MW T, #EAER L AT DFTA L, BEIC L TE<MEHEO LD T,
v MZRo TV LA TESLEEDS DI, & v M TW D E# TR Sk s b o7Ei T,
b L, BEENSEECH > T RITIUE, REICae—R2 ST, AR cESTEs7
— 21X, WEROAEICL >TSS EE 2 ET,
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RSA K5 Cix, T HO@EEE > TR L L7=b DIdZF 3 & xHic
o TWnAL 9D jif/)fﬁ.%‘:ﬁﬁﬁwoc TIUEE S L TE RV D TY, ‘

T ebb, AREETHE 5L b OIIMERTLIME ST

FlanEns Ll Hic, MERTHSLIESOITAREZETL g aERT
NEFALTERNEWVWS 2L THH Y £, BFEATIEZINEF w31
HLET,

(ARSI TZ IS CH AR L QD b D AT G il T
FETDHZ L > TERRROA LR RND? ] EbnsFbns [V [
MHETHEEADR, L ZAB, TR RVICERBSH DT, i X max

FETELOFEFIT, A SANB SACHLLEFESI L LT
B, ZOE (F) L Ebic, TiEHSORGETHERLLY e ot A3h0
LOEAHCEDLD T, 2020 ZIT Mo B S A, £ b w) § wRf
BhENTCEY A SAOABECEE T 5, TREECELE e
T5, TN HKLELE, POLIRILENERDESLIN, E e
i, TZ0XEIT A SAVUADTENNC L THEA SN TN
W] EWH T ENREZDHDTHD, R oiX, ARfEEHAWTHE
L TE =TS T 2 WEEE, 372bb A & ALDOBNEOH
BT S L ENTZ=RK2 L LI=DIF A SAICRHEEV Y, L0 )
B2 HFREO oS T, (K1)

M1 ErEAOEZT

UL, ZOFEIZIIRERRENH O 77,
FNE, BEMERD THROE S 2 KX T 5 LS EEBBIZR R 05 DT, T A—/LTK
ERT—HEWD XL, EEOBRPTHER(LLEY . ZEORFPTEBLLIZY LED LT, ¥4
LT RN TH ==L DEHENMINTLEIZRNLRH Y £77,

ZIT, Ny v alHEESTHLEOLENSLEONT/NERT —4 (v v afl) ZER TR
T2 HEERY £,

Ny a Bl T, LR O X S R A B BB,

TF—H ORSIZHRRL . Ay aT A FY XAOHAE (Thg Ay v afiind) Budkobh
7ES (128w F°160 B> k) (2725,

i?~&ﬁ@bf%£&h“\A/ynﬁik%<ﬁﬁé

Ny Y afBENEIET — X WS 5 2 EIXIFIERARETH D,

DX BHEND POy v affa P ORD D IS T i | — S
B2k 2 LWV IR TT, (M2) - ,_.Lagé‘-‘i:é
A SAE, T B Ay 2 B A>Ty & % L '
o Ny v BITIE, MD5, SHA-1, SHA-2 2 EnAnsh v 4 —
23, SHA-1, SHA-2 Mz 9, 512, SHA-2 (2%, 4 FEEOE =% mFEE
;&71))&) D jﬁ‘j—o b l O—i"- 355?
DETEBHZE->T, (20T F L) [HEAIDY 27 FEbET nysam D nvsam

6_&ﬂf%\ﬁ%kbfTEEJ®UX7%Eﬁ¢5:kﬁ?%é %)
HTEITRY T,
M2 ~yraflBTOETEA

AARTHEFEAE (BT TEFEA L ORGEES T 215
T%)ﬁ@%TT&éﬂ ﬁﬁéﬂi?
DEFBELIET, BT —FOLHFIEFELP SN HGG. RN ShEb O LR%FEOR ) 25
t‘é Z &, T UTREDIEEZT. LIRRERIC W T ffF*fEuunE%a‘%J EWHrBEMEEGAEO L
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W HDOTY,

bh A, BAERZE > TOWRWVWO TERM R INEIH 0 A, UL, SRS EICELT
. O mE A TnAE EEXET,

BARR 2 FIEZ R T & 97,

B4 OVERK

FEZHE - EA 2N 2 FIHZ MRS L £,
(1) HFCEE LW E CF30 oy Y2 2fEild 5. (SHA-2 Z2F11)
(2) 1ERR Loy 2 ONEE B9 ORSA K5 O)REFECR L35 (ZhNETEL ERD)
(8) P LEFEH DT ZMFITED

BT B OIRGE

T B T DOBEEFNEI R D L 912720 £,

(1) HFEOXPHEEAFTD

(2) ZTORXFFTEMN SNTEETEAZE ST D

(3) EfFSNIFXNE, HFELFELTVITY XL EZHNTAy Va2 EFlT 5
(4) (2) OfFL B) THERLIENy v azbikd %

2 OOfEZ I UToRER, WH RS —BT1UTEY FAEHL LT bRITFENEL ZRGET 5 £ TORIC
FOXLEPLEAL SN TRV EPRRESNTZZ L1220 £,

IR L VBB OER D FIED 2

INPASE L B T-RE

NRAFHITZNNAF LT LS, EARFETHRIZEL THENELR2VWOTY, Tk, AL
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WCRE SN A E L CORBIEEREEE LTS, KROFEORH TOHBMTHLRWED . s
RD Z I3 TEETAALA TN EZITEBEOFER E DNA 288 S UTHBTE 5 L 912720 £9°,

L7225 T, sEHEOHNIZONTE, Lo BI04 ERH Y 7,

T A=ABE R TE AV AENREEHTEOMFLOBELZMEL THETO T, RAHERDOET

SEREIIHVE R A, ANBICKT LT, IFHRDNIRNDDOEEESZ & &, AP, ICESEZHTTE
B4 ERNET,
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BANE, BERR Y 7 FOHEN S BB L E 4,

Z#uiE, "CFRSAEC.exe","CFRSADC.exe" Cffi 5 W51t 5 OFEEER L £,

s Prra=Try o Akt

(%A crrsAcrypt =)
BOE S
& 512bit (1024 bit ¢ 1B3Ebit (" 2048 bit " 2560 bit WEIED | g‘grg{;ﬁbﬁg?l $o28l ‘ eSS RIES L =
eim  [OReE BN (Tl | B
o (RS LA Al i
HiRs
i |
ek RSakeyDC1bin (T L)
e | i b
)| oEs |
F BT | BT EELIRT |18 =
RELLBSILDTAL | [planetxt — [¥ECHencryptenc me | [P Bk kT | BRI FRT
—  TITAL Do LA
¥Encrypted ¥Decrypted
Gtk teaad DPIC{RTER
nET, nET.
A =
s 4 F
=

L (E e ANE

1. #ovry b
HRIEPBENOI L 2—Z I TERSHEOEAL WD Ea—XOFEENEB 25
PVEERH Y ET, BEWVETIIATY —OENBBEICRY £9, #BE21EL27-OORMIZETIEIH Y £H
AW, Kb, EERIZ B RFEA 0 £,
TTN, FHFICEDOE TREEHIERT D EXBT 20N KEIC/R £F, TOEAITHEACEHO
VAT LEFIHL T ES N,
2. BEED #27V o7 LTLIELLIBEBLIEE N,
. R LEEBIEOT AN ThEZ Y v 735 EEE b, HELER L TiThiuE T,
TRCEDLOIETHRAN T 7 ALTT, B ELIb DI 16 i CRARINET,
. KR L BEBLOmEE TR LN LS E L 7,
. BEEAEIERTR B BALOWRRE TR LW T B{EE T L7,
. L B Lo EFR R LN SESEL T,
. HEALHEFRTR EEEOWBREEF R LRV TES{L L £,
(ZABR) W5 afbddmtiA W o{bIofl 5 AR A St AaA 2 £ 7,
TR, BAALTHIUX, K5k, BEbIERR BNTEET,
9. (WE) E{bdEatA Ei LI > MEHE AR E T,
TN, FAALTEIX, HEk, EE5bIERR N TEET,

w

0~ O O
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ZOGER Y 7 N2 TRET 2 581E, ROBRIZARD £,

bigle (TURA) BHFE (B7) (2, AFHgEn 5 (WERE D) T O b2k 72 & 3RO
FHEIZ 220 £,

1. HFISEDWMEBIER L ET, ZORERY 7 M EF D7 3 M FITEN T EEN,

2. R7IZ, RSATHOBEZMERLTHL OV, KARFEZA—LVOPN T 7 ANV ELTESTHELWVET,
C DOABRGEIRE ST D MEITH D FH A,

3. ZTWMATZRBHBED T 7 A N | [T VT DENTL IS,

4. (AB) BEBL#FTHA 22V v 7 LT, ZITH-oAEE R L £T,

5. FX OFiOT 7 A NAERT 7 A NVOLRNCLTLIEE N, =& 21E, "eckeybin"t LE T,
6. B OFCT 7 A NAIFSLT R4 LT EIN, 728 201E, "eckey2.bin"72 & T,

7. Ik, HPICEBEDO A=V T Fefio TR 77 A VELTEFELET, 2O LEE, HEIZ, K
KDT T ANLEARZ D Z . HE I - TWAABEED 7 7 A e LT B 2l - T T
TH LKL TS E &0,

8. MAF (R7) &, A—NHOY AT LATO, 7T FLRARIIBIT2H2-0HEHAICBWT, Bkl
HEBGL T ND IO ITIKIAL 77,

xiprgt (Smgd) 25 MG D & TmEENCRY T O T, BTN O T 4+ F - THRAHE
DY AT Lzl THMT 21 2 MMEFTH,

HE

OV NEER LS EOHNRE Y M TWANEEZZ2NE I L TLEEN,
VERR L7e s Ak A M Ik 0 £97, EEZ Mo NIZHm o TXW T EE A,
HENS, AMEEEZZ TS5 FNEE > Tl AE R 5Lk LET, b Lz E# 2 TIcs< v
T3, ABEENHEN S L IVTE AR DB IR & RETT,

By DA TR S b SN TSN T - miix, AL &y Mg TE S LET, T
A CARE L MEROE Y FEELISEAIEE Yy FOBHIZZEEL 28V, @ZBHAO 7 V7 %2 1E
V., BEHET DL AT LA TOEMREED £,

FLD:
1. BFEB(E DOEZEBE N TN F AR5 RSA TOAREEZIER L, fIFICFNFNLEY 7,
2. TNETNN, ML DEEALT VT Y XL ERE LZEOR SO 7 7 A NV E{ERR L £,
3. 1 T T-ABRET, Kbt~ 7 A LV EZIEB(L L THTICED £7,
4. 3TRF LT 7ANVEEZFLLT, Ry 7 ety MZLTT RURIRIZHE L ET,
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BN O 7 4 N H o THRME O AT K EAE-> TRIAT 5854,
1. A W H 73V ZEEY . ZOHIZ “BtmMailSys” 22— 1L £7,
2. BAWZ, "CFRSAKey.exe" %> T, ZILEINAGHEE L ERAER L £7,

3. 7 U ADMER L7T=/AB#E % "AOpenkey.bin", F% #% "ASeckey.bin",
A7 DMERK L 72 /ABH#E % "BOpenkey.bin", % #& % "BSeckey.bin", & L F7,

4. TYUREFE, RTDNOLABREZZITEY 9, ZIUIMEIZT 20BN 7200 TEBRD A —/VIZIfTH L
TIHhENERHA, R7ET YU ZNEONBEEZ TR £,

5. 7TVRIL” @A T FchD)” A b E R OF RLRIROR T OHEE O 7
DT, "CFRSAEC.exe” &8k LE T, B {b#EOMMIITIT, RN TS
BOpenkey.bin"# 4§k L £9, T4 T, NI MNEZITH - A CH 5L LIeT — & 2R 7105
TEET,

LY 7 N OEsZIE, "CFRSADC.exe" Z %6k L 9, Z OE L THIH T 58E1%. "ASeckey.bin"
T7,

6. RANL” W 740 XZHD.” A—LbE R~ OF RLRIROT U AOHEH OK 5L 7
hDES3IZ, "CFRSAEC.exe” Z %k L £, B LEEOESICIX, 7V ANLZ T - 727
AOpenkeybin"# %k LE3, ZANT, 7TV ALLZITRS AR TR (LT —%%7 U R
EETEET,

HE Y 7 s OE 532X, "CFRSADC.exe" & %8k L £9, = OE S(L TR 2 #E%. "BSeckey.bin'
T,

7. TOBRTEIZL>T, A—IOXLE, BT 774 E I, REAKETHS{LENET, 7-7-7L., £H
WZBEIN D DT, T —F 1T/ NI L TL &,
W 20138B07 7 A VDFH, LHEiE, HHT AR5 EIER, T 2804 RO LT
<TEEV,

8. WD AT L TZ TR 5%, FOEEEELTEET,

9. 1FNDA =LY T NTEZITRAS T8, M7 7 AV E TN 7 V2 CBE) L, S 25
LTOY— NV DOEFALTEILTE ET,

10. ZUWoTxdfgE (EH) 22— LHOES ICBEL Tnb, THLTHEEL THLRMHL TS
7ZE,

WL OO REREE L ERO Y v 2RI 256 3B O 0 128E L T <19 BMEFITT,
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2.8 tEMEREREES & > - RO XM

ECCrypt.exe ZE#IT 5 RO X H 2720 7,

S = o WY AN S ey —1 W

'é ECcrypt - 1
AREL p DEv bR
& 192bit  C 224bit O 286bit O 3B4bit O 520 bit ‘ @fEs | [ WERELTAT | sem |

I IERILIESE

e IEcOanOlbin (27 I4) |

-

a HilB#
b
Gx I
t & |
no h
a Gix | Qy I =
. W iE5{t IFRT iE&{k IE%T
in fi3# [EcSecDG1bin r iR skim) HIT4 L HITAIH
Sx I Sy I ¥Encrypted ¥Decrypted

o e (LR | ek |inx UsbE el e
IES{EriES{tOT Ak Iplane.txt l_¥EO¥encryptEnc ¥D0¥decrvpt bt ’ |
| it | iE =t | [ b

T T —

R (——)

WEDHATITRO X D170 7,

7V ADIEE

1. EpoObty NMIAEZIRET S, 192,244,256,384,521 £ FHHIRS,

2. BEEDL REUEITY v IT 5,

3. ABRSE. FMEBHOARL. Ao***, As*** Zikd D,

4. BEAFFELTERTT S,
TEE

BAEIX, FHoEy MaEs e, RO T A—% T=(,a,b,G,nh) 2N 1HHRED ET,
WEOME m (& E L TORESNET, m OfElE, 113 By Fv6 392 By FORICERELE L
77,

O m FREICLTRBEET,

5. FFE (A7) 12, (T, mG) %5, (TR

KT DOVEE

1. 7UALLELNTZAREE AT, TIVTHEEDp DYy MBI E D,
. BEED REEIV v ITD,

. ABREE, RESEDOA R, Bo***, Bs*** Ak D,
BRERGFLTKRTT 5,

. TV AONREEEGIRIAT, B GRT) ORESE A Bt iA T,

ol kW N
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6. ECcrypt.exe &EIRIU 7+ VA ICkFrEZ <,

7. W LT DDA AT R, SEXDE ZAITRET D,
8. WX, EIXDOAHIbERET D,

9. WEALDOREZ %20V v 735,

10. ek hioxtgts 7 U Rk D,

7V ADEE

1. RTPLELNTEIR S LINTEBERT LD L ZAIZEY T 5,
. HY (TVR) OREEEE FEIRAT,

. EERDRE BT v I,

. EBXOER L, A—LbE h~TRHHT %,

= W N

PR

ECcrypt @Y — A2 — RIZHOW L, EEHEEZ TERELE7,
ZOY 7 M, KRR B OB & WSS A ER L, BB L, ER LT 2R T 270D Y 7
FCI, Bk L7=bDik, 16 HEDH| & L TRRLET,

5 [ RS 5 C OB B L DR AITIR D X 5 127e 0 97,

7 U ADNEE

1. FEHEMi#RD T A —% T=(p,a,b,G,nh) %S,
2. MEOM m Z®S, (ZHEEIcLTE)

3. HE (R7) 12, (T,mG) 2%5, (ZHIBHE)

(T, mG) ZfE->TiThbhd, RTDEETH, 7Fu T L0OEHE

. T ANERESET S,

C EIL TRy A X1 E BRI,

CHEHUE Xlta IS LT. P=Xl+a,Y) MO Fic#Es kot 5,

. MEOME kRO D,

. kG BEY . 7 A NORIHICES,

L T UANSZITER -T2, (T, mG) ZFHLT, P+kmG ZFE L T7 7 A /T EXIAT,
0. Ty ANDKEDY ETHRVIBLKETLEDL, e T U RZES,

— © 00NN 3 Ul

7Y RADIEETOT T ST ADOE X

11. Z7AN0OHENS, kG ZHY HT,

12. BHOE->TWAIHE m %o T, mkG Z3HHET 5,

13. Z7ANMDEYDE{ Ty 7125 LT, P+kmG)—mkG =P %EHET 2%,
14. P OxMEE Xlta) ZEVZLT, X1=Xl+ta)—a ZFHELTIERS,

INHOHET, MELRDL LD

1. ZEEEEOHE

2. Yati oA

3. FHIROFHE

4. FEMHM EO SOk fEOFE
<7,

RSAMS S ZMED L ZIT/ER L2 b D& D LR L, EHICHLVEKREZD LEBEMLE L,
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Zhik, MBS 2R LA 50 Y 7 T, “A—LHh B h=", "Cipher Web Mail” |25
B IEFED AR D T DITIERR L E LTz, 737 A—F —ZB LTI,

Standards for Efficient Cryptography

SEC 2: Recommended Elliptic Curve Domain Parameters
Certicom Research

Contact: Daniel R. L. Brown (dbrown@certicom.com)
January 27, 2010

W DMEARM L E Lz,

GFp ToOp Dffilx, 192 Ew b2x6, 521 By FORTY, kBLU m Offiix, 113 £y b» b 392
By hORICRELE LT,

T 7 ANEERERE LR E T, ECTHEMAD 0 £3, RSAKFSNHL R H1EETYT, LR
o T PO S I LRI TE A, bHEAABEGFRAFTIOER LWL HIZY—X=2— & HP
TR LET,

SRR OFEIT, BEEORY| & 2EEEROE A EIT O HIETEERER->TOET, 51,
3 OFE (EREBOEMOFE, DFT I X 5FE, FFTICL2FE) #HEL T, #HrBoRE I
FoTUOVEX THELTVWET, RIELRIRITAS TEALFETHELTWET,

Yo BRI OFRE LR OF R, FEER., RRAKE L W DOFF X Menezes @ Handbook of
Applied Cryptography (Discrete Mathematics and Its Applications) (2~ 7= 5% LAEE L -
TVWET, NEEFHFEIZFFT 2 FICFIHL O ET,

EXEN:DPAST Y A BN

Journal ot Applied Sciences > (4): 6U4-633, 2005
ISSN 1812-5654
© 2005 Asian Network for Scientific Information

Theory and Implementation of Elliptic Curve Cryptography

Kefa Rabah
Department of Physics, Eastern Mediterranean University, Gazimagusa, North Cyprus, via Mersin 10, Turkey

WCI>TIER L E L-, ZHEWZE W2 L 2E# L TBY £,

DY —A—RIZOWTIE, FH1EMEEZ FRLET, BTN AEEZAOEINC T 272912, HP T/ —A7 7 )V %
ABLET,
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29 EEEVI L, BEROZEE(ZIDINT
LIS o ThD, B Y 7 hE2ER LIV S{L#E AR L-0 35 E, ENLANCEZE LT
— A NFEDIRL 2D £,

EOREZEFES T ML, §<CENTLENET, BETIHEANIHES TV, A—ARy 7 A T K
VAR, Wby 7 b, WElkgt, EEkY 7~ EHE5kEEEy MZLT, B EZMITET7 20 ZI
ZNHOa—ERFELTBINE, FERALZENTEET, A—ARy 7 R E, 77 /L% (mailbox)
DHIZAS>TWET, 7 RURIEIX, 7 7444 (address) ODFIZA>TWET, Rl o7e b, &
FLIZbOEITOGANCREREIER D - ENRTEET,

TEOLANCRET EXE, HTLWT RLRABRLEH LA —LR 7 A% EEEXTHES S0 )41
BELTLIEEN,

BHEBICEZE LT — 2T F 0, BHEAIOZET —FAREET — 2 Naid 7220 9, £/,
NCTT o TORRICE R0 £9, RIS, 25 _XEEICHEL T EEN,

BHEIT, EZETOIHTFILICBAEWIHER LD WRNGRIFFICERTHIMLERH Y £9, BAVDORR
FIZTIhRH DL, BEE R TER D £7,

HOHWE, BRETANF T a— LT, EFNEEMLTHRF L TB O HENS LVER A,
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210 MEELHE. ESELBOUSB A E—~DHRE

B AL ORI D 7 NV ffETE £, ThE USB D K74 TND 7 4 L ZICHRET L, S
{bdd, #HE{bdts USB AV —7p EITRE L CEEIINOEATIC LE>CTEBIFTEd, USB AE U —)
FHIEA =L ZH 2 N TERLRVET, USBAEY —D R4 TRITHTHFA SN LB TEDLY £3
DOTREUCBINHF L T Z &V, ZOEEITRD L HITREL 1,

AZXADara—2T, USBBF K74 727> TWTC, USB AEY—DHICk LW ) 7+ A X%
0 & 2T bic 2 e T DA,

A ZADT KL ARETIE,

Al BEA—LT FL A
B XA bsan@xyz.co.jp
WY Tk W

1 cmlEC.exe f:¥k¥cmlkeyEC.bin
2  BmpEC.exe f:¥k¥bmpkeyEC.bin
3
4
5

wELY 7k e gt
1 MistyDC.exe f:¥k¥mistykeydc.bin
2 marsdc.exe f:¥k¥marskeydc.bin
3
4
5

ELEY, BEMFILICT7 AV 2R LOHEL TRE2RETDLZEHTEET,

BEADIZHIZ. USBNG RTA 71272 >TWT, ZTOFIZT N H r 2o DEOHRHET 7 A V2R
FTAHELET,

B &ADT FLAMRTIL,

Al BEA—LT FL A
AZA asan@pqr.com
W5k 7 b I L

1 MistyEC.exe g'¥r¥mistykeyec.bin
2 marsEC.exe g ¥r¥marskeyec.bin
3
4
5

wWEEY 7 I e gt
1  cmlDC.exe g'¥r¥cmlkeyDC.bin
2  BmpDC.exe g ¥r¥bmpkeyDC.bin
3
4
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%7, MalBoxX
J_“ i | sQAadBoolk
a0 B A-ITELA R
oE |uyama33@yahnnm_jp
FEa{EY7t iE={ L g
1 |chEGB:{E |f:¥k¥chKeyEG1hin
2 |Elm|:|EGE:xce |f:¥k¥BmpKeyEGbin
3 [ twiofishes gxe |f:¥k¥ifkeyec1bin

INT T 7 ANLDAST-USBBIELW RT A ZIZHA SN TR WIS IR BEoE Bhid T& 72 <
ROFET, ZELFEA—IALFTHEDEE A,
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3. WHARTE

3.1 fRE
BtmMailPac.zip #fifd 25 &, ZDO~=2T LDz,

BtmMailSys.zip
K5 7 b.zip

f D HAK . zip
$EVERK Y 7 b .zip

DB ET, X512, BtmMailSys.zip #f#H 925 &, “BtmMailSys” 7+ /LA BHkET, ZO7 4L
BT A0 Ny THOBEYRBINCESE ., 2OFICH 5 “BtmMaild.exe” ~D> a3 — bbby FEEK LT
LIEEW, 7B, ZO7HNVFIZIE, Kby 7~ HELY 7 b, BSROV T ANRETAS>TNE
7,

BtmMailSys.zip : ZOHFIZENEHD 7 A NE | T 7 A IR LU THIBR LW T E &0,
> 7 bazip : 222X, BBy 7 b (EC) & By 7 b (DC) BA->TWET,
D RAR zip : Kbt & E BB BARDB A > TWET,

HEERR Y 7 b .zip : B E{bgt L B2 ER T 5 Y 7 b T3, AELHEOMR S TEET,

“BtmMaild.exe” Ofi#Ef&iz. SMTP., POP 4 —X—DOEFEL* LE T,

32 MHZETHEE

TAI Ny TOTA TN ) 7 LET, FINZ2—H—ID & X —DOBEVEEZMHRT 2547
7Ry 7 ARBNET, LFOERIIARETT N, BET L LS LoBEN Kb ET, £rahbd
TFEERTHRLES OKRZ L E2 7Y v 7 LTSN,

EEF LS, W O»OPIMEREE LET, IR EIIRIIZ 1ETE, Z0RITREOLEITIH Y
FH A

ZZTE, YRy hOSE T, taro@aa2.sonet.nejp P A—AT KL AZF->TWAADOEES T L
e

Ama—NRN—OREE7 ) v 7 LTLIEE,
(1) SMTPHost & 7E

(1-1) SMTP-AUTH D4
E — SMTPHost % & #i®AT, FHEHHEZHRTLET,
HE : £FA—/L (SMTP) (SMTP-AUTH) H—/3— (Zid, XY ar bbb EF Lz A— a5
THD 7 e g2 —0D
(SMTP-AUTH) ¥ —/3—®D4Hii  smtp-auth.aa2.so-net.nejp &7V 7,
HH BT A—AT RLA 12X, HRFEOA—ALT FLAZRALTLIEEN,
taro@aa2.so-net.ne.jp &7 0 F9,
HH :BiTEE X, A VoREERALEE T, 1 THFITLXL I,
HH :Port FE 1%, 587 & LTSN,
HH : B&ART G&EE) IHRT-oB&HIZEA LT EE,
K2z, OK RE U EWHT L, ZORENAERY, ZETLHETITZEOEEMHEZ ET

(1-2) SMTP 084

68



54

7

PE — SMTPHost % & #%®AT, FHEHEZRELET,
HH : #EA—L (SMTP) H%—— ([ZiE, NV IV hbEE LI AL a2
JED 7 a2 —D
(SMTP)H—/3—D4Hi mail.aa2.sonet.ne.jp &720 F£9°,
o7 NA X —"TlL, aa2.sonetnejp DLIHIREDOLEELH Y F9,
HH BT A—AT FLA IZE, HRFEOA—ALT FLAZRALTLIEEN,
taro@aa2.so-net.nejp &7V F7,
HH :BiTEE X, A VoREERAELEE T, 1 THFITLXLI.
HH :Port 5 1%, 256 2L TLZEW,
HH  BARET CGBEE) 3042 AL T EE0,

®IZ, OK ARZ a4l ZORENARLRY, BEHETLETIEIZOEEELET,

NAX—=INEH B0 A—)LT RLVAT, BODO T g X —0DW—"—Z¥T 256120%

B HBR— I IMEZ DL IR TVWDHEZALEHY 1,

@nifty, ASAHI %~ k. Sonet, ODN, Plala, BIGLOBE(au 09 Zffit>72\), OCN, Yahoo! BB

Tikitiki 72 1%, LEREOFRMETROITHERTE £,

L, ZOERGRITE VO T, #HTE NI a S X —DEAbEXbNET,
ZO%4E, SMTP-AUTH Tt L T 7280,

(2)

(3)

(4)

(5)

SMTPHost fi#ks:
INERIRT D L, AFETORENREREINET, RETHITEHE (1) ORETOK
RE LT EE,

1|

SMTPHost #77~
WRENBENERINET,

POP3 Server Di%iE
PXE — POP3Server #%®EAT, FEHEZRELET,
EHH : ZE A —1(POP3)%— % Z1E. pop.aa2.sonetnejp & ZEEANET,
TN X —Z Ko T, aa22.somet.nejp PEHIICQOLAEMERDGALHY T,
HH : A=AV —N—Da2—H—4 |ZiL, taro (@DOEM]) EFEXFT,
HE : A=Y —N—=DNRAT—F ([, HREVA—VERO T EEDO/RAT—R
(taro@aa2.sonet.ne.jpiZ X9 5 A —NA /AT —R) L ALET,
BHH : A—NE— =T 1k A—AZEOLEIL, ZEOKRDSTA— V%
(POP) H— "—{ZFT NEDNDORET
T, STEAMUDOA =T —Hfi5726,  yes ITL TSIV,
Bz, OK RAUZMLTLLEE N,

T A ISR TE
Y77 AN EEREEAERE B TR L CWETOT, ZOFEE - TS EEN,

Dummy |¥dummytxt¥dummy txt
Text

fr—
File Path
File name (With Path) Path
fdess [Fadfessioondd & fathto  [¥maibos¥
e Mailbox
i Egi\ Biox |_¥mai|box¥sqmaildh Path to ’W
Dummy Tt

Fegl
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(6) EnCode 7t
Auto OFETEFEWLET,

(7) PRt
A—=T—OEHEZFHELIMET DA v =V E2FRT L0 LRNNTY, FERIEHZRBATIE
él/\o

(8) X-Mailer FHH
A= )LD~y A= H SN HEE 2 EOICELS ), B T250TY, ELE6THMhENEY
loo ZZATEHE I NTZANAE T, BtmMaild.exe 7 HIEE SN2 OGN Z M L F 9,

(9) F/N—7E—FK
TN—TE—ROL | F7OHEHTHHEEY 7 b, BioEezRE L ET,
A—)LT R ADREWNIC XA EHRIFEEZE I, 33X ToOA—LZiEA L TLEZIT IV, £9
EZTCHLONZDI N—TF—RTT,

RE—IN—TEF—RELT, FIN—TFE—FRDF L, 7, FV—TF—RRTHEIREZLY 7 b,
Wb, HeEkyY 7 b, HEb#EELET,

TN—TH— RN DA, BETIHITRITORA—LN, J—TFE— N TRE SN ST
ERE S LRI Lo TR B b SN TEE SN E T,

ZER T, SRS A—ALDOREZEN OV 7 FEEHLTWHWTL2E, BODOT R L AMEIZH 6
SnTWwiE, R A= T H AN DI NN—TF— RTOA—)L L B TES(LAHRE LET, 7
R L AMRIOBRGE SN TOARWGEER, o A —F —TEE L TEEEAICE,. BafbEhTnzzntok
LT, EE BT - 20 g A,

ARDBE PO TIULZDFE— RiT off I LT, BN SLOREE T HRETT,

(10) ¥ I —FR
O A—=F =TV EEDEHIC, FI—T XA MPRFRENET, ZOREITHE TS THREER
ENFET, RESNETHTADOT, LERLIFTRIBICHERE L TIEEN,
OFF DA%, AkD A —)VAKIN, HELENTHOFRENET, HE(LDO L ZICTRVENE
nET,

(11) A—/L 7 4L X —

A=) T 4 A= ON IZRE ZILTWALAIL. 7 RV RRIZEGE SV TWVZR2W AN D A —/L
T2 THRHA— L LTHbIET,
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4. BEDEM
41 A A EM@E
TAALEETNI )y 7T 5 Ea—W—ID 2R TIXA TRy 7 ANRBNES, 7277 0K %7
Vo7 LTRFE,
B H dummytxt 2013/04/:

|Z % AEBE{E(Protected Communication System)

3

()]

H 02 2 |2 A 2B 1B{ 5 Protected Gommunication System)

w2 |Sample-MNumber—4 562 1-huyei-hy fyr-H4h6d

boen Meed correct keyw.

LG e

OXNCEREINDIDIE, A—ILR Y 7 ZADOHEE TT, ZDORA—/LR v 7 A% X CIHEIE A H 2N B E

rote
7 BRICAD Go BR AL YL DaED A°(H) BE
Dl 2R S

N oo AEBE

Property | Value
Name Protected Communication System
Version Version 2.0.0

) COTOISLTEID Web R—ZHEFRRTEFEEA %

AatossER:
o ATy MIBEINTLRL,
o Web T MCRIEAREL TS,
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ZOWETO, K5 7 b, BSHEHOBREIL, KT, MNCFOELLEHE->THMhEFNEH A, Kk
TlE. EC., HETIZ. DC A TWDDONEM T,

Wby 7 b R |7
1  CmlEC.exe CmlkeyEC1.bin
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2  BmpEC.exe BmpkeyEC.bin

3  TwofishEC.exe TfkeyEC1.bin

4  MARSEC.exe MarskeyEC.bin

5  SerpentEC.exe SerpKeyEC.bin
kY 7 b (PR (@

1 CmlDC.exe CmlkeyDC1.bin

2  BmpDC.exe BmpkeyDC.bin

3 TwofishDC.exe TfkeyDC1.bin

4  MARSDC.exe MarskeyDC.bin

5  SerpentDC.exe SerpKeyDC.bin

Lo TWET, B L EEBSEOIGBERICIER L TSV,

HRT-OBAFIN., RELET-A9, BFA—I/LT FL AN, tarou@yamada.xyz.cojp 72-7-¢ LE9,

5(7 50 R)Y — L TEEA(T v Fr—R) 23R4 5 L kOB AHENET,
BFA—NVT FLVROEB (21X, B LICRAT 2856y 7 b RS LR BER SN TV D HRT-D
A—NAT FLVREZANLET,

770 RTOFMTIE, A—AT FLAOHBIZAN L THDL I N—T472 2 NI LET,
ez, Y7—Ry 7 ADBEEO 7 A NVFIZEFT L X|EIRESORENT FUVARIRTEFA—LT R
L ADIEAIZ, picturel & AL ThHE, picturel & ANLET,

B AE2E2 7V TR ASNLTET FLAZ 1I0FECRET L2 EbHkRET, £7/2. EA
LU TRIFELE LD, JBREE LTS TOWETO T, BBEOFTO K v 7Ry 7 20 =AHITER R LT,
7V w73, BALELONPAINET,

1 A—)LEE ¥ (Protected Communication System) - dummy3.txt

17700 ®E TR A-JL 942 RT AP (H) BE

1= R ?

: Address‘

Q1 22 MailBox

A1 1+ | n'| sQadBook

E: :

T E2ED] EFA-ATLA G

Al ‘?7—50){ ‘picture1 ’7

i B2 {E7} B2 (LR m%
1 |[BmbeEC exe 1234567

i 2 | |

ELL 5 | |

Tl

3 - |

| LN |

e

WIS, WEFAET 57 7 A V2 @R L £,
MBT7AN) B7 V73D AT 0—FOHEND T 7 A NVEBRTEET,
BEME D7 7 A V2R TE, RS L E BB TOhET,
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Ef- PCSMI(S1-5) - Microsoft Visual S__mlaio Acaden

7 A—)LEE ¥ (Protected Communication System) - dummy2.txt =

d[T77L PREAD Go Akl R Z Il D D ) :
IEET] q msry7o-F) ) |
Address ‘

FEFA—ITFLADIER ®F | FERE 018)

%2 MailBox | | = ,E e ]

& A=)l Property

é. 4= L [Name EBetda77-Il WRIZTAIL) -
ity BEFF | Version | 1B

@ EmA- A=

50153

L CHE 4 F———
< o |« j b

BRI IHILE MBI T LA ) |

|WebEncrypt

AD® EFNT BT [F1] LTS, N
ge—— T | strfoldertane = folldﬁrDIg.cs_foIder;//GetPa‘[hName();

= TNN SHMAINL IMMY T

DT, BEEDO T 4V ZE2RELET, MRO V)7 ) v 7 LT, BOZ 30 ZOHIZiH %7
TANEI Y 7 LTS E7 Y v 7358, ZOT 7 A NVBA>TOD T I PERENET,

ZFLT,. 0K REUH2 27U v 73T, BIRLE 7 7 ANADBKERLENTHLLHBO 7 + L XITBY £
T, ZDOEX, DT 7 ANTERINERA, HIFRD SNFEFA, ZE—LIEHDICX LTHS{LER
FNIThNET,

T ANTA ZRRENE T, ZHAET TOWEEA LMD L IZR>TENLGENHY T+ D
T, Z0L&EE, LIEBLIBRELIZIN,

(] o e

2 3 B protected Communication System (Mail-J) - dummy2.txt = g
J74L BRIEAD Go Br A Y-l D4VFD NF(H) BE

0| 0 = ?

™| Address| -

=7 | % MailBox
191 [e <~

=
#
3

T
. -3

P

I3
bl

N EETT B [F1I] ZRL TSV, NUM

b En—bDit, BESNZT T 74V EZOHIZAY £97,
(EE) AMBHEEDO LD ZbT 5L, KE{kY 7 h& LT BmpEC.exe #F|/H3 % & 8MB BED K
XX ET, oELY 7 FTIEY A XITF L AEELLER A,
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2. HEEFTR—])

7 FLREO A SOEASC, ¥ 7 —BOX OFTIZIE, H LR SLICHIET 2 TRESNTVET D

(7T )Y — D HEF T n— ) O,

E ¢ ON_COMMANDCIDC _BSEARCH, SearchBind
A—JLEE ¥ (Protected Communication System) - dummy2.txt = B X
7L BREAD Gf w4 >0—K) S |
0O = | i
Address "FA—LTFLADER il e O =
-~
#2 MailBox | [ =2
& A=l Property ERLF BT RO I
& SE ML |[Name | &m
& ZE{EFF | Version
& EFA- =
B Al Ll
< [am b d | 5
EHPC)Z4 L5 DI 4)
|WebDeDrypt
[oc] Leww

Hil=DA—)LT R A (721X picturel) Z AL, HETHT —FEZFRL ThH, OK AF
7V 3L, V77414 WebDecrypt DOHFIIHE L ENT-HDONBLILET,

I3 20700 % & &d, EELOBEP T, RO L 5 R »nBn £,

o #5 e
24 HA protected Communication System (Mail-J) - dummy2.txt = [
F7Al BREAD Go BR A-l Y-L DA¥ED Wr(H) BE
ol D= ?
™I
T Aaress -
=1 | 2 MailBox
[+ x—1[e@ =
¥ | =z |8
g & Z(9
@
- T

al |

T EERT Bk [F1] BRLT L.

PO L EFTLELSBRHEHLITZE N,

SMB DO HDONEMDAMB OF — X KD £4, BmpEC.exe ZRIT1E, HFEEOR S RIc L 5%
BERF S TTOT, DRV DLEDER>TWVWET, b Hh AL, AKEHTIE. Kabidiiar L <1E-
72D &S TS IZEN,
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759 R EODEEOYVT 7 3V Z Ik L TCENENRL TN TORF L 28R T& £,

IN—TF LB LE ST D L EIE, EDOTN—TTOER G E 7L — T ORERRBIZEAR L T <
WENH D £7,

F72. RSA AR S MM TE LT DT, FED AL ZIT - T2 ARG TR 5L X, ZAUTHIS
T OMEREZF > TV D AN LD LA RERTE EHE A,

3. T NAKEFA(T v r—K)

BN LT 4N EH 1007 7ANIELEOTHE, b LET, TNERBELEZ740E (797
K EDOYFD 127 v 7T BHERE T,

F) #®E£(E) Fw(v) FOZz4HP) BILFBE) FT/WwHD) Y—I(T) Dr2FI(W) 3I1=7F

! A—JLEE <7 (Protected Communication System) - dummy2.txt N
IJ7l BRICAD Go F|R A-) [BEHESTRWY—IL]| 942 FED wr(H) BE
2 By 3
DEW &% 57 BESL(7y 70— K)
Addressl
BRSO 0—-F)
+& MailBox
m Property |Va|ue FAIILAESE(FyFO—-F)

i BEFLA [Name Protected TANAES(F DO F)
iy EEFES | version Version 2,070

Sl

TANSTERSEFYTO-E

En BFA-NTELADER i3 R0
| | =]
- THIVEROFI oS TR
- o]
ol

HAGSIRTHILA (G NEPDTP L EIN 25T E) BECHLD |
IWebEncrypt
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EoXHmEEmc/2 T, BHEOTZ AV ZEHNICRT v 7L TLEEW, (
DT NV EPRINTXET, BFELLE 1OD 7 7 A N~DEL DT, 74+ NAX T LI2iTbnET,
EHAED 7 NV H E2ReETE, RRFCE 5L EBEN T E T,

OTIT, BEEDO T 4 ZE2RELET, MRO V)7 ) v 7 LT, BOZ 30 ZOHIZiH %7
TANEIY 7 LTBHS 27 Y v 7358, ZOT 7 A NVPAS>TOD T 3 ZPERSET,

FLT, OK RE %27V v 74T, BRULE 7+ AEZBES{bLENT-1 o077 A4 M2 ->T, H
D7 3 NVHIZBEDET, ZDLE, TOT7 NV FIIEREINTEFTA, HIERDINEFA, 2E—LED
DIk L TR BAb & BEhD T £9,

TANETROT —=ZF A ZAPRENEET, BRBRD TOBED LIZDOK D X 91278 -> TEHALHE D
HYVEFTOT, ZOEEIE, LELIBHLIESY,

(] & 5

23 A protected Communication System (Mail-J) - dummy2.txt = - .
J74l BRICAD Go Tx A-I Y- D4YED NFH) BE

M lvr zzzTaick Fu zBLTRE.

FElbanizboik, IBESNY T 7 H AL ZOHFIZAY £,
(EE) AMBREEDO LD ZbT 5L, BE{kY 7 h& LT BmpEC.exe #F|H3 % & 8MB BED K
XD ET, MoORFELY 7 FTIEY A R EAEEBLLER A,

4. 7FNVEZEFALHFE T a— )

7 RLRARO A OEAR, ¥ 7 —BOX OFNIIE, EEERESALICHIET S TRESHTVWET O
THESAGICHIH LB A =T FLUADIEA %2 > THE S 2TV ET,

b SN 7 AN FIE, “THNVE L. pes” EWOLARIDT 7 A NI TWET, O LI
277 ANERNICRT v 7 LET, BEIEOZIR N ATRE TS,

5770 R)Y—n o THAFEFME T a—F) ZRSLROLIITRYET,
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ST BRSO ==

Property
ame FFA-NTRIACAR e P10
Version
[ [ IS
VLRV b BRI K B TO
.
Fell
FralCeelomles NPT AN SE) #EGL
[webDearyot

HileDA—)LT R A (721X picturel) Z AL, HELTHT —FEZFRL ThH, OK AF v
7V w7 TiUE, VT 7 4% WebDecrypt DOHFIES{LENT-T7 7 AV ERBENTZT7 2L FH D
NHNET, HobENTZ7 7 A VITLRNT “T7 4V Z % pes” OEETTN, NERES LS TVE
T L, BEOT 7 A BRERE STV D O TEERD WSS RLNTT,

I3 20700 & &d, B LOBEP T, RO X 5 R »Bn £,

24 B protected Communication System (MailJ) - dummy2.txt = [
B 7 (H

O
AR
0

it
«§

T
| ———

v e nwsrrzz Lz rrae

N ZERT BICIE [F1] ZRLTLZEL.

PR DOAETCLIELLS BEB X,

SMB O HDONRHEAID AMB OF —XIZRY £3, BmpEC.exe #BRiF X, HAEAHEOR L XL 5%
RS TTDOT, DRVBHIDOLEDER->THET, bhAA, AKEHTIE. Ka{b#TH LIE-
=HDa o TLTEE,

759 R EODEEOYVT 7 3V ZICk L TCENENRL ST TORF L 28I T& £,

TN—T T LI BAL BT B L XT, FOTN—TFTOEEAvis 7 L — T O/ BICEAR LT <
VBB F1,

F72. RSAABEE S MM TE LT OT, FED AN S ZIT I T2 ABSE TR S HUX, ZAUTHIS
T OMEREZF > TWD AN LD S LA RRTE A,
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438 4R, ~ALT, BE
i, TTCICERBELIENAE SR L TTOTEIE L £7,

R cmmy. txt
(This is dummy text file.

RS ] ST T 2R BB A= L TR Y E LTHIAT ANAEEmRET DD
DTT, BEL LW LTBWTL Y, HIRIOZF L E 2—, XFHOMR, B2 ER T2 £,

“TrAN - “BI—FTFXFAME" L3T25L. 774/ dummytxt ZfETDEHDOTT « X ) BHE
XFET, T TRELTRIFELIEAED, ERO—F =K B ERE 2RI AT 255 10K Lo H DY
ELTEFEENET, BOEYOBMNEDIZL TBWVTL &N,

B o LHRE 2RI 3 2 551213, ARRD A — /L ORSUIRE 5L ST FERI eI 7 7 A v & LT R S
NET, ALOWEN A —/VTEK N L, DA —F—TZFE LI LEZICERINDILONEND LN D
DT, FI—=TFTFAMEAEDA=NAEKILORDVICEDLZLICUE Lz, BFS{UEREZFIH L2 WEA
I, 20X I—TFR MIfEbIERA,
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5 BESYVIrDY—RO—F

WY 7 MYV —2a—FEARLTLEZR. AMOHEHMER--THRIELXZ D X D7y £3, 3
WO 5 7 N TEHREDO L OO Y —RAa— RN ONAENTHWET, Zhbd, 2oV 7
MR IA A THE D IZITEEDNMLIET LT,

FAIZ. Windows F® 32 £  CPU (Pentium 72 &) TEIK 2 Y — ¥ A TOKEY 7 MIEXH#HEZ
FlLiz, WHOARKOLDLEEELTHDIESNHY 3, H Lz F13V C++2005, OS 1%
Vista(32 v M) & Win7(64 £~ R T, V—2Rza— R&ERUT., RS -7y 7 NEERR T %
ERWET, BBICLTLEIN, L, FFHE., FFrEZREFELRVEDICITHERELIEIN,

EHROH R TP OERIZITH P TEIE L RIZEEZ AT 2 TLABEATE EEAN, MBAR X
HP |[ZRt#i T 2 TR L T & Ton e o T ET,

ey 7 D56, KEDY—Aa— RPN I TV 5, Misty, Camellia, AES, Twofish, Serpent,
MARS ZFIHL7=HDIZHOWT ARABENTWD Y — 22— RO—EEINEFE L= D% FR— L
— VTR LTWET,

FAOEF I L CEEMIIALZDH 5 51E, FADR—LX—=UNEARED Y — R a— F~D U 7 Pk
STHYVETOT, FNHEEAFENT AKOLDELEF LIELODOHGT DY —Aa— RaEigsh T,
THAOTEETELLOEERL, B Cary M rvEanTHlHEnNZ 2B LET,

51 Camelialg85yv—Xa—Fk

L7 —A2Aa— FOKREDZIINTT & ZEZEBERPAH SN D TTR, ZOA—LVT AT AT
FATAEDITDLETEFELTCHY £97,

ZARMEICE LTI AR D Camellia BE50D Y —2a— REHKRESNTHZR LTS5 L 2%
BN LET, OB —2X—=U bV I RESTHY FTOTTICRS S EBVET,

FELWY—Aa— RiL, "—2AX— (http//luyama22.pa.land.to/) THER LTIV,

52 AESEESY—XIa—Fk
2 3CHk : The Design of Rijndael, AES - The Advanced Encryption Standard, Springer @ — A
a— RIZIX 2 EETE TR RS0 £, ZHICEHL UIEFEENTELTCWET, 2O Y —RXa— 2L
L . Protected Communication System THIHTHFIZLEELDONRLULTFDY — A a2— KT,
COEGNERIECHE LG XN EEZTWETR, HREF TEEO Y —Aa— L Z 22
WINTWNWD Y —Aa— RIS T EfMR L T EaN,

FELWY —Z2a2— NiE, A—AX—=UTHER LTIV,

53 Twofishi§8&Y—Xa—F
23E3CHR : "The Twofish Encryption Algorithm", (WILEY)IZFt# SN TW5 H D E1EIERE T TR,
BEERE CHNEN DN ORI KR X DICTH1DICH- B2 L E LT,

HELWY—Z2a— NI, A—L_X— THERLTRFE N,

IHHDOEY 7 M, B BEBEE Tl LT 5 BBk TE T, 2OV T MILkHoT, TR
LV AMRICK; 54k Y 7 b4, Ki kiR 7 7 A V4, by 7 N, H5 LD 7 7 A VA BB HTE
T, BEx RSN AR TCE A X DT £,
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B, g i (omet i, 0 <Tix. 8 ¥ (Neko, Bitoma, AES, Camellia, Twofish,
Serpent, MARS, Misty) F|HIHETT,

54 RSARE. FAMBESOY—Xa—F

ARG E- RSA @Y 7 FT9, “A—/L'H B h=", "Cipher Web Mail” (Z351F 2 3@ D ZHLD 7= D1
ERR L% LT, OESICHOW T, 512y b, 1024 B> b, 1536 > b, 2048 £y DA 2 5
Kol LELE, EEERT20ICET HRIZZENEI, 300, 1047, 4057, 2WfHITY, A€V —
DERLCPUDYERE TR 5,) b HAAESEHSIER LWL 9y —Aa— K& HP TR L 7,

YV — R a— ROFBIE, BEBORS & S5 REMOEW 2 TAT 5 TIE TR EHR > T\WbHZ L TT,
S5z, 3@V OREE (EEEOEBEOREE, DFTICX2EE, FFTICX2EE) 2HEL T, %D
REZWZE> TV EATHELTWET,

PRIEERIRITHDTEZ T FETHRE L TCOET, FEIXERICPRE T FIEICR>TWnD Z & TT,

FREARRE X O | RAKIE & WD FHE Y Menezes @ Handbook of Applied Cryptography (Discrete
Mathematics and Its Applications) (Z& > 7= FikxE D LAER L TE->TnET, XEEHHEIZFFT 2+
WZRIH L ThET,

BRI, BAEZA Ko
"RSA W ST OFLMEN D CHHT L D FdeE T
DIRAUTIE > TERR L E LTz, THREWEZWEZ L2 E&# L Tk £7,

HELWY—Z2a— NI, A—L_X— THERLTRFEN,

BIAE, AR TIL, RASIES. #M i S FlfHc& =9, HBHihEg S0 Y —2a— R HP
TABRL TWET,

Flo, WY 7 2l L )RR TERLES 0 Y 7 FTHRARE L R 5 03%, A—LRX—TV D8
BN OHEfRcE D LBWET, 1o T, EEOSMBICEHB LIS 2T 20 LfHIcTE T,
ey 7 e A=Y 7 MIZRIIHOY 7 N TT, LEN-T, BaaBRT 5 Axt LGl k727
WS A HM Nt S N E T, ZORE,. RILoRS R RFESH, HFREMGHEIC, Lrb@molc
ek L CRETE D L 91c20 4, FIAFIZTAHEMAHE T, BEREN S THLLOEFIHTE
HEOWCRYET, BIFE, BEY T RNEEDOLIIHERLES Y 7 TR TE T, IRFENATRE L
RBZONEFHELL R LETOT, L OEFHBEDO T 2 NSMEINET L IICBE N W LET,

BUTECIIME B HANOZ LA & THHAND T, i OBERCHAT 2 FIH L 72 B5 5k 56 B B IS Mg
SNTVE0b LLERFA, ZORBEIZK LT3 2OHETHIELET,

1. BT OFMCEGR &> 7o b Y 7 F &2 RIS AA D DA EZ RN O HE L E T,

2. ZEE LI L > THRHZIREEC L E1,

3. BIFHENBHICERT D,

ZD3ODTIEIZL ST, BHRI-OEREZEIENSFY £,
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6 SV rEERSINDAIC

AL TN EHOR SICTEELSZS V. HEBHTICL > TY —RAa—F2AaRT0ERH L5056
X, R ABR LT EE N,

6.1 FHATZTIBEDEREEHY

21T, REL T TRiEaE T L ABRET o 2/ E H Y 08, Eb 6 LHHTRETT,
HEG Bix, B bl w5k 7 FESEEL 72 THLRWVWOTTN, N—RU=7OBIRIZE L T\ D
E DR T, KRk L BL Y 7 N ESBET 5 ROV TR L E T,

K RO Y 7 MiE, 4y 7 e, a7 b, HELY 7 OBy FT, RO XD et E
FFobo L LTHfESLD & TT,

(1) BAbEDERMREL 5. K b8t B el A7EH LTV,

(2) BEAbY 7 FOABZRFHEAMPRD SN TS,

(3) HELHDOIERIREE & D,

(4) B8y 7 FOBFEMAEEIETX 5,

IO, 1064 EEET IR TWIUEMERGFATH, ARgEgFATLELLLRAT2 LR T
EET, ZOXOEETHEY 7 FEHTET S Z SIXREETIEH Y AL

HEALY 7 bOFEANEEIECEE, R Y 7 hOFIHERENEICY 7 FEBAT L Z 21T
FTOT, FHEMNCY 7 FERWERIET 22 ENAREE 20 £9, KVENLRTS Y 7 S OB G &
RHOTT,

LRINGS Y 7 MY 2 01307 0 DR &5 2 v e UET, oY 7 MIBEIZH 720 OffE

DAFAEL, IR BIE- TS RRHEi O E O S O %2 B SO 3 BLERY 7281 T,

2k L5 bd Y 7 M DBk,

1. ZLEIOEENARETH D &,

2. Bl E3-oHb o TW\WAH T &,

3. Wby 7 FOBAIEL. F 11T, KL CHEMT 28 AL LT 7 A V4, B2 58T T e
ORI ND 7 7 A V4, 5§ 3 BIEUIRE B L SRR D 7 7 A V44,

4. HEHEOBAIE, B85, ERLCHERTIEETE LT 7 A V4 F2515iT (KEbEh
TWD) Tk d 57 7 ANVA, H35IEITELIN T —F Z5t8kT 57 7 A L4

ek 7 b, HELY 7 NI, 2= E A TDOT TV r—arE LTHELTREIN,

b, HEbD L ZOEXIFROIIICLTHRFE,

5L DFEITIE,

51t Y 7 b (encrypted.exe), M5 1Lt (ekey.bin), 3L 7 7 A /L (plane.bin), HiEfLL7=7 7 A /L
(encrypted.bin) & 4% £ &, DOS ARy 7 ANnG

encrypt(ekey.bin, plane.bin, encrypted.bin)
EMEOM L2 & X1TiE, 22D 7 7 A )L(ekeybin, planebin)z /XA F VU 7 7 A Lt LCHAIAALT, 5
2 B2 7 7 A V4 (encrypted bin) DG 5L SN2 A U 7 7 A LV EERT HERITHERE L 72 < TR7R Y
FH A,

BRALDLGAIZIE,

#5147 b (decrypt.exe), B {bf(dkey.bin), Kf5{k L7~ 7 A /L(encrypted.bin), F-3X7 7 A /b
(plane.bin), &35 & %, DOSH v 7 AND

decrypt(dkey.bin, encrypted.bin, plane.bin)
EMFOH L= & & i2iE, 2 2D 7 7 A i(dkey.bin, encrypted.bin)z /34 U 7 7 A L & L Tt A T,
Bz e 7 7 A4 4 (plane.bin) D BAL SL7e A U 7 7 A NV EARKRT HRRICHERE L7e < Th7e b £
A,

AL AEPE T LI S ABIICIE T LR T A, 2 Y — L E A TR 520 L) 1Tk
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LET, FERELZFRRIEDLIIC LA, FIHENRRE LD EHWET, 16 B TERTH L
BWTLX Y, 55 Y7 FRZEREESAO EOBFRE TR SN T THEADT, TF A MFRT
VERED A U E T,

o b, HbD Y 7 bEfElR SN2 HEIIE, T ORSICIERELLES VY, 7Ty 7 MO ST
T7 0y VROBEELRD2EDICT =2 2MATHESLT 20T, EINIIEOT—2 %A Zeiifli L,
WERIITZ ORI ZME > T, LT —F YA XTHET HVERH Y £,

Fle. T2 77 ANVERS L XIS TV F—2 L LTHRWTEE W, #liT, Z2EESLOLA.
CER S SN b DIEFEANA TV =T —=Z L LT D ZEBREENL T, 723, F ) —F—4
ELTHWT, " F U —=F—=F L LTRIFELTIESN,

SRR Y 7 MiE, m RO S LRTE L2 -2 2 ONE 7 7 ANV EERTHEIICLTTFE N, &
ATaT Ry I ANOEE L EE O T 7 A VA EENENATI TEDRRIZL TR E L,
FENHIR D EE D K5 BRGAIT S Y 7 NOFIHE N A THEE AT EF I TEA E T3, RSA
DOFRIRGAEITIE, WAl ELE O CIIEE L 8 A, SRR Y 7 FBRMEIZR 0 4, $Ak Y 7 R
FEHO 7 7 A VBRI EEIDRNE DI L TEBWT, GEH 7 7 A VO ANTFRFZ Y 7 MUE A BRIZT
TS Y 7 hOfEEZ T2 AN HBIRARE SN D HIZR 0 4,

ARITHMREE CEIS K 5y 7 FCTh, 7 7 A L OPFIZHOIA E N TR/ E 2 iR L T o8
S EIIHESTHBIHIE, ZORRRMEEZFF > T8 7 A VEERT 22084 Y 7 SRS EZ/RY
E9, ZORARY 7 FEABIBISELLEEXISGRAEH T s ANADBKETH LD, TORAM 7 7 A L&A
FTHLEX, REETH-THEEYZERTEET,

6.2 SV FOEUHLI—F
KoY 7 MIRORIZHFOHEENETOT, 2EIZLTLEIN,

1. Encryption (H57=1{b) TiX,
if((strlen(ecp1)>0)&&(strlen(eck1)>0)){
ret = _spawnl(_P_WAIT, ecpl, ecpl, eckl, ecpathO, ecpathl, NULL);
telset
CopyFile(ecpath0,ecpathl, FALSE);
}
OFRIZIEO L E T

2. Decryption (€ %51t) TiX,
if((strlen(dcp5)>0)&&(strlen(dck5)>0)1
ret = _spawnl(_P_WAIT, dcp5, dcp5, dck5, depath5, depath4, NULL);
telset
CopyFile(dcpathb, depath4, FALSE);
}
DRI L E T,

7. FFEFIZDOWNT

200742 H 14 HiZa—ua v XEFFTORTFRAIN T £ Lz, £27 2 ) B TOFTFLIEW-LE
L7z, (U.S.Patent US7219229 ; European Patent EP1244257) .
FELLIE, A—2aX— (http://luyama22.pa.land.to/) THER L T 72 &V,
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8. FIALTWAY T KFIZIDWT

1. XFa— ROEHITIE

S —FT—0 JIMR & KAMER ST teonvlib.dll 2 b TV =720 T E T,
ZODLLIZZ DA =T —IIARAIROEDTLI L T ES o7 2 SIZB L TR EE#H V- LET,
HOUNREHI T NET,

BB, EEHEFRIIA—Va UAERO e LTEE LTV ET,

2. F—x 2L LT, SQLite AT A LICLE L, BTS2 L ABHLTHY £,
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