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Disclaimers

1.

2.

3.
4.

D.O.I-Net Co., Ltd. shall not take responsibility for any direct and indirect damage caused by
the descriptions stated in this document or other injustices.

It is not intended to consent to any rights including the patent rights of any third party or our
company with this document.

It is prohibited to reprint or reproduce some or all parts of this document without permission.
D.O.I-Net Co., Ltd. may change the specifications listed in this document without a notice for
the purpose of improvement.

Company names and product names listed in this document are the trademarks of the companies
or the registered trademarks.

When you export these products, please follow the necessary procedures by confirming the
foreign exchange, foreign trade methods, and regulations such as the U.S. export control laws.
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1. Introduction

This User's Guide explains the operation of TruGate and its Configuration utility produced by
D.O.I-Net Co., Ltd. (D.O.I-Net).

2. Operating Conditions
a. Supported OSs
Windows 10 32bit/64bit
Windows 11
Windows Server 2016
Windows Server 2019

b. Applicable Authentication Devices

Depends on Device Plug-in

c. Necessary Device Plug-ins
Use at least one of the following Device Plug-ins that matches with a certification device.
Generic USB Flash Device Plug-in ver.5.0.10
PC/SC Light Edition Device Plug-in ver.5.0.10

d. Installation Requirements
@ Authentication device and its device plug-in(s) mentioned above should be installed
in advance.

@ Complete installing and preparing the authentication device to be used.

e. Operational Requirements
@ "To use this computer, it requires users to type a user account name and password”
should be valid in the user property.

@ Password input field should not be left empty.

3. Product Summary

a. Contents of Product
TruGate contains Windows Logon Module and Configuration Utility.
i. Windows Logon Module

Windows Logon Module (TruStack Gina) performs Windows Logon and Workstation
Unlock with the device authentication, instead of passwords.

D.O.I-Net Co., Ltd. 8/44 TST-10-004E
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Configuration Utility

Configuration utility handles the configurations of authentication devices, template
enroliment, password registration, user registration/unregistration, Windows Logon
Module, etc.

b. Package
2 types of installer packages are prepared; one for PCs with a single license edition, and
another for PCs with a volume license edition.
i. Single License Edition
This is a package mainly for personal users. It comes with the exe installer package.
The trial period is 1 month. No restrictions are set during the trial period.
ii. Volume License Edition
This is a package mainly for corporate users. It comes with the msi installer package.
You cannot uninstall it from "Apps and Features" of the OS installed on the PC.
Uninstall it from “Active Directory server” or “re-launched msi installer”. Either 32bit
version or 64bit version is available. The trial period is 3 months. No restrictions are
set during the trial period.
4. Warnings
1. Never use this with a Windows Logon handling application supplied by other vendors.
2. USB keys mentioned herein mean the generic USB flash memory, etc.
3. Never install a single license edition and a volume license edition together on the same

PC.

5. Installation and Uninstallation Procedure
Note: Please check the Installation Requirements before installing TruGate. In

installing and uninstalling, please log on with the administrator privilege of the local

computer.

a.

Installation

A dialog box shown below appears when you execute TruGate Trusted Stackware

Windows Logon Module.exe. Click the "Next" button.

D.O.I-Net Co., Ltd. 9/44 TST-10-004E
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"8 TruGate Trusted Stackware Windows Logon Module Setup *
R T

W

Welcome to the TruGate
Trusted Stackware Windows
Logon Module Setup Wizard

The Setup Wizard will install TruGate Trusted Stackware
Windows Logon Module on your computer. Click Text”™ to
continue or "Cancel” to exit the Setup Wizard,

« Back Cancel

Figure 1 Setup Wizard Welcome Dialog Box

Read "SOFTWARE LICENSE AGREEMENT" shown in the dialog box carefully, and click
the "l accept the terms in the license agreement" radio button if you agree, then click the
"Next" button.

"8 TruGate Trusted Stackware Windows Logon Module Setup

End-User License Agreement

Please read the following license agreement carefully

SOFTWARE LICENSE AGREEMENT

IMPORTANT: READ CAREFULLY:

This End-User License Agreement (CAgreement™) is a legal agreement
between you (either an individual or a legal entity) and D.C.I-MNet Co., Lid.
(*D.O-Met™) for the D.OJ-Met software product identified above, which
includes computer software and may include associated media, printed
materials, and "online™ or electronic documentation ("Licensed Product™).

(7)1 accept the terms in the License Agreement
© 1 do not accept the terms in the License Agreement

Advanced Installer

< Back Mext =

Figure 2 SOFTWARE LICENSE AGREEMENT

When the Setup Type dialog box is displayed, select the setup type according to your
usage environment.

D.O.I-Net Co., Ltd. 10/44 TST-10-004E
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"8 TruGate Trusted Stackware Windows Logon Module Setup

Choose Setup Type
Choose the setup type that best suits your needs

Typical

. Installs the most commaon program features. Recommended for
| © ) most users.,

[ Custom

D_, Allows users to choose which program features will be installed

D'.\ '333'/.' and where they will be installed. Recommended for advanced
USErs.

[» Complete
E_, All program features will be installed. (Requires most disk
Mo space)

Ry

Advanced Installer

< Back Mext =

Figure 3 Setup Type Selection Dialog Box

Click the "Install" button unless you need to change. If you need to make some changes,

click the "Back" button and return to the dialog box where you want to make changes.

"8 TruGate Trusted Stackware Windows Logon Module Setup

Ready to Install

The Setup Wizard is ready to beain the TruGate Trusted Stackware Windows Logon
Module installation

Click "Install™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

Advanced Installer

< Back Install Cancel

Figure 4 Ready to Install Dialog Box

During installation, the following indicator dialog box will be displayed.

D.O.I-Net Co., Ltd. 11/44 TST-10-004E
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"8 TruGate Trusted Stackware Windows Logon Module Setup *

Installing TruGate Trusted Stackware Windows Logon Mo...

Please wait while the Setup Wizard installs TruGate Trusted Stackware Windows
Logon Module, This may take several minutes.

Status: Installing prerequisite software

Advanced Installer

« Back Mext =

Figure 5 Installation Indicator Dialog Box

When installation is finished, the following installation completion dialog will be displayed.

Click the "Finish" button.

"8 TruGate Trusted Stackware Windows Logon Module Setup *
;_—-;‘\v

W

Completing the TruGate
Trusted Stackware Windows
Logon Module Setup Wizard

Click the "Finish™ button to exit the Setup Wizard,

« Back Cancel

Figure 6 Installation Complete Dialog Box

b. Uninstallation
Select “TruGate Trusted Stackware Windows Logon Module” from "Apps and Features"

D.O.I-Net Co., Ltd. 12/44 TST-10-004E
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of the OS.
The following is an operation example with Windows 11.
= Settings N o S
Apps > Apps & features
n Tips . P 8.00 KB
Microsoft Corporation | 8/9/2023
}Q TruGate Plugin for Flash 568 KB
50100 | D.OJ-MetCo, Ltd. | 11/2/2023
E:) TruGate Trusted Stackware Windows Logon Module 284 MB
50100 | D.OJ-MetCo, Ltd. | 11/2/2023 i
Modify
#<  Trulog Trusted Stackware Logging Service 4
€ 500 | D.0J-Met Co., Ltd. | 11/2/2023 Uizl
@ VMware Tools 96.6 MB
121.5.20735119 | VMware, Inc. | 11/2/2023 '
Figure 7 Apps and Features Dialog Box
Then click “Uninstall”, and uninstall TruGate following the message.
= Settings - o 2
Apps > Apps & features
o IS . o 8.00 KB
Microsoft Corporation | 8/9/2023
}Q TruGate Plugin for Flash 568 KB
50100 | D.OJ-Net Co, Ltd. | 11/2/2023
E;" TruGate Trusted Stackware Windows Logon Module 284 MB
50100 | D.OJ-Net Co, Ltd. | 11/2/2023 i
This app and its related info will be
#d  TruLog Trusted Stackware Logging Service uninstalled.
£ 5100 | D.OJ-NetCo., Ltd | 11/2/2023
Uninstall
@ \-"“M\—-\rareﬂTools . o 96.6 MB
121.5.20735119 | VMware, Inc. | 11/2/2023
Figure 8 Confirmation of Program Uninstallation Dialog Box
During uninstallation, the following indicator dialog box will be displayed.
D.O.I-Net Co., Ltd. 13/44 TST-10-004E
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TruGate Trusted Stackware Windows Logon Module

Flease wait while Windows configures TruGate Trusted Stackware
- Windows Logon Module

I Cancel

Figure 9 Uninstall Indicator Dialog Box

When uninstallation is completed, the indicator dialog box will disappear.

6. Operation Method

a. Initialization

To use TruGate, start by initializing the configuration according to the following steps.
Note: TruGate will not work without initialization.

i. Launch Configuration Utility

Note: Please log on with the administrator privilege of the local computer to

operate the configuration utility,

1) License Verification

Click in the order of “Start” — “All Apps” — “TruStack” — “TruGate Configuration”.

D.O.I-Net Co., Ltd. 14/44 TST-10-004E
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jo Type here to search

All apps < Back

TruStack

g L-

TruCSP License Registration

&  TuGate configuration

= TruGate Log Viewer

S TruGate Manager

TruLog Configuration

TruMonitor Configuration

TruMonitor Log Viewer

TruPass License Registration

TruPass Manager

é Voice Recorder

R Crawfishes
o EQD - @ ﬂ Ne @D 11j;5/42:::
Figure 10 Launch Configuration Utility

The following popup message will be displayed during the trial period. If the

message is shown, click the “OK” button.
' T
TruGate Trial g !'WI'

2 1 Please register product key.

Remaining trial period 87 days

|

Figure 11 Trial Period Message

Note: Trial period is 1 moth for the single license edition, and 3 months for

the volume license edition. You cannot use TruGate after the trial period

expires. Please register the product key to use TruGate continuously.
When the trial period is over, the dialog box as follows will be displayed. To keep

using it, enter the product key in the edit box, then click the “OK” button. To

terminate the trial, click the “Cancel” button, and uninstall TruGate.

D.O.I-Net Co., Ltd. 15/44 TST-10-004E
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TruGate Trial Period Expired @

Please uninstall, or Enter product key

0K l ’ Cancel

Figure 12 Trial Period Expired Warning Message

Click the “Device Detect Config...” button in the TruGate Configuration utility dialog
box, and configure the device.

’ Enroll Template... ] ’ Device Detect Config... ] [ oK ]

’ Set Password... ] [Windnws Logon Cunﬂg...]

’ Unregister User... ]’ Database Config... ]

Status

Figure 13 TruGate Configuration Utility Dialog Box - Device Detect Config.

ii. Device Detect Configuration

By clicking the “Device Detect Config...” button, Device Detect Configuration dialog
box as follows will be displayed.

If the “Auto” radio button is checked for “Detect Device”, the device listed on the top
of “Device Detect Order” list view will be automatically used at the device
authentication. If that device is not available, the next enumerated device on the list
view will be automatically used.

First, select the authentication device you want to use from “Device Detect Order”
list view, and configure the device by clicking the “Select Device Config...” button.
Next, use 1 or ¥ button to switch the detection order of the authentication
devices to suit your preferences. Then, click the “OK” button.

If the “Manual” radio button is checked for “Detect Device”, “Device Detect Order” list
view will be changed to “Select Device” list view. Select the authentication device
you want to use from “Select Device” list view, and click the “Select Device Config...”

button to configure the device, then, click the “OK” button.

D.O.I-Net Co., Ltd. 16/44 TST-10-004E
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Detect Device Select Device

© Aute @ Device Name Vendor Name
@ Manual Flash TRUSTACK

PC/SC LE TRUSTACK

€

Confirm Detect] [Select Device Cunﬁg...] [ oK ] Cancel

Figure 14 Device Detect Configuration Dialog Box

For the device configuration of each device plug-in, refer to the relevant user’s
guide.
Note: If you install a device plug-in additionally after the completion of the

device detect configuration, please do the device detect configuration again.

Database Configuration

If you want to use the database other than the default database of TruGate, execute
Database Configuration. You can use the database which comes with the ODBC
driver. If you do not wish to use the other database, it is not necessary to execute
Database Configuration.

Note: You need to configure the data source (ODBC) prior to executing

Database Configuration. Please refer to a Data Source (ODBC) configuration

section described below in more detail.

By clicking the “Database Config...” button, Database Configuration dialog box as

follows will be displayed.

Database Configurati

Use ODBC

Diata Source Mame:

Ll=gr [Hame:

Password:

Figure 15 Database Configuration Dialog Box - launch

D.O.I-Net Co., Ltd. 17/44 TST-10-004E
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Check the “Use ODBC” check box and enter the data source name in the “Data
Source Name” edit box. If the user name and the password connect the database
server are specified, enter them in the “User Name” edit box and the “Password” edit
box respectively.

If you allow the end users to be authenticated by using the cached data at off line,
check the “Use Local DB” check box. The contents of ODBC database will be
cached by the TruGate default database. Click the “OK” button after completed.

—

L

ds_trugate

A4

\ WA V A

se Local DB

Cancel oK )

Figure 16 Database Configuration Dialog Box - entry

iv. Template Enroliment
After the device detect configuration is completed, enroll the template of the
authentication device.

Template Enrollment Utility dialog box as follows will be displayed by clicking the

“Enroll Template” button in TruGate Configuration utility dialog box.

' Template Enrcllment Utilif et e

ser Mame:

Enroll Template... Verify Template...

Status
Select device

Figure 17 Template Enroliment Utility Dialog Box

Refer to the user’s guide of each device plug-in for the template enroliment.

Note: You cannot reqgister the password without enrolling the template. Please

enroll the template by all means.

D.O.I-Net Co., Ltd. 18/44 TST-10-004E
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v. Password Registration
After enrolling the template, register the password for Windows Logon.
Set Password dialog box as follows will be displayed if the “Set Password...” button
is clicked in TruGate Configuration utility dialog box.
In the case of PC belonging domain, select the domain or local (this computer) from
Domain Name drop down list.

Note: If the same user name account exists on both domain and local PC in

the case of joining domain, please register a password for the domain and

local PC respectively.

Set Password @

ser Mame:
VM-W7U-5P1-EM (this cumo

Passwaord:
Password(re-enter):

Please enter User Mame

Sat l ’ Cancel End

Figure 18 Set Password Dialog Box

First, place the authentication device that you used for the template enroliment.
Next, enter the existing Windows user name and Windows logon password in “User
Name” edit box and “Password” edit box respectively. Enter the Windows logon

password in “Password (re-enter)” edit box as well, then, click the “Set” button.

I Set Password " I I

User Mame: Development

VM-W7U-SP1-EN (this comp

e

Password: P

Password(re-enter): @---I

Click Set button

e )

Figure 19 Set Password Dialog Box - entry

D.O.I-Net Co., Ltd. 19/44 TST-10-004E
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1) Registration Example
The following dialog box shows an example in the case of applying the generic
USB flash memory device plug-in.
If the “Set” button is clicked, PIN Authentication dialog box as follows will appear.
Enter the same code character string that you registered at the template

enrollment, then, click the “OK” button.

PIN Authentication

Co

Figure 20 PIN Authentication

If the password registration is successfully done, a message such as “Password is

set” will be displayed on the status line.
Paszsword . |

ser Mame:

VM-W7U-SP1-EN (this comp

Password:

Password(re-enter):

[ Set ] ’ Cancel ‘7

Figure 21 Set Password - end

If you want to register other user’s password subsequently, replace the
authentication device with other user’s one, and repeat the registration.
Then, click the “End” button to complete the password registration.

vi. Enable TruStack Gina
If TruStack Gina is enabled, Windows Logon and Workstation Unlock can be done
with the device authentication, instead of password authentication. Unless you want
to replace the authentication method, the following procedure is not necessary.
To enable TruStack Gina, click the “Windows Logon Config...” button in TruGate

D.O.I-Net Co., Ltd. 20/44 TST-10-004E
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Configuration utility dialog box, then, launch Windows Logon Module Configuration
dialog box.

Windows Logon Module Confi

["] Enable TruStack Gina
TruStack Gina Configuration

Apply User Authenfication at Domain Logon

Apply User Authentication at Workgroup Logon

[

Figure 22 Windows Logon Module Configuration Dialog Box

After Windows Logon Module Configuration dialog box appears, check the “Enable
TruStack Gina” check box, and click the “OK” button.

Windows Logon Module Confi

nable TruStack Gina

TruStack Gina Configuration

Apply User Authentication at Dormain Logon

Apply User Authentication at Workgroup Logon

CDK )l Cancel

Figure 23 Windows Logon Module Configuration Dialog Box - enabled

For those who know this product well, the followings would indicate the detailed
configuration of each item on Windows Logon Module Configuration. Generally,
however, use this product without modification.
1) Apply User Authentication at Domain Logon
This feature will be valid if the “Enable TruStack Gina” check box is checked.
Here, the device authentication will be applied when logging on to the domain or
unlocking the workstation.
2) Apply User Authentication at Workgroup Logon
This feature will be valid if the “Enable TruStack Gina” check box is checked.
Here, the device authentication will be applied when logging on to the
workgroup and unlocking the workstation.

Note: If template enrolilment is not completed, the “Enable TruStack Gina”

check box will be automatically unchecked and saved.

D.O.I-Net Co., Ltd. 21/44 TST-10-004E
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vii. Unregister User
All of the information such as template, password and certification that are related to
the user will be deleted if the user is unregistered.
If you want to unregister a user, click the “Unregister User” button.
When the “Unregister User” button in TruGate Configuration utility dialog box is

clicked, the following Unregister User dialog box will be displayed.

ser Mame:

Select user to unregister

Unregister Al 0K

Figure 24 Unregister User Dialog Box

When Unregister User dialog box is displayed, select the user you want to unregister

from the “User Name” drop down list.

ser Mame: ——
~ Development

te
User on the sho taet 1

[ Unregister All ]t‘lﬂt—z _r

Figure 25 Unregister User Dialog Box - select user

Click the “Unregister” button after selecting the user you want to unregister.

User Name: [EDEVEmeent

Click Unregister button

q Inregister P[

Figure 26 Unregister User Dialog Box - unregister

When the user is successfully unregistered from the shown list, a message like
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below will be displayed. Unregistering of the user will be completed when the “OK”

button is clicked. If the “Cancel” button is clicked, the unregistering operation will be
cancelled.

ser Mame:

User on the shown list is unregistered
[ L.Inreg'tsterﬂll] | 0K ’ Cancel ]

Figure 27 Unregister User Dialog Box - unregistered from list

In order to unregister all of the users, click the “Unregister All” button.

ser Mame:

Select user to unregister

( Unregister All J 0K

Figure 28 Unregister User Dialog Box - unregister all users

A confirmation message like below will be displayed. Click the “Yes” button when
you really want to do so.

TruGateConfig

Figure 29 Message to confirm of unregistering all users

The following message will be displayed if all the users are unregistered from the
shown list successfully. After clicking the “OK” button, unregistering of all the users

will be completed. If you click the “Cancel” button, the unregistering operation will be
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cancelled.

Unregister User —3 [

ser Mame: [

Figure 30 Unregister User - unregister all of users from list

viii. License Registration

To register the product license, click the “License...” button in TruGate Configuration
utility dialog box.

When License Registration dialog box appears, click the “OK” button after entering
the product key you obtained separately in the edit box. If the “Cancel” button is

clicked, the license registration operation will be cancelled.

Figure 31 License Registration

If the verification of product key is successfully done, and the registration is normally
completed, the “License...” button on TruGate Configuration utility will disappear.
End Configuration Utility

After completing initialization, click the “OK” button to end TruGate Configuration

utility.
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Enroll Template... ] ’ Device Detect Config... ] -
Set Password... ] [Winduws Logon Cunﬁg...]

Unregister User... ]’ Database Config... ]

Status

Figure 32 TruGate Configuration Utility Dialog Box - end

b. Windows Logon via TruStack Gina
i. Logon
The following dialog box shows an example in the case of applying the generic USB
flash memory device plug-in.
After enabling TruStack Gina by Windows Logon Module Configuration on TruGate
Configuration utility, and if a Logon screen as follows is displayed after rebooting the
PC, select the target environment from “Logon To” drop down list, then enter the

user name in the “User Name” edit box.
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DESKTOP-CTEMFMM (this computer)

Select Device...

Logon

Please (re-)attach USB key

Figure 33 Windows Logon Screen - enter user name

After entering the user name, attach or re-attach USB flash memory to the PC, and if
PIN Authentication dialog box is displayed, authenticate the device by entering PIN.
In the case of using other authentication device, click “—” button, and authenticate it
according to the device authentication dialog displayed subsequently, such as a
fingerprint authentication dialog. The logon process will start after the authentication

is completed successfully.
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DESKTOP-CTEMFMM (this computer)

Select Device...

Logon

Please (re-)attach USB key

Figure 34 Windows Logon Screen — start authentication

Note: If “this computer” is selected for Logon To when trying to logon to

Windows by a Well Known User name, such as Administrator, the device

authentication dialog box will not be displayed, instead, the following Enter

Windows Logon Password dialog box will be displayed. If this dialog box pops

up, please click the “OK” button after entering the password.

Enter Windows Logon Password @

User Name: Administrator

Password: f S

Please enter Password

{ oK } Cancel

Figure 35 Enter Windows Logon Password Dialog Box
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ii. Select Device and Device Configuration

DESKTOP-CTEMFMM (this computer)

Select Device...

Logon

Please (re-)attach USB key

Figure 36 Windows Logon Screen — select device

If “Select Device” is clicked in the above screen, Select Authentication Device dialog

box as follows will be displayed.
r ™
Select Authentication Device ﬁ

Device Name: [ Flash @

Vendor Name: TRUSTACK

Figure 37 Select Authentication Device Dialog Box

L

If you need to use other authentication device than the default authentication device,
select your preferred authentication device from “Device Name” drop down list, then
click the “OK” button. To configure the selected device, click the “Config. Device...”
button before clicking the “OK” button.

Note: Please refer to the device plug-in user’s quide for the details of device

configuration.
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Then, click the “OK” button or “—” button in the previous screen.
iii. About Password Change

Note: If you want to change the password, please logon with the

administrative privilege of the local computer. It is necessary to change the

OS password and the TruGate password respectively.
1) Change OS Password
First, logon to Windows and type Ctrl + Alt + Del key.

Next, when management screen as follows is displayed, click the “Change a

Password”.

Lock

Switch user

Sign out

Change a password

Task Manager

Cancel

Figure 38 Management Screen

Next, when Change a Password Screen is displayed, enter the old password
and new password then click the “—” button.
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Change a password

bld password

New password

Confirm password

Create a password reset disk

Figure 39 Change Password Screen

2) Re-registration TruGate Password
Once OS password is changed, reregister the new password to TruGate
according to the “Password Registration” procedure described above before
logging on to Windows with the user name for which the password has been

changed.

c. Unlock Workstation by TruStack Gina

Unlock

The following dialog box shows an example in the case of applying the generic USB
flash memory device plug-in.

Once TruStack Gina is enabled by Windows Logon Module Configuration of TruGate
Configuration utility, and Computer Locked screen as follows is displayed when
Windows Lock is performed, attach or re-attach USB flash memory to the PC
according to the message, enter PIN if PIN Authentication dialog box pops up, then
execute the device authentication. In the case of using other authentication device,
click “—” button to start authentication. A device authentication dialog box depending
on each authentication device will be displayed subsequently. Execute the device

authentication.
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Workstation Lock will be unlocked after the device authentication is successfully

completed.

[ DESKTOP-CTEMFMM (this computer)

Select Device...

Figure 40 Unlock Computer Screen

Note: If “this computer” is selected for Logon To when trying to logon to

Windows by a Well Known User name, such as Administrator, Windows

Password entry will be required at Unlock Computer screen. Device

authentication dialog box will not be displayed depending on the device,

either.

d. Workstation Lock by Detachment of Authentication Device
If you want to perform Workstation Lock or Logoff at detaching the authentication device
such as a USB flash memory or a smartcard, you can do so by changing the Windows
configuration according to the following procedure.
i. Configure Local Security Policy
Type “Local Security Policy” into the search box, and launch the found it.
After Local Security Policy is launched, select “Security Option” from the left pane,

then double click on the “Interactive logon: Smartcard removable behavior” from the
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right pane.

| Local Security Polig o = |

File Action VNiew Help

&= | HEIXE =2 HE=

i Security Settings

: 4 Account Policies
4[4 Local Policies
4 Audit Policy

[#

Security Options

> [ Public Key Policies

» || Software Restriction Policies

» [ | Application Control Policies

| Metwork List Manager Policies

ed Seci

H g IP Security Policies on Local Compute
> [ Advanced Audit Policy Configuration

Ll 1

Policy

lzi| Interactive logon:
L] Interactive logon:
liie| Interactive logon:
Lie| Interactive logon:
L] Interactive logon:
lzi| Interactive logon:
liis| Interactive logon:
liie| Interactive logon:
1] Interachie

Display user information when the session...

Do not display last user name

Do not require CTRL+ALT+DEL

Message text for users attempting to log on
Message title for users attempting to log on
MNurmber of previous logons to cache (in c...
Prompt user to change password before e..

Require Domain Centroller authentication..,

Security Setting i
Mot Defined

Disabled

Disabled

10 legons

5 days
Disabled

m

L1 Microsoft network client: Digitally sign communications (if ...
[ Microsoft network client: 5end unencrypted passwerd to thi..
L] Microsoft network server: Amount of idle time required bef...

lz) Microsoft network server: Digitally sign communications (al...
lzig| Microsoft network server: Digitally sign communications (if ...
[t Microsoft network server: Disconnect clients when legen ho..,
lsie| Microsoft network server: Server 5PN target name validation...
1) Network access: Allow anonymous SID/Name translation

1) Network access: Do not allow anonymous enumeration of 5.
lzis| Metwork access: Do not allow anonymous enumeration of 5...

lzis| Network access: Do not allow storage of passwords and cre...

Enabled
Disabled

15 minutes

Disabled

Disabled

Enabled

Mot Defined

Disabled

Enabled

Disabled

Disabled v

4|

mn

Figure 41 Local Security Policy

After “Interactive logon: Smartcard removable behavior properties” is displayed,

select the operation you want to do from the drop down list, then, click the “OK”

button.
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-

-
Interactive logon: Smart card removal behavior Properties lilﬂ

Local Security Setting | Explain

j' Interactive logon: Smart cand removal behavior

P
[Nn Action ( hd l ’
No Action

Lock Workstation ‘

Force Logoff
Disconnect f a remote Remote Desktop Services session

) R

Figure 42 Smartcard Removable Behavior Properties

After returning to Local Security Policy, end it by clicking in the order of “File” — “Exit”
in the menu bar.

After the next Windows Logon, Workstation Lock or Logoff will be available by
removing the authentication device.

e. Database
In the case of the database service is running on the network or on the PC with TruGate
installed, and the ODBC driver is provided for that database service, you can utilize that
database instead of the TruGate default database for the authentication database.
Note: You need to create the database and table prior to configure the data source
(ODBC). The following shows the example of SQL Server 2008. If you use the other
database, please create the database and table by referring to the SQL script file.
i. Create Database

First, launch SQL Server Management Studio on the PC installed SQL Server, then
click the “Connect” button to connect the targeted SQL Server.
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5 §“me Server2008

Server type: [ Databaze Engine

SErvEr name:

Buthentication: [SC!L Server Authentication

Login: za

Pazzword: AR

Remember paszword
"' Cancel [ Help ] [ Cptions 2>

Figure 43 Launch SQL Server Management Studio

When SQL Server Management Studio dialog box is displayed, click in the order of
“File” — “Open” — “File”.

File | Edit Wiew Tools Window Community Help
47 Connect Object Explorer...
47 Disconnect Object Explorer
New »
| open » File... ctrl+0
Close et
ld Save Selected Items  Cirl+S ta¥ File Disconnected...
Save Selected Items As... ey Policy
@ saveal ctrl+shift+s ||
I Page Setup...
&§ Print... Ctri+P
Exit
Ready

Figure 44 Open SQL Script File

Next, if “Open File” dialog box is displayed, select the previously got the SQL script
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file, and then click the “Open” button.

Open File

Look in: R Bk E @ -~ X o *Tools~
N £l Ex0OE =3 HAZ
- | Integration Services Script Component
Desktop |1 Integration Services Script Task

| SQL Server Management Studio

|, Visual S
] Studio 2008
My Projects ‘ i Etmgate.sq\ '
A

My Computer

File name:

Files of type: All Files (*.%) Cancel

[ [

Figure 45 Select SQL Script File

After the SQL script file is loaded, modify the database file path in the pane

according to your environment, then click the “Execute” button.

File Edit View Query Debug Tools Window Community Help

 New Query | [0y | [y | &

%7 master

Object Explorer ugate.sql - steward.master (sa (53))| w X | Properties > IX
Connect- &7 27 1= Executejz [master] ~| Current connection parameters -
— GOC ol
& [3 steward (SQL Server 10.0.5520 - sa) /**%*** Object: Database [trugate] Script Date: 07/15/201| 418
[ Databases [ CREATE DRTABASE [trugate] = T i
[ Security ( NAME = N'trugate', FIL = 11'C:\Program Files\Microsoft |E D T
oG ction failu
3 Sarvar Ohjects LoE on —
3 Replication G(ONAME = H'trugate_log", FIL = N'C:\Program Files\Microf aps -
= me
3 Management ALTER DATAEASE [trugate] SET COMPATIEILITY LEVEL = 100 Name steward
[ SQL Server Agent zo -
EIF (1 — FULLTEXTSERVICEPROPERTY ('IsFullTextInstalled')) Rows returned 0
begin Start time
EXEC [trugate].[dbo].[sp_fulltext_database] @action = 'enabl: State Open
end B Connection
GO
ALTER DATABASE [trugate] SET ANSI NULL DEFAULT OFF Connection nam steward (sa) |
o B Connection Details
LLTER DATAERSE [trugate] SET ANSI_NULLS OFF Connection elap
GO Connection finisl
ALTER DATABASE [trugate] SET ANSI_PADDING OFF
0 — Connection rows 0
ALTER DATABASE [trugate] SET ANSI WARNINGS OFF Connection starl
GO Connection stats Open
ALTER DATAEASE [trugate] SET ARITHAEORT OFF Display name  steward
6o Login name sa
ALTER DATABASE [trugate] SET AUTC_CLOSE ON
co - Server name steward
BALTER DATABASE [trugate] SET AUTC_CREATE_STATISTICS CH Server version 10.0.5520
GO pIn 5 S
ALTER DATAEASE [trugate] SET AUTO SHRINK OFF ~| [Name
‘ L 3 The name of the connection.
4 Connected. (1/1) | steward (10.0 5P3) | sa (53) | master | 00:00:00 | 0 rows
Ready Ln4 Col 9 cho INS

Figure 46 Execute SQL Script

If you succeeded to run the SQL script file, the trugate database as shown below is

created.
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‘ File Edit View Debug Tools Window Community Help

SR Newquery |y |y |5 | & | H

Comnect- | #3 83 w T E &
ENe]steward (SQL Se
= (4 Databases
® [3 System Databases
1 [,

1 Database Diagrams

= C3 Tables
(3 System Tables
dbeo.profiles
dbo.templates
dbo.users

3 Views

3 Pregrammability
3 Service Broker
L3 Storage
3 Security

3 Security

3 Server Objects

3 Replication

[ Management

[® sqQL server Agent

EyE

Figure 47 Create trugate Database

ii. Configure Data Sources (ODBC)
Type “ODBC Data Sources (64-bit)” into the search box, and launch the found it.
When ODBC Data Source Administrator is launched, select “System DSN” and click

the “Add” button.
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'=.| ODBC Data Source Adr

§ | Drivers I Tracing I Connection Pooling I About |

System Data Sources:

Mame Driver <

Bemove

Canfigure. .

An ODBC System data source stores information about how to connect to
m; the indicated data provider. A System data source is visible to all users
= onthis machine, including NT services.

OK || Cancel || ook

Figure 48 Launch ODBC Data Source Administrator

Create New Data Source dialog box will be displayed. Select the ODBC driver of
your database, and click the “Finish” button.

Create New Data Source

Select a driver for which you wart to set up a data source.

Mame 0

| Microsoft Paradooc-Treiber (".db )
il 3 Microsoft Text Driver (“bd; *.csv)
Microsoft Text-Treiber (*td; “.cav)
Microsoft Visual FoxPro Driver
Microgoft Visual FoxPro-Treiber
kbl
<

4 I F

— = g =D

m. |

[

1

Figure 49 Create New Data Source

When Create a New Data Source to SQL Server wizard is displayed, enter the new
data source name and the SQL server name in the “Name” edit box and the “Server”
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edit box respectively. Then, click the “Next” button.

P

Create a Mew Data Source to SQL Server

Thig wizard will help you create an ODBC data source that you can use to
connect to SQL Server.

What name do you want to use to refer to the data source?

How do you want to describe the data source?

Description:  data source for trugate

Which SQL Server do you to?
§enrer:< steward| > -

et 1D Goca ] [ o

Figure 50 Create a New Data Source to SQL Server Wizard - basic configuration

Next, specify the SQL server authentication method. Click the “Next” button after

specified.

Note: If you choose “With Integrated Windows authentication”, you need to

grant the logon users the read/write rights to the trugate database.
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Create a New Data Source to SQL Server _ﬂ.

How should SQL Server verify the authenticity of the login 1D?

() With Integrated Windows authentication.

(Vith SQL Server authentication using a login ID and password
ered by the user.

Connect to SQL Serverto obtain default settings for the
additional corfiguration options.

> T s | [

Figure 51 Create a New Data Source to SQL Server Wizard - authentication method

When the database configuration page is displayed, check the “Change the default
database to:” check box, and select the trugate database previously created from

the drop down list. Then, click the “Next” button.

Create a New Data Source to SQL Server _ﬂ.

hange the default database to:

Mirror server:

SEN for mirror server (Optional):

[] Attach database filename:

Use ANSI quated identifiers.
Use AMNSI nulls, paddings and wamings.

> T D s | [

Figure 52 Create a New Data Source to SQL Server Wizard - default database
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Next, the detail configuration page will be displayed. Click the “Finish” button.

Create a New Data Source to SQL Server m

[CliChange the language of SOL Server system messages to3

Japanese

[ Use strong encryption for data

Perform translation for character data

Use regional settings when outputting cumency, numbers, dates and
D limes.

[ 5ave long running queries to the log file:

CAUsers" ADMINI™1"AppData*Local Temp G LUE Erro

Long query time {milliseconds): | 20000

[7] Log ©DBC driver statistics to the log file:
CAUsers" ADMINI™1"AppData*Local\ Temp . STA

> o | [t

Figure 53 Create a New Data Source to SQL Server Wizard - detail configuration

The ODBC Microsoft SQL Server Setup dialog box will be appeared. Click the “Test

Data Source...” button.

ODBC Microsoft SQL Server Setup [
A new ODBC data source will be created with the following
configuration:

Microsoft SQL Server Mative Client Version 10.00.5500 -

Data Source Mame: ds_trugate

Data Source Description: data source for trugate
Server: steward

lJge Integrated Security: No

Database: trugate

Language: (Default)

Data Encryption: No

Trust Server Cerificate: No

Multiple Active Result Sets{MARS): Mo
Mimor Server:

Translate Character Data: Yes

Log Long Running Queres: No

Log Driver Statistics: Na

Use Regional Settings: No

Uge ANSI Quoted Identifiers: Yes

IJse ANSI Mull, Paddings and Wamings: Yes

<: Test Data Source... > [ QK ” Cancel ]

Figure 54 ODBC Microsoft SQL Server Setup Dialog Box

Then, the SQL Server ODBC Data Source Test dialog box is displayed, click the “OK”
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button. If you

failed the test, redo the data source creation.

_
SQL Server ODEC Data Source Test S

Test Results
Microgoft SQL Server Mative Client Yersion 10.00.5500 -
Running connectivity tests...
Attempting connection
Connection established
Verfying option settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

Figure

55 SQL Server ODBC Data Source Test Dialog Box

If you succeeded to create the data source and return to the ODBC Data Source

Administrator, the newly added data source will be listed up as shown below

User DSM | System DSM | File DSM | Drivers I Tracing I Connection Pooling I About |

System Data Sources:

Add...

5QL Segyer Native Client 10.0 Remove

Canfigure. .

An ODBC System data source stores information about how to connect to
the indicated data provider. A System data source is visible to all users
on this machine, including NT services.

OK || cCancel || ook

Figure 56 Finish ODBC Data Source Administrator
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End of Document
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Questions to Trusted Stackware series product
D.O.I-Net Co., Ltd.

Zip Code: 190-0011

2-25-23 Takamatsu, Tachikawa, Tokyo JAPAN

E-Mail: info@doi-net.com

URL: https://www.doi-net.com/
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