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Disclaimers

1. D.O.I-Net Co., Ltd. shall not take responsibility for any direct and indirect damage caused by
the descriptions stated in this document or other injustices.

2. ltis not intended to consent to any rights including the patent rights of any third party or our
company with this document.

3. ltis prohibited to reprint or reproduce some or all parts of this document without permission.

4. D.O.I-Net Co., Ltd. may change the specifications listed in this document without a notice for

the purpose of improvement.

Company names and product names listed in this document are the trademarks of the companies
or the registered trademarks.

When you export these products, please follow the necessary procedures by confirming the
foreign exchange, foreign trade methods, and regulations such as the U.S. export control laws.
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1. Introduction
This User's Guide explains the operation of TruCSP produced by D.O.I-Net Co., Ltd.
(D.O.I-Net).

2. Operating Conditions
a. Supported OSs
Windows 10 32bit/64bit
Windows 11
Windows Server 2016
Windows Server 2019

b. Supported Authentication Framework

TruGate ver.5.0.10 or above

c. Applicable Authentication Devices

Depends on TruGate. For details, please refer to the TruGate User's Guide.

d. Necessary Device Plug-ins

Depends on TruGate. For details, please refer to the TruGate User's Guide.

e. Installation Requirements

TruGate must be installed.

f. Operational Requirements
TruGate must be installed and initially configured so that it can be used for authentication.
"Enabling TruStack Gina" is optional, but be sure to register the template for the
authentication device you will be using. For details, please refer to the TruGate User's
Guide.

3. Product Summary
a. Contents of Product
TruCSP consists of two modules: a certificate storage provider, TruStack Certificate
Store Provider (hereinafter referred to as TSCert), and a cryptographic service provider,
TruStack Cryptographic Service Provider (hereinafter referred to as TSCSP).
TSCert extends the certificate storage function provided by Microsoft CryptoAPI, and

D.O.I-Net Co., Ltd. 9/94 TST-10-013E
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works in conjunction with TruGate, an authentication framework product provided by
D.O.I-Net, to add authentication functionality to access certificates.

TSCSP is equipped with an API that is compliant with Microsoft CryptoSPI (System
Program Interface) and provides cryptographic services that comply with Microsoft CSP
standards. Like TSCert, TSCSP works in conjunction with TruGate, an authentication
framework product provided by D.O.I-Net, and is publicly available. This adds an
authentication function to access the private key pair storage location.

Note: TSCert and TSCSP use TruGate as an authentication framework. Please

prepare TruGate separately for use.

Package

2 types of installer packages are prepared; one for PCs with a single license edition, and

another for PCs with a volume license edition.

i. Single License Edition
This is a package mainly for personal users. It comes with the exe installer package.
The trial period is 1 month. No restrictions are set during the trial period.

ii. Volume License Edition
This is a package mainly for corporate users. It comes with the msi installer package.
You cannot uninstall it from "Apps and Features" of the OS installed on the PC.
Uninstall it from “Active Directory server” or “re-launched msi installer”. Either 32bit
version or 64bit version is available. The trial period is 3 months. No restrictions are

set during the trial period.

4. Restrictions and Warnings

1.
2.

The maximum size of a certificate that TSCert can store is just under 2KB after encoding.
TSCert cannot store multiple certificates. Only new writing or rewriting of a single
certificate is possible.

In TSCert, certificate revocation lists and certificate trust lists cannot be stored in the
TSCert vault.

When importing an existing certificate to the TSCert store using the OS's "Certificate
Import Wizard", select "Automatically select certificate store based on certificate type".

In TSCSP, the maximum length of public keys that can be stored is up to 1024 bits.
TSCSP does not allow storing multiple key pairs. Only a single key pair can be written to

or deleted.

D.O.I-Net Co., Ltd. 10/94 TST-10-013E
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5. Installation and Uninstallation Procedure
Note: Please check the Installation Requirements before installing TruCSP. In installing

and uninstalling, please log on with the administrator privilege of the local computer.

a. Installation
A dialog box shown below appears when you execute TruCSP Trusted Stackware Crypto

Service Provider.exe. Click the "Next" button.

"l TruCSP Trusted Stackware Crypto Service Provider Setup x

T

N\

Welcome to the TruCSP
Trusted Stackware Crypto
Service Provider Setup Wizard

The Setup Wizard will install TruCSP Trusted Stackware
Crypto Service Provider on your computer. Click ™Next”™ to
continue or "Cancel™ to exit the Setup Wizard.

< Back Cancel

Figure 1 Setup Wizard Welcome Dialog Box

Read "SOFTWARE LICENSE AGREEMENT" shown in the dialog box carefully, and click
the "l accept the terms in the license agreement" radio button if you agree, then click the

"Next" button.

D.O.I-Net Co., Ltd. 11/94 TST-10-013E
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8 TruCSP Trusted Stackware Crypto Service Provider Setup

End-User License Agreement

Please read the following license agreement carefully

SOFTWARE LICENSE AGREEMENT

IMPORTANT: READ CAREFULLY:

This End-User License Agreement ("Agreement™) is a legal agreement
between you (either an individual or a legal entity) and D.OI-Net Co., Ltd.
(*D.O-Met™) for the D.OI-MNet software product identified above, which
includes computer software and may include associated media, printed
materials, and “online™ or electronic documentation ("Licensed Product™).

()1 accept the terms in the License Agreement
© I do not accept the terms in the License Agreement

Advanced Installer

Figure 2 SOFTWARE LICENSE AGREEMENT

When the Setup Type dialog box is displayed, select the setup type according to your

usage environment.

8 TruCSP Trusted Stackware Crypto Service Provider Setup

Choose Setup Type
Choose the setup type that best suits your needs

Typical

Installs the most common program features. Recommended for
most users,

Custom

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
users,

Complete
All program features will be installed. (Requires most disk
space)

Advanced Installer

Figure 3 Setup Type Selection Dialog Box

Click the "Install" button unless you need to change. If you need to make some changes,

click the "Back" button and return to the dialog box where you want to make changes.

D.O.I-Net Co., Ltd. 12/94 TST-10-013E
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8 TruCSP Trusted Stackware Crypto Service Provider Setup

Ready to Install

The Setup Wizard is ready to begin the TruCSP Trusted Stadkware Crypto Service
Provider installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Advanced Installer

< Back Install Cancel

Figure 4 Ready to Install Dialog Box

During installation, the following indicator dialog box will be displayed.

8 TruCSP Trusted Stackware Crypto Service Provider Setup

Installing TruCSP Trusted Stackware Crypto Service Provi...

Please wait while the Setup Wizard installs TruCSP Trusted Stadoware Crypto
Service Provider, This may take several minutes.

Status: Removing applications

Advanced Installer

< Back Mext = Cancel

Figure 5 Installation Indicator Dialog Box

When installation is finished, the following installation completion dialog will be displayed.
Click the "Finish" button.

D.O.I-Net Co., Ltd. 13/94 TST-10-013E
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8 TruCSP Trusted Stackware Crypto Service Provider Setup x

R

\g

Completing the TruCsSpP
Trusted Stackware Crypto
Service Provider Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

< Back Cancel

Figure 6 Installation Complete Dialog Box

b. Uninstallation
Select “TruCSP Trusted Stackware Crypto Service Provider” from "Apps and Features"
of the OS.

The following is an operation example with Windows 11.

= Settings

Apps > Apps & features

n Tlps _ 8.00 KB
Microsoft Corporation | 8/9/2023

.2, TruCSP Trusted Stackware Crypto Service Provider 578 KB
.. 50100 | D.CJI-MetCo., Ltd. | 11/2/2023

Modify

Q TruGate Plugin for Flash

Uninstall
50100 | D.OJ-NetCo., Ltd. | 11/2/2023

b’ TruGate Trusted Stackware Windows Logon Module 284 MB

50100 | D.OJ-MetCo., Ltd. | 11/2/2023

#d4  Trulog Trusted Stackware Logging Service

146 MB
€ 50100 | D.OI-NetCo., Ltd. | 11/2/2023

Figure 7 Apps and Features Dialog Box

Then click “Uninstall”, and uninstall TruCSP following the message.

D.O.I-Net Co., Ltd. 14/94 TST-10-013E
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— . — ] *
= Settings
Apps > Apps & features
|
o Tps ; 92023 8.00 KB
Microsoft Corporation | 8/9/2023
-‘, TruCSf’ TrL..st.ec Stac_kwa'e Cr}rp.t_c? SE:\-‘ICE Provider 578 KB
5.0.10.0 | D.OJ-Net Co, Ltd. | 11/2/2023
This app and its related info will be
& TruGate Plugin for Flash uninstalled.
5.0.10.0 | D.C.I-Net Co, Ltd. | 11/2/2023
Uninstall
E’.‘,‘.” TruGa}e Tr..Js.tec Sta_ckware Wi n.c_z .owsﬂLog on Module 284 MB
50100 | D.OJ-NetCo, Ltd. | 11/2/2023
5-! TruLog Trusted Stackware Logging Service 1.46 MB
g 5.0.10.0 | D.OJ-Net Co., Ltd. | 11/2/2023 ’

Figure 8 Confirmation of Program Uninstallation Dialog Box

During uninstallation, the following indicator dialog box will be displayed.

TruC5P Trusted Stackware Crypto Service Provider

Please wait while Windows corfigures TuCSP Trusted Stackware
- Crypto Service Provider

Cancel

Figure 9 Uninstall Indicator Dialog Box

When uninstallation is completed, the indicator dialog box will disappear.

6. Operation
a. License Verification
The following popup message will be displayed during the trial period. If the message is
shown, click the “OK” button.

D.O.I-Net Co., Ltd. 15/94 TST-10-013E
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TruCSP Trial *

2 h Please register product key.

: Remaining trial period 31 days

Figure 10 Trial Period Message

Note: Trial period is 1 moth for the single license edition, and 3 months for the

volume license edition. You cannot use TruCSP after the trial period expires.

Please register the product key to use TruCSP continuously.

When the trial period is over, the dialog box as follows will be displayed. To keep using it,
enter the product key in the edit box, then click the “OK” button. To terminate the trial,

click the “Cancel” button, and uninstall TruCSP.

TruCSP Trial Period Expired *

Please uninstall, or Enter product key

! - - | ol
0K | Cancel |

Figure 11 Trial Period Expired Warning Message

b. How to confirm the registration status of TruCSP Certificate Store Collection
1. Afterinstalling TruCSP, reboot the system and log on to TruGate, or enable TruStack
Gina if you have not enabled it.
2. Start MMC, open the certificate console file you created, and start the certificate

console.

D.O.I-Net Co., Ltd. 16/94 TST-10-013E
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[& Console! - [Certificates - Current User\Personal\Personal\ TSCert]

@ File Action View Favorites Window Help

e 0z BE

Trusted Root Certification Auth
| Enterprise Trust
Intermediate Certification Aut]
7 Active Directory User Object
Trusted Publishers
. Untrusted Certificates
Third-Party Root Certification
7 Trusted People
Client Authentication |ssuers
Smart Card Trusted Roots

< >

(5 Certificates - Current User Object Type
~ [ Personal
| PersonalTSCert There are ne items to show in this view.
Registry

Actions
Persanal\TSCert

More Actions

Personal\TSCert store contains no certificates.

Figure 12 Launch Certificate Console

If you have not yet created a certificate console, follow the steps below to create

one.

(a) Right-click "Start" and then click "Run".

(b) When the "Run" dialog box appears, enter mmc and click the "OK" button.

=0 Run

= Type the name of a program, folder, document, er Internet
— resource, and Windows will open it for you.

pes

Open: | [ylyyle

QK Cancel

Browse...

Figure 13 Run mmc

(c) A console screen will be displayed.

D.O.I-Net Co., Ltd. 17/94
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[& Consolel - [Console Root]

&

New CtrieN
Open... Ctrl+0
Save Ctrl+§
Save As...

Add/Remove Snap-in... Ctri+M
Options...

1 services

2 secpol

3 devmgmt

Exit

[@ File Action View Favorites Window Help

Changes the options for the user and/or the snap-in console,

There are no items te show in this view.

Actions
Console Root
Moare Actions

&

Figure 14 Launch MMC

(d) From the console screen, select “File” - “Add/Remove Snap-in...”.

& Consolel - [Console Root]

New Ctrl+N
Open... Ctri+0
Save Ctrl+S
Save As...

Add/Remove Snap-in... Ctrl+M
Options...

1 services

2 secpol

3 devmgmt

Exit

@ File Action View Favorites Window Help

- o

& x

X

There are no items to show in this view.

Enables you to add snap-ins to or remeve them from the snap-in console.

Actions
Console Root
More Actions

Figure 15 Select Add or Remove Snap-ins

(e) When the Add or Remove Snap-ins screen appears, select "Certificates" from

the available snap-ins and click the "Add" button.

D.O.I-Net Co., Ltd.
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Add or Remove Snap-ins

Available snap-ins:

Snap-in endor

al
- .

-] ActiveX Control Microsoft Cor...
.-'-\uthorizah'on Manager Microsoft Cor...
@ Microsoft Cor...
o Compeonent Services Microsoft Cor...
E'é' Computer Managem... Microsoft Cor...

;.j}; Device Manager Microsoft Cor...
e Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...

“IFolder Microsoft Cor...

_: Group Policy Object ... Microsoft Cor...
.g IP Security Monitor Microsoft Cor...
.g IP Security Policy M...  Microsoft Cor...
Link to Web Address  Microsoft Cor...

Description:

Add =

Selected snap-ins:

[l console Root

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Edit Extensions...

Remove

Move Up

Move Down

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Cancel

Figure 16 Add Certificates Snap-in

() When the Certificates snap-in screen appears, select “My user account” radio

button and click the “Finish” button.

Certificates snap-in

(®) My user accourt
() Service account
() Computer aceourt

This snap-in will always manage certificates for:

< Back

Cancel

Figure 17 Certificates Snap-in

(9) When you return to the Add or Remove Snap-ins screen, click the “OK” button

to close the Add or Remove Snap-ins screen.
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19/94

TST-10-013E



Trusted Stackware series

Add or Remove Snap-ins

Available snap-ins:

Snap-in endor
=] ActiveX Control Microsoft Cor...
Authorizah’on Manager Microsoft Cor...
¥ Certificates Microsoft Cor...
o Compeonent Services Microsoft Cor...
E'é' Computer Managem... Microsoft Cor...
;.j}; Device Manager Microsoft Cor...
e Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
_bf Group Policy Object ... Microsoft Cor...
.g IP Security Monitor Microsoft Cor...
.g IP Security Policy M...  Microsoft Cor...
=] Link to Web Address  Microsoft Cor...
. ... Lo ... .o
Description:

Selected snap-ins:

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

[l console Root

_ﬁ}l Certificates - Current User

Edit Extensions...

Remove

Move Up

Move Down

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

care

Figure 18 Certificates Snap-in is selected

(h) When you return to the console screen, select "File" - "Save As...".

4=

2

~

<

New Curl+N
Open... Ctrl+0
Save Ctrl+S
Save As..

Add/Remove Snap-in..  Cirl+M
Options.

1 services

2 secpol

3 devmgmt

Exit

[& Console! - [Certificates - Current User\Personal\Personal\TSCert]

@ File Action View Favorites Window Help

Client Authentication |ssuers
Smart Card Trusted Roots

>

Saves a copy of the current console in a separate file.

Figure 19 Save Console as

There are no items to show in this view.

- o

X

"

Actions
Persanal\TSCert

More Actions

(i) When the Save As screen appears, type "Certificate" as the file name and click

the "Save"

button.

D.O.I-Net Co., Ltd.
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Librraries

&

This PC

@

Metwork

Save As

Save in: | Windows Administrative Tools v| (<] ¥ M-

*

Cuick access

Desktop

-~
Name Date modified

Mo iterns match your search.

€

File name: |Certificates| - |

Type

>

| Save |

Save as type: Microsoft Management Console Files ("msc)

Cancel

Figure 20 Save As File Name

3. When the Certificate console screen is displayed, right-click on the certificate and

select "View" - "Options".

a5

(5 Certificates - C
Personal

| Trusted Roc

" Enterprise

| Active Dire
Trusted Pul
| Untrusted (

Intermediz  ®

& Consolel - [Certificates - Current User\Perscnal]

@ File Action  View Favorites Window Help

Add/Remove Columns...

Large Icons
Small lcons
List

Detail

Options...

Customize...

There are no items to show in this view.

<

Third-Party HBSTT
| Trusted People

Client Authentication Issuers
% Smart Card Trusted Roots

)

View or change Certificates snap-in display options

Persanal

More Actions

Figure 21 Certificates View Options

4. When the View Options screen appears, select the "Logical certificate store" radio

button under "View mode” classification, check the "Physical certificate stores"

D.O.I-Net Co., Ltd.
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€S

checkbox,

and click the "OK" button.

Wiew Options

View mode
Organize view mode by:
(") Certificate purpose
(@) Logical certificate stores

Show the following:

[]Physical certificate stares
[] Archived certificates

Carce

Figure 22 Configure View Options

5. If you return to the console screen and TruCSP is displayed under the "Personal”

tree in the left pane, it is considered to have been successfully registered.

(5 Certificates - Cumrent User

v [ Personal

| PersonalTSCert
Registry

| Enterprise Trust
Trusted Publishers
. Untrusted Certificates

| Trusted People
Client Authentication

<

& Consolel - [Certificates - Current User\Personal\Personal\ TSCert]
@ File Action View Favorites Window Help
L ol ARs1 ol NS ARERE

HE
Object Type

There are no items to show in this view.

Trusted Root Certification Auth

Intermediate Certification Autl
| Active Directory User Object

Third-Party Root Certification

|ssuers

Smart Card Trusted Roots

>

Personal\TSCert store contains no certificates.

Actions
Persanal\TSCert

More Actions

Figure 23 Console — TruCSP added
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c. Get Digital ID by TruCSP
i. GetlID from Commercial CA

The following example uses VeriSign's Digital ID Services to store personal digital

certificates in TruCSP.

1. Please log on at TruGate or enable your authentication device if you have not
enabled TruStack Gina.

2. Launch your web browser and access VeriSign's Digital ID Services application
site.

E TEEOIC | RUY- Y EARETEERS | BESUY- Y - Windows Internet Explorer [-o-|[-E-| w23
@@v |® https://w... ~ & B... |"¢| X || Bing P~

g BRUCAD |35 g BTTOYA b v g Web ASAR Fv

-

ul

@ ZEREOEE | KUt | BB -0 & A3 t-I7E) - .
#i— L [HhiEEER]
«gnSlqn
L=
SYMANTEC
WRLY 2
BARETHE T b > @ E - 23 BAFETFIAS > ZHF O i
PRICAFIBZ ST 2L T ZHZEODHEIC

gkt — 3540 T - N — . :
S TEREE T 2 R LA CERTEN DI 7 (T, G 7T v PDCEss1
AT F A Class? 2005 —
¥ Tl SEEAB LU, BT O Subseriber Azreerment (FRETD 1757 TS
Fomy -t ED
FIRER GE) T2 70 Fed] b, AU A OREHTHD. kB F 3727 HEA TR, FaUbs
(20330 Stevens Creek Bhd, Cuperting, California) |23 2B R ER § 25 ymantec C
=35 AF 8 AR S
o FEASOEMEARL. s0BRITT.
o FAROEE CERAE —tHbWE A, (D—FIERO A NT-LEHYE

o SARRIY. BEARTIREL T Bl FRETINERITERIGEOY H 24

e T B Stk o = R Y T ITRRTE L 0 = S+ -
4 L 2

@ 15 —Fv b | REE—F: B fa v H100% ~

Figure 24 VeriSign Digital ID Request Site

3. When you click the "Apply" button, the page for selecting a web browser as
shown below will be displayed, so please select the web browser in which you
will use the electronic certificate. In this example, select Microsoft Internet
Explorer.
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/& Digital 1D Choice for Non Javascript - Windows Internet Explorer E@

@\J‘v ‘@ https://di... ~ %\f..‘@“’|’\|| Bing P~

i BRIEAD |93 @] BTITDY b ¥ g Web RS FFT... v

@ Digital ID Chaice for ... BB v ®m vy R—TP) > T-TF1(8) - ”
\fgriSign Enrollment

[iom: | e |
Choose Your Browser

Select the browser you would like to use with your Digital ID. To continue
with enrcllment

you must be using the same browser you select.
e
e Microsoft Intermet Explorer (Version 5 or higher)
e Mozilla Firefox (version 2 or higher)

@ Apple Safan

Copyright ® 2008, VeriSign, Inc. All Rights Reserved {I'isigll
Trust Network
N2 @ 15 —Fub | REE-—R: B fa v H100% ~

Figure 25 Web Browser Selection

4. |If a screen like the one below appears after selecting Microsoft Internet Explorer,
click the "Yes" button to continue.

-

Web PHEA0ER £S
i O Web B MME—H—DEHDICT SIS ORIEEET
~ LET.
https://digitalid.verisign.com /client/class1MS.htm
A—H—DHDICFoIAASETRECEI0ME. BEEND Web

B MEHICHR T 38ELNSDET-
CORIFREFFAILETAV

(FLA(Y)

Figure 26 Confirm proxy request for certificate

5. When you select a web browser, an application form page like the one below

will be displayed. Fill out the form according to the questions on the screen.
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/& Microsoft Class 1 Enrollment - Windows Internet Explorer \E]@
@\_/': |@ https://di... « EIV--|@“?"\H Bing P~
% BRCAD |5 g BT hd

@ Microsoft Class 1 Enr... i v B ~ O m v A-E)y T-IFA(S)~ ”

\fé‘iSign Enrollment
VeriSign™ Class 1 Digital ID5M

for Microsoft Internet Explorer

m

Step 1 of 4: Complete Enrollment Form

- Step 1: Complete Enoliment Form  Step 3: Pick up Digital 1D
Step 2: Check E-mail Step 4: Instell Digite! I

Important: f you are using Microsoft Windows Vista and Internet Explorer 7, depending on your
security settings, you may receive an error when viewing this page. To correct this error:

1. On the Tools menu, select Internet Options, then click the Security tab.

2. Click Trusted sites in the top frame, then click the Sites button.

3. Enter https:/idigitalid.verisign.com in the Add this website fo the zone box and click
Add.

4. Click Close and click OK.

5. Close all Internet Explorer 7 windows.

6. Open a new Internet Explorer 7 window and return to enrollment.

=5 @ 5 —Fy b | REE—F:BH A v H100% -

Figure 27 Digital ID Request Enroliment Form

6. First, enter your first name, last name, and email address to be included in your
digital certificate.

& Microsoft Class 1 Enrollment - Windows Internet Explorer E'@
@\J-:kg https:// ~ 0 |§‘+,‘AH Bing o -
% BICAD | 5 £ BTTOI v ] W -

@ Microsoft Class 1 Enr... i v B ~ O m v A-E)y T-IFA(S)~ ”

Important: If you are using Microsoft Windows Vista and Internet Explarer 7, depending on your
security settings. you may receive an error when viewing this page. To correct this error:

1. Onthe Tools menu, select Internet Options, then click the Security tab.

2. Click Trusted sites in the top frame, then click the Sites button.

3. Enter https:/idigitalid.verisign.com in the Add this websife fo the zone box and click
Add.

4. Click Close and click OK.

5. Close all Internet Explorer 7 windows_

6. Open a new Internet Explorer 7 window and return to enrollment.

m

Contents of Your Digital ID
Fill in all fields. Use only the English alphabet with no accented characters. This information is
included in your Digital ID and is available to the public.

First Name:
Nickname or middle initial allowed

Erterered
(example - Jack B.)
Last Name:
(example -- Doe) fesevered
Your E-mail Address: e e
(example - jbdoe@verisign.com) SRR KX
~—z @ F—Fubh | RET-F:BD A v H100% -

Figure 28 Contents of Digital ID

7. Next, enter the challenge phrase to be used for authentication such as reissuing
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a digital certificate.

/& Microsoft Class 1 Enrollment - Windows Internet Explorer

=N R

@\_/': |@ https://di... « %M.|@‘*"AH Bing
% BRCAD |5 g BTTOH ¥ g Web ZSTR Fr5.. ¥

@ Microsoft Class 1 Enr... i v B ~ O m v A-E)y T-IFA(S)~

p -

S

Challenge Phrase

This unique phrase protects you against unauthorized action on your Digital ID and should not be
shared with anyone. Do not lose it! It is required to revoke, replace, renew or set preferences for
your Digital ID.

Enter Challenge Phrase:
Do not use any punctuation. RN

Choose a Full-service Class 1 Digital ID, or a 60-day Trial Class 1 Digital ID

I'd like a one-year, full-service Digital
ID for only US$19.95 per year. @

I'd like to test drive a 60-day trial
Digital ID for free.

Does not include revocation, replacement, renewal or
coverage under the NetSure Protection Plan.

Billing Information

Your credit card will be charged US$19.95 when you click the Accept button below. All enrollment
and credit card information is transmitted through a secure sockets layer (SSL) connection using a
WeriSign Secure Server ID.

Card Type: Wisa -

=5 @ 5 —Fy b | REE—F:BH A v H100%

m

Figure 29 Challenge Phrase

8. Next, select the type of digital certificate you want to obtain. You can choose

between a paid digital certificate valid for 1 year or a free evaluation digital

certificate valid for 60 days. If you are using electronic certificates for the first

time, we recommend that you obtain an evaluation electronic certificate and try

it out.
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/& Microsoft Class 1 Enrollment - Windows Internet Explorer

=)
@\_/-:kg https://di v%\f..|@“"n” Bing P~
% BRCAD |35 &) BITHI v ] Web ASARFr5.. v
@ Microsoft Class 1 Enr... i v B ~ O m v A-E)y T-IFA(S)~ ”
Choose a Full-service Class 1 Digital ID, or a 60-day Trial Class 1 Digital ID i

I'd like a one-year, full-service Digital
ID for only US$19.95 per year.

I'd like to test drive a 60-day trial
Digital ID for free.

Does not include revocaticn, replacement, renewsl or )
coverage under the NetSure Protection Plan.

Billing Information
Your credit card will be charged US$19.95 when you click the Accept button below. All enrollment

and credit card information is transmitted through a secure sockets layer (SSL) connection using a E
WeriSign Secure Server ID.

Card Type: Wisa

Card Number:
Expiration Date: Month «  Year -
Name on Card:

Street Address:
If P.O. Box enter here.

=5 @ 5 —Fy b | REE—F:BH A v H100% -

Figure 30 Digital ID Selection

Next, enter your credit card payment information if you selected a paid
electronic certificate in the electronic certificate selection above. If you selected

the free evaluation digital certificate when making the selection above, you do
not need to enter this item.

D.O.I-Net Co., Ltd.
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/& Microsoft Class 1 Enrollment - Windows Internet Explorer

@\_/': |@ https://di... « %M.|@‘*"AH Bing P~

% BRCAD (& £ b1 B & -

@ Microsoft Class 1 Enr... i v B ~ O m v A-E)y T-IFA(S)~

Billing Information =
Your credit card will be charged US$19 95 when you click the Accept button below. All enrollment

and credit card information is transmitted through a secure sockets layer (SSL) connection using a
WeriSign Secure Server ID.

Card Type: Visa -

Card Number:

Expiration Date: Month »  ‘Year ¥

Name on Card:

Street Address:
If P.O. Box enter here.

m

Apartment Number:
City:
State/Province:
Zip/Postal Code:

Country: United Statss =

=5 @ 5 —Fy b | REE—F:BH A v H100% -

Figure 31 Billing Information

10. Next, when you move to the screen to select the cryptographic service provider
you want to use, select "TruStack Cryptographic Provider v1.0" from the

drop-down list.

/& Microsoft Class 1 Enrollment - Windows Internet Explorer \E]
@\_/': |@ https://di... « %M.|@‘*"AH Bing

% BRCAD (& £ b1 B & -

S

@ Microsoft Class 1 Enr... i v B ~ O m v A-E)y T-IFA(S)~

(Optional): Select The Cryptographic Service

If you have a domestic version of this browser you are offered an Enhanced Cryptographic option
which provides 1024-bit key encryption. The MS Base Cryptographic provider offers 512-bit key
encryption which is adequate for most applications today, but you may select the Enhanced option
if your browser offers this choice and you require the higher encryption strength. If you use a
specialized mechanism such as a smartcard, please select the appropriate provider as directed by
the manufacturer.

Cryptographic Service Provider

Microsoft Enhanced Gryptographic Provider v1.0 -
Name

Microsoft Base Gryptographic Provider v1.0
Microsoft Base Gryptozraphic Provider v1.0
Microsoft Base Smart Card Crypto Provider
Microsoft Enhanced Cryptoeraphic Provider v1.0

Additional Security for Your Private Ki u: saft Strong Oryptograghic Provider

We recommend that you protect the private key'a v 5
below will provide you with security options for your private key. Click Here for additional
information.

Check this Box to Protect Your
Private Key i

m

Digital ID Subscriber Agreement and Privacy Policy

You must read this subscriber agreement and privacy policy extract before applying for, accepting,
or using a Digital 1D (certificate). If you do not agree to the terms of this subscriber agreement and
privacy policy extract, do not apply for, accept, or use the Digital 1D (certificate).

=5 @ 5 —Fy b | REE—F:BH A v H100% -

Figure 32 Cryptographic Service Provider Selection
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11. Then check the "Protect private key" checkbox.

Note: In this example, there is no setting item for "key length", but if there

is an item for setting "key length" in other companies' CA services, be

sure to set it to 1024 or less.

& Microsoft Class 1 Enrollment - Windows Internet Explorer EI@

@u - |® https://di... = & \r..| I~ “‘" X | ‘ Bing

% BRCAD |35 &) BITHI v ] Web ASARFr5.. v

@ Microsoft Class 1 Enr... - > [ mm v APy T-IFA(S) -

p -

(Optional): Select The Cryptographic Service

If you have a domestic version of this browser you are offered an Enhanced Cryptographic option
which provides 1024-bit key encryption. The MS Base Cryptographic provider offers 512-bit key
encryption which is adequate for most applications today, but you may select the Enhanced option
if your browser offers this choice and you require the higher encryption strength. If you use a
specialized mechanism such as a smartcard, please select the appropriate provider as directed by
the manufacturer.

Cryptographic Service Provider

Name TruStack Cryptographic Provider 1.0 -

Additional Security for Your Private Key

We recommend that you protect the private key associated with your Digital ID. Checking the box
below will provide you with security options for your private key. Click Here for additional
information.

Check this Box to Protect Your
Private Key

Digital ID Subscriber Agreement and Privacy Policy

You must read this subscriber agreement and privacy policy extract before applying for, accepting,
or using a Digital 1D (certificate). If you do not agree to the terms of this subscriber agreement and
privacy policy extract, do not apply for, accept, or use the Digital 1D (certificate).

m

=5 @ 5 —Fy b | REE—F:BH fa v #100%

-

Figure 33 Protect Private Key

12. The Digital ID Subscriber Agreement and Privacy Policy is listed at the end of

the application form page. Please read the contents carefully and click the

"Accept" button if you agree.
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/& Microsoft Class 1 Enrollment - Windows Internet Explorer \E]@
@\_/': |@ https://di... « EIV--|@“?"\H Bing P~
9 BRCAD | s £ 8TTHYA -~ gl wWeb ASTRA FrS.. v

@ Microsoft Class 1 Enr... fi~ 8 -0 @~ A=3@) E-I74(8)~ ”

Digital ID Subscriber Agreement and Privacy Policy

You must read this subscriber agreement and privacy policy extract before applying for, accepting.
or using a Digital 1D (certificate). If you do not agree to the terms of this subscriber agreement and
privacy policy extract, do not apply for, accept, or use the Digital ID (certificate).

Glient ID Subscriber Agresment

If you click "I AGCEPT™ or download or use the Certificate, you
certify the following: I am not a

citizen, national or resident of, and am not under the contro
of , the zovernment of @ Cuba, Iran, Sudan

Iras, Libya, North Korea, Eyria, nor any other country to which
the United States has prohibited export.

I will not download or otherwise export or re-expart the
Certificate, directly or indirectly, Lo the ahove

ment foned countries nor to citizens, nationals or residents of A

Read GFE  Download CPS

If you agree to the terms of the Subscriber Agreement and Privacy Policy
Extract, please click ACCEPT to continue.

Accept Decline
Copyright & 2008, VeriSign, Inc. All Rights Reserved %;‘I'isigll
Trust Network
Nz @ 5 —Fy b | REE—F:BH g v H100% ~

Figure 34 Digital ID Subscriber Agreement and Privacy Policy

13. When you click the "Accept" button, an e-mail confirmation screen will appear
as shown below. If the e-mail is correct, click the “OK” button. If it is incorrect,
click the "Cancel" button and return to the application form page to make

corrections.

Web R—SHSOAYE— 555

'6' Confirm your e-mail address:
A 0000000

If your e-mail address is correct click OK, if not click CANCEL
and
correct it in the enrollment form.

If the e-mail address is not correct you will not be able to use
your Digital ID

[ Ok ] | Fr Al

Figure 35 Confirm E-Mail Address of Digital ID

14. If the authentication device is unavailable, or if another certificate and
public/private key pair are already registered in the storage area of the

authentication device, an error screen like the one below will be displayed.
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VBScript 53

The error: 8009000F occured in generating

certificate request

Figure 36 Digital ID Request Error Message

15. If an error like the one above occurs, click the "OK" button to display an
example page of the cause of the error like the one below.

Note: If an error occurs, check the status of the authentication device,

connect the authentication device, initialize the storage area, etc. (see

What to do when a certificate request error/import error occurs), and then

Please apply for the electronic certificate again.

‘€ Microsoft Class 1 Enrollment - Windows Internet Explorer =l
@'\_/' - |® https://di... ~ 5 \f..| b3 | "9| X || Bing Felhg

& BRCAD |35 Bl B8TTOYA LY B We

) Microsoft Class 1 Enr.. - B -

\/griSign' Error

Your Certificate Request Could Not Be
Generated

Your certificate request could not be ganerated. The most likely reasons for this
problem are:

+« You may be choosing the wrong CSP or hardware USB token is not

plugged in. If you are using hardware USE token, make sure the token is

connected. Also be sure to select the correct Cryptographic Service Provider

Mame from the drop—down list.

You may be running Windows 95 without logging on. If vou did not

provide a password after vou started Windows 93, vou have no means of

protecting yvour private key. Windows 95 does not allow vou to generate a

certificate request in this case. Please logoff and logon again, and then enrcll

for the Digital ID.

+« You did not choose to run the Enrollment ActiveX control When loading
the enrollment page, vou should have seen a “ Security Warning” dialog for a
prograrm digitally signed by Microseft Of vou did not see this dialog see the next
poirt belows. This program is required to enrcll for a certificate and is safe to
run on your computer and it's authenticity is proven by the digital signature on
the program which was verified when vou saw the dialog

|« You mav have turned Active Content off. The enrcllment page usesan 7

A=z @ s —Fu b | BEE-FEH fa v W 100%

Figure 37 Example of Reasons for Digital ID Request Error

16. If your electronic certificate application is successful, you will be redirected to an

e-mail confirmation page as shown below.
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/&€ Digital 1D Enroliment - Windows Internet Explorer == Eoh <

@O' |® https://di... = & V..| b “‘,‘ X | ‘ Bing Lo -

% BREAD |5 E)BTITDHA v B Web ASARAFFS... ¥

‘@j Digital ID Enrollment | o~ > ] dm v ARy E-TF(8) v >
\/griSign' ‘ Digital ID Services

Step 2 of 4: Check E-mail

Step 1: Complete Enrollment Form  Step 3: Pick up Digital 1D
* Step 2: Check E-mail Step 4: Install Digital ID

You should receive an e-mail from the Digital ID
Center within the hour at the e-mail address you
entered in the enrollment form. It will contain
instructions for installing the Digital ID.

Copyright ® 2000, VeriSign, Inc. All Rights Reserved %Slgll
Trust Network
o @ (25 —Fvw b | REE-F: B v H10% v

Figure 38 Check E-Mail

17. When the above screen appears, wait a while, then start the mailer and check
the email from VeriSign. If your electronic certificate application is successfully

accepted, you will receive an e-mail from VeriSign as shown below.

EEE Trial Class 1 VeriSign Digital ID Pickup Instructions

**[f vou did not enroll for a Digital ID through VeriSign please do not follow the
instructions below for picking up the ID##*

QUICK INSTALLATION INSTRUCTIONS

To assure that someone else cannot obtain a Digital ID that contains vour
name and e—mail address, you must retrieve vour Digital ID from
VeriSign's secure weh site using a unique Personal Identification

Number (PIN).

Be sure to follow these steps using the same computer you used to
begin the process.

Copy vour Digital ID PIN
Your Digital [D PIN is:

Go to VeriSign's secure Digital ID Center
https./ /digitalid verisign com/enrollment/mspickup htm

Paste (or enter) your Digital ID PIN
Then select the SUBMIT button to install
your Digital ID.

That's all there is to it!

INTERNATIONAL CUSTOMERS: International customers may be able to
ohtain local service and support from a VeriSign Affiliate.
Please visit http.//wwwverisign.com/international/class1 html.

o e L e

Figure 39 Accepted Digital ID Request by VeriSign
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18. Next, click the link to the Digital ID Center shown in the e-mail above. When the
Pick up Digital ID page shown below is displayed, copy and paste the Digital ID
PIN received in the e-mail into "Digital ID Personal Identification Number (PIN):"

on the page, and click the "Submit" button. .

'€ pickup Digital ID - Windows Internet Explorer =
(I~ [@htpsiai. ~ Gv][m[4]x]|= sing o~
w BRICAD |5 g1 ETToHbv gl W 3. ¥

@ Pickup Digital ID B~ B - ®m o STy E—TFr(5) - ”

VeriSign Digital ID Services

Step 3 of 4: Pick up Digital ID

Step 1: Complete Enrcliment Form * Step 3: Pick up Coede Signing 1D
Step 2: Chedk E-mail Step 4: Install Cede Signing 1D

When picking up your ID, use the same machine and browser used for
enrollment.

The Personal Identification Number (PIN) is needed to complete this step. It was contained in an e-
mail message sent immediately after the enrollment form was submitted.

This was sent from VeriSign Customer Support Department to the e-mail address entered in the
enroliment form.

Copy the PIN number from the e-mail, paste (or enter) it into the box below, and click SUBMIT.

After the PIN is submitted, generating the Digital ID will take up to three minutes. Do not interrupt
the browser until there is a response.

Enter the Digital ID Personal
Identification Number (PIN):

The Digital ID PIM is listed in the confirmation e-
mail that was sent from the Digital ID Center.

Copyright ® 2001, VeriSign, Inc. All Rights Reserved vg:l'iSigll
Trust Network
Lo @ 15 —Fv b | REE—F: B fa v ®|100% -

Figure 40 Digital ID Personal Identification Number (PIN)

19. Once the Digital ID is successfully generated, you will see the Install Digital ID
page shown below. Check the displayed information, and if it is correct, click the

"Install" button to install.
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/& Certificate Download - Windows Internet Explorer =n| Wl <
@n\‘/- > |@ https:/di. ~ 3 \f..| b | "9| x| = Bing L~
9k BRICAD |95 g BTTOH b v g\ Web ASAAFvrS5.. v
@ Certificate Download M~ B - ooy R—T(E) vy E-IFT(S)~ ”
VériSign Digital ID Services
Step 4 of 4: Install Digital ID
Step 1: Complete Enrcliment Form Step 3: Pidk up Digital 1D
Step 2: Chedk E-mail * Step 4: Instsll Digital 1D

Your Digital ID
Your Digital ID®™ has hesn successfully generated.

Organization = VeriSign, Inc.

Organizational Unit = VeriSign Trust Network

Organizational Unit = www.verisign.com/repository/RPA Incorp. by Ref.,LIAB.LTD(c)98
Organizational Unit = Persona Not Validated

Organizational Unit = Digital ID Class 1 - Microsoft

Common Name =

Email Address =

Please click on the "Install” button to the right to install ———————
@ the Digital ID. METALL

Copyright ® 2001, VeriSign, Inc. All Rights Reserved vg:l'iSigll
Trust Network
sz @ v —Fu b | BEE-F: BB A v ®100% ~

Figure 41 Install Digital ID

20. If a screen like the one below appears after clicking the "Install" button, please

click the "Yes" button to continue.

Web 747 A0 X
i Z@ Web B MO —H— OO0 ICT LS OERFESRT
L LFT.
https://digitalid.verisign.com fcgi-bin/sophia.exe
IA—H DN TSRS TRFTE 30, B Web

B MEHICHR T 38ELNSDET-
CORIFREFFAILETAV

G N

Figure 42 Confirm additional certificate

21. If the device authentication screen is displayed, perform device authentication.
22. If the digital certificate installation is successful, the digital certificate usage
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settings page shown below will be displayed.

& Microsoft Class 1 Enrollment - Windows Internet Explorer E@
@\J‘v ‘@ https://di... ~ EV‘@“1|,\|| Bing P~
9% BRICAD A

»

@ Microsoft Class 1 Enr.. -8 -

\féj‘ltslgn' Digital ID Services

What Do You Do Next?
AOL Instant Messenger Users

The latest release of AIM (5.2 and up] allows you to send and receivz
encrypted instant messages using your Digital IC,

To use your new Digital ID with AIM, follow these directions,

You've successfully installed your Digital ID into Microsoft Internet Explorer and
are now ready to start securing your e-mail through Dutlook Express or Dutloak
2000. To help you get started quickly, follow the instructions below:

Assoclate a Digital ID With Your E-mall Account
Microsoft Outlook Express:

Selsct Accounts from the Tools menu, then the Mail tab,

Select your Mail account, cick the Properties button, select the Security tab,
Check the box "Use a digita 10 when sending secure messages fram", then
click tke Digital ID buttan,

4. Select the certificate you want to use to digitally sign you- e-mail.

o e

= @ 15 —Fub | REE-—R: B fa v H100% -

Figure 43 Configuration for Digital ID Usage

23. To check the installed digital certificate, select "Tools" - "Internet Options" from
the Internet Explorer menu bar.

/& Microsoft Class 1 Enrollment - Windows Internet Explorer
@\_/': |@ https://di... « EV|@‘*"AH Bing
JrOUF) EE(E) FR(V) BECADA) AILF(H)

% BRCAD o B HTIOU b v gy  IEOBEDOHIED)... CurlsshifteDel
@ Certificate Download N B InPrivate 5.2 ?) Ctrl+Shift+P
Weris ign Digital = e e Curshit+#
My FFwT JOwH(P) b
AOL Instant Messenger Users SmartScreen -1 )15 —HE(T) v
7R OER(A)

The latest release of AIM (5.2 anc EHEER(V)
encrypted instant messages using

To use your new Digital 1D with AT

1= E) 3
You've successfully installed your Digi Windows Update(U)

are now ready to start securing your ¢

2000. To help you get started quickly, | REEY—IL(L) F12

Assoclate a Digital 1D With Your E-me A& —Fy b AT232(0)

Microsoft OQutlook Express:
1. Salect Accounts from the Tools menu, then tha Mail tab,
2. Select your Mail account, cick the Properties button, select the Security tah. L
4. Check the box "Use a digita 1U when sending secure messages from", then 1

click tre Digital ID button,
4. Select the certificate you want to use to digitally sign you- e-mail.
=5 @ 5 —Fy b | REE—F:BH A v H100% -

Figure 44 Launch Internet Options
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24. When the Internet Options screen appears, select the “Content” tab.

AvH—zw b ATz

R =

bRz | I5A0e- | mey |8 | Jodss | s |

F—b AT
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WIEOA—JEERC) EEREE) | [ EOkERE

— 8577 ). FREE, Cookis. (RTEENEAAT— K, B Web T2 —L
DEHEAFRLET.

[C]8# T iR DR ESHIRR T 200

[ RO, |[ #=© |

fex
() RROBENSHITEEELIY.

P

27

%}'fﬂjqjﬂj Web A —UOFETHIEESRELE EBRET

FHA
[ & [ =30 | [ 7avkw | [2-¥—@ehE |
(oK [ &Feen ][ @mw

Figure 45 Internet Options Dialog box

25. When the Internet options display changes to content, click the "Certificate"

button.
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Figure 46 Show Contents

26. When the certificate screen appears, select the certificate you just installed and
click the "View" button.

RS 5
BN [szaT -]

@A | (FnaA | HRISERAEE | {5385, — FSEOREE | {SHRENARTL | 1S8R BT |

FITHE HEiTE

VeriSign Class 1 Individua...

Fl A

(Aofi=FD.. | [TEAR-HD.) [ BB | EEEE )
SEAEME
D547 L B A MOREE EEILTP b VAT L
)

Figure 47 Confirm Digital ID

27. When the certificate information screen shown below is displayed, please check
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that the information matches what you applied for.

SRS Ex=|

g EWEZORE

cOSIMEOHE -
«UE—b TeE1-2-(C ID %308RES
+EFA-ILEREETD

FEfTE:
FEfTH- VeriSign Class 1 Individual Subscriber CA - G2

HIbEARE 2011/ 067 20 M5 20127 06419
T COSIBASICAIC R ES — £ R T,

FEITEDAT - bALHE

Figure 48 Information of Digital ID

28. Once the confirmation is complete, close each screen to exit.
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ii. Get Certificate from Windows CA
The following is an example of storing a personal digital certificate in TruCSP from a
CA configured in Active Directory.
To request a certificate from a CA in Active Directory from the client PC's certificate
console, an enterprise CA must be configured on the server PC's OS.

Note: If the existing CA is a standalone CA, you cannot directly request a

certificate from the CA in Active Directory from the certificate console of the

client PC. In that case, request a certificate via the Windows CA's Certificate

Services web page (http://servername/certsrv), just as you would from a

commercial CA.
1) Configuration of CA

1. Log on to the server PC as an enterprise administrator.

2. Select "Start" - "Server Manager".

T e ”

Windows Server

Azure Data Studic
]
(= > 22
-
Windows Windows

Microsoft Edge Server Manager  PowerShell PowerShell ISE

Microsoft SQL Server 2019

Microsoft SQL Server Tools 18~ 6- g

Windows

Administrativ... Task Manager Control Panel

Search =
A | | ™

Event Viewer File Explorer

Server Manager

Settings

Windows Accessories
Windows Administrative Tools

Windows Ease of Access

Figure 49 Launch Server Manager

3.  When the Server Manager screen appears, click Add Role.
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P Server Manager

@~  Server Manager * Dashboard MONN R
i Dashboard WELCOME TO SERVER MANAGER
B Local Server
Wi Al Servers .
. “ Configure this local server
E® ADCS )
il ADDS QUICK START
= DNS 2 Add roles and features
B File and Storage Services P 3 Add other servers to manage
o IS
WHAT'S NEW —
4 Creal r group
5 Connec jer to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Rolesi5 | Server groups: 1 | Servers total: 1
E® ADCS 1 i ADDs 1
@ Manageability @ Manageability
Events. Events
Senvices Services
Performance Performance
BPA results BPA results

Figure 50 Server Manager Dashboard

4. When the Add Roles and Features Wizard screen like the one below
appears, check the items in "Before you begin" and if there are no
problems, click the "Next" button.

&= Add Roles and Features Wizard

- O X

Befo e you beg | n DESTINATION SERVER

steward.evaluation.doi-net.com

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, ar
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

=
]
o

Insta Cancel

Figure 51 Add Roles and Features Wizard

5. When the “Select Installation Type” page appears, check the “Role-based
or feature-based installation” radio button and click the Next button.
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&= Add Roles and Features Wizard - O X
. . . DESTINATION SERVER
Select installation type steward evluation ok net com

Select the installation type. You can install roles and features on a running physical computer or virtual

Befor
machine, or on an offline virtual hard disk (VHD).

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous Insta Cancel

Figure 52 Select Installation Type

6. When the “Select Destination Server” page appears, select the target

server from the server pool and click the Next button.

&= Add Roles and Features Wizard - O X
. il DESTINATION SERVER
Select destination server e e e

Select a server or a virtual hard disk on which to install roles and features.

Select a server from the server pool
Select a virtual hard disk

Server Pool

Filter: ‘

Name 1P Address Operating System

steward.evaluation.doi-n... 192.168.2.2 Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous Mext > Insta Cancel

Figure 53 Select Destination Server

7. When the "Select Server Roles" page appears, check the "Active Directory

Certificate Services" checkbox and click the "Next" button.
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Select server roles

Befora You Bagin

&= Add Roles and Features Wizard

Select one or more roles to install on the selected server.

O X

DESTINATION SERVER
steward.evaluation.doi-net.com

Roles Description
[ Active Directory Federation Services Active Directary ﬁﬁﬁ]ébﬁ—t} (AD
[ Active Directory Rights Management #—£ 2 = ];'Aéi%’_ifi?w{)fifﬂ‘:ﬁlfT
/] Active Directory FA4Y #-FZ (Installed) AREERITLLY, ThETETIH
[ Active Directory 54 b9z4 + F1L7R) #-F2 I-ERLET.
] DHCP #—/i-
| DNS #-/{- (Installed)
] Fax #-y0=
[] Host Guardian -FA
[] Hyper-v

[] MultiPaint Services
(W] Web #—/{~ (IIS) (22 of 43 installed)
] Windows Server Essentials T7AKUTYA
[] Windows Server Update Services
[ Windows EE#-t2
7 LS

W] TrAl F-EALERESF-E (2 of 12 installed)
O Ya-h STEYAZES-EA
O uT-+ 7742

Cancel

Figure 54 Select Server Roles

8. If you check the "Active Directory Certificate Services" checkbox, a

confirmation screen for adding the following functionality will be displayed.

If you are satisfied, click the “Add Features” button to continue.

B Add Roles and Features Wizard

Add features that are required for Active Directory ZF

BAEY-EA?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 -+ H-)-EBY-I
4 FEEEY-
4 Active Directory SFASH-EA Y-Il
[Tools] AL FRREEEY-I

Include management tools (if applicable)

|Add FeatureséH Cancel ‘

*

Figure 55 Add Features Confirmation

9. When the “Select Features” screen appears, check the items and if there

are no problems, click the "Next" button to continue.
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Add Roles and Features Wizard

Select features

Select one or more features to install on the selected server.

Features

v O

 [W] .NET Framework 4.6 Features (4 of 7 installed)
[ BitLocker K54
] Bitlocker &y 7-7 Oy/7880:

[ BranchCache

[ Direct Play

[ Fabric Management FB® VM Y=ILE ¥=)i
[ HTTP 0¥ YEZ L% RPC

[ 10 Quality of Service

[ us iRAR=Tsk% Web 17

[ 1P PELAZE (IPAM) #-/(-

[ isNs /- #-£2

[] LPRA-F £25-

[] Management ODats IIS $£3
[ MultiPoint Connector

] NEs 75470k

[ RAS BIRTA—Sv-EEZFuh (CMAKQ
[] RDC (Remote Differential Compression)
[ Simple TCP/IP Services

< Previous Next > Instal

DESTINATICN SERVER
sweward.evalustion.doi-net.com

Description

NET Framework 3.5 [1. &7
- AVF-TTAAB, 1-F-0
RORE, -LLATRERE
EWESHR TOEREETY o atke
BRUTITIT-YavREETEIR
LWWF4/0%E, NET Framework 20

APl DENGERLEBASDESD.

Cancel

Figure 56 Select Features

10. If you check the "Active Directory Certificate Services" checkbox, the

computer name and domain membership confirmation screen shown

below will be displayed. If you are satisfied, click the “Next” button to

continue.

&= Add Roles and Features Wizard

Active Directory Certificate Services

- O X

DESTINATION SERVER
steward.evaluation.doi-net.com

Active Directory Certificate Services (AD C5) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the camputer name, join @ domain, or promaote this
server to a domain controller, complete these changes before installing the CA. For more
information, see certification authority naming.

< Previous

Insta Cancel

Figure 57 Active Directory Certificate Services

11. When the "Select Role Services" page is displayed, check the "Certification

Authority Web Registration" checkbox to use the certificate service web

page, and click the "Next" button.
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&= Add Roles and Features Wizard - O X
Select role services  DESTINATION SERVER
- A steward.evaluation.doi-net.com

Before You Begin Select the role services to install for Active Directory SERSH-ER
Role services Description
AREE SEFRE Web ST, FHSOER
O A¥54 LARwS- DEF. EHSEHNUAL (CRL DR
O #9b0-7 FI{AZEH—ER . Av-t 7-FEHSE0E 0
O SESOZSE Web H-F2 EHL Web 1UF-J112E
[ EES0BEM- Web $-£2 g

Confirmation

< Previous Mext > Insta Cancel

Figure 58 Select Role Services

12. If the optional feature is not installed in advance and "Certification Authority
Web Registration" is checked, the screen shown below will be displayed. If
everything is OK, click the “Install” button to continue.

Add Roles and Features Wizard — [m] x
Confirm installation selections e

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed con this page because they have
been selected automatically. if you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory SEEASH-E2
EARE

Role Services

- ELRAES Web 288

UE-h #-/{-E=Y-I
mEEEY-I
Active Directory EEEASH-ER U-Ib
ARARETEEY-)

Export configuration settings
Specify an alternate source path

< Previous Next > Install Cancel

Figure 59 Confirm Installation Selections

13. Then, when the “Setup Type” page appears, select the setup type
according to your network configuration and click the “Next” button.
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& AD CS Configuration — O X

DESTINATION SERVER
Setup Type steward.evaluation.doi-net.com
Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS o issue or manage

certificates.

Prival

e CA

Cryptography ) - . . -
Jeregraeny Enterprise CAs must be domain members and are typically online to issue certificates or

certificate policies.

O Standalone CA
e Database Standalone CAs can be members or a workgroup or domain, Standalone CAs do not require AD
DS and can be used without a network connection (offline).

Confirmation

More about Setup Type

Figure 60 Setup Type

14. When the "CA Type" page is displayed, select the CA type you want to set

up and click the "Next" button.

[ AD CS Configuration — [m] *
DESTINATION SERVER

steward .evaluation.doi-net.com

Specify the type of the CA

When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

O Subordinate CA
Subordinate CAs require an established PKl hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

Confirmation

More about CA Type

Figure 61 CA Type

15. When the "Private Key" screen appears, select the "Create a new private

key" radio button and click the "Next" button.
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[ AD CS Configuration

Private Key

Credentials

- ] X

DESTINATION SERVER
steward .evaluation.doi-net.com

Specify the type of the private key

To generate and issue certificates to clients, a certification authority (CA) must have a private key.

@ Create a new private key
Use this option if you do not have a private key or want to create a new private key.

() Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Select a certificate and use its associated private key

Select thi:
import a

fyou have an existing c
and use its associated

te on this computer or if you want to

Select an existing private key on this computer

Select this op you have retained private keys from a previous installation or want to

use a private key

¥
om an alternate source.

More about Private Key

Figure 62 Private Key

16. Next, the “Cryptography for CA” page is displayed. Set the CSP, hash
algorithm, key length, etc. you want to use, and click the "Next" button.

[ AD CS Configuration

Cryptography for CA

- ] X

DESTINATION SERVER
steward .evaluation.doi-net.com

Specify the cryptographic options

Select a cryptographic provider: Key length:
RSA#Microsoft Software Key Storage Provider v || 2048

Select the hash algorithm for signing certificates issued by this CA:
SHA256
SHA3E4
SHAS12

SHAT
MDS

[[] Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography

< Previous

Figure 63 Cryptography for CA

17. When the “CA Name” page appears, optionally type the unique CA name
you want to generate in the Common Name for this CA edit box and click

the “Next” button.
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[ AD CS Configuration — [m] *

DESTINATION SERVER
CA Nalne steward .evaluation.doi-net.com

Specify the name of the CA

Type a commeon name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
be modified.

Common name for this CA:

|evaluation-sTEWARD-CA

Distinguished name suffix:

DC=evaluation,DC=doi-net, DC=com

Preview of distinguished name:

CN=evaluation-STEWARD-CA,DC=evaluation,DC=doi-net, DC=com

More about CA Name

Figure 64 CA Name

18. When the “Validity Period” page appears, select the validity period if
necessary and click the “Next” button.

[ AD CS Configuration — [m] *
Lo R DESTINATION SERVER
\/a||d \t}" Pe r Od steward .evaluation.doi-net.com

Credentials Specify the validity period

Role Services

Select the validity period for the certificate generated for this certification autherity (CA):
5 Years v

CA expiration Date: 11/13/2028 4:26:00 PM

The validity period configured for this CA certificate should exceed the validity periad for the
certificates it will issue.

Confirmation

More about Validity Period

Figure 65 Validity Period

19. When the “CA Database” screen appears, change the location if necessary.
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[ AD CS Configuration — [m] *
DESTINATION SERVER
CA Data baSe steward .evaluation.doi-net.com

Specify the database locations

Certificate database location:

CAWindowstsystem32\CertLog

Certificate database log location:

C:\Windows\system3Z\CertLog

cate Database

Confirmation

More about CA Database

Figure 66 CA Database

20. When the “Confirmation” page appears, confirm that there are no issues

and click the “Configure” button to continue.

[ AD CS Configuration — [m] *
. . DESTINATION SERVER
Confirmation steward. evaluation.doi-net.com

To configure the following roles, role services, or features, click Configure.

{{#) Active Directory Certificate Services

Certification Authority

CA Type: Enterprise Root

Cryptographic provider: RSA#Microsaft Software Key Storage Provider

Hash Algorithm: SHA256

Key Length: 2048

Allow Administrator Interaction: Disabled

Certificate Validity Period: 11/13/2028 4:26:00 PM

Distinguished Name: CN=evaluation-STEWARD-CA DC=evaluation,DC=doi-
net DC=com

Certificate Database Location:  C:\Windows\system32\CertLog

Certificate Database Log C\Windows\system32\CertLog

Location:

Certification Authority Web Enrollment

< Previous Next > Configure Cancel

Figure 67 Confirmation

21. When the installation is complete, the “Results” page is displayed. If a

problem occurs, eliminate the cause and install again.
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[ AD CS Configuration — [m] *
DESTINATION SERVER
F\’ESUHS steward .evaluation.doi-net.com

The following roles, role services, or features were configured:
(%) Active Directory Certificate Services

Certification Authority Q Configuration succeeded

CAC

More about CA Configuration

Certification Authority Web Enrollment @ Configuration succeeded
More about Web Enroliment Configuration

Figure 68 Results

22. Click the “Close” button to return to Server Manager, confirm that Active

Directory Certificate Services is added to Roles, and exit.

Fa Server Manager - ] *

(9 ~  Server Manager * AD CS

IH¥ Dashboard
§ Local Server Available Memory

@ All Servers

5% ADCS p B @A~ v

i ADDS

Server Name  Counter Status  CPU Alert Cou

= DNS
W§ File and Storage Services b STEWARD  Off
oI5

ROLES AND FEATURES

All roles and feat TASKS ¥
o v [ =
Server Name  Name Type Path
STEWARD Active Directory SFF@4-£2 Role Active Directory S5
STEWARD  ZE3WE3 Role Service Active Directory
STEWARD  SISREE Web 28 Role Service Active Dirsctory S84 -1 T\ EHRE Web 218

Figure 69 Confirm Server Manager

23. Next, select "Start" - "Windows Administrative Tools" - "Certification
Authority".
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l Windows Administrative Tools

IEH Active Directory Administrative C...

Windows Server

i Active Directory Domains and Tr...

2 Active Directory Module for Win...
Active Directo
Active Directory Users and Com... ‘

ADSI Edit

es and Services

Windows

Certification Authority

Component Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

DNS

Event Viewer

24. When the “Certification Authority console” screen appears,

Server Manager

Administrativ...

3

> A
-

Windows

PowerShell

™

Task Manager

Windows

n m

Event Viewer File Explorer

Figure 70 Certification Authority

"Certificate Templates" from the left pane.

PowerShell ISE

Control Panel

select

File Action View Help
e%|7n|d=H

'____'o‘J certsrv - [Certification Authority (Local)\evaluation-STEWARD-CAN Certificate Templates] —

:__pJ Certification Authority (Local)
v @i evaluation-STEWARD-CA
| Revoked Certificates
| Issued Certificates
_| Pending Requests
_| Failed Requests
| Certificate Templates

Mame

& Directory Email Replication

5 Domain Controller Authentication
] Kerberos Authentication

 EFs Recovery Agent

5 Basic EFS

5 Domain Contraller

5 Web Server

= Computer

] User

5 subordinate Certification Authority
| Administrator

Intended Purpose

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...

Encrypting File System, Secure Email, Cl...

<All=
Microsoft Trust List Signing, Encrypting...

Figure 71 Certification Authority console

25. When the list of issued certificate templates is displayed in the right pane,
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click the right mouse button on "Certificate Templates". When the pop-up

menu appears, select “Manage”.

;},J certsrv - [Certification Authority (Local)\evaluation-STEWARD-CA\ Certificate Templates] —

File Action View Help
e #|ci=H

__ﬂj Certification Authority (Local)
v @i evaluation-STEWARD-CA
| Revoked Certificates
| Issued Certificates
_| Pending Requests
~| Failed Requests
_| Certificate Templater

Mame

)| Directory Email Replication

5 Domain Controller Authentication
5 Kerberos Authentication

HEFs Recovery Agent

& Basic EFS

Manage i
New >
View >

fication Authority
Refresh

Export List...

Help

Intended Purpose

Directery Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...

Encrypting File Systern, Secure Email, Cl...

<All>
Microsoft Trust List Signing, Encrypting...

Starts Certificate Templates snapin

Figure 72 Manage Certificate Templates

26. When "Manage" is selected, the “Certificate Templates Console” screen

shown below will be displayed.

H Certificate Templates Consele
File Action View Help
=@ E= B

< >

T Certificate Templates (steward.e|| Template Display Name

1] CA Exchange

&l CEP BESHE

& EFs EfET T b

& B«hangel*‘f*

&l Exchange RISy b (ATFER)
] Exchange EE0H

& Ipsec

& 1PSec (ATFAVER)

1 Kerberos 325F

& OCSP HENER

& RAS B 145 T —)T—

& web H—) T

& fOASTEERLES

& I1-FES

& -5

[l W e B

& A7k -k oA

& FALANEF A LT3
& B2 o—5—

& F e arh0—-5—maEs
&1t

& 1 —-(hAGh)

& 1--2L0H

& L—5— (A IFAER)

& JL— HEEPRHAE

& 7-927 23R

&l FRImZERREERE

G EEUADESR

5 B EFS

<

S A R U AP O

Schema Version

Version Inteni * || Actions
1060  Privat
41
6.1
71
41

Mare Actions

1100 Client
1010 QCsP
1010 Cliend

1050  KeyR

1150  Dired

1100 Client

100,12 Encry.

1010 Client

Manages certificate templates that can be used by enterprise certification authorities (CAs) on the network

Certificate Templates (steward evalu... &

3

Figure 73 Certificate Templates Console

D.O.I-Net Co., Ltd.

51/94

TST-10-013E



Trusted Stackware series

27. When the “Certificate Templates Console” screen is displayed, click the
right mouse button on "User" in the right pane. When the pop-up menu

appears, choose “Duplicate Template”.

[ Certificate Templates Console - m] x
File Action View Help

e=|mEE=H

5 Certificate Templates (steward.e|| Template Display Name Schema Version Version Intem * || Actions
& CA Exchange 2 1060  Privat || Certificate Templates (steward.evalu...
&l CEP ESSHE 1 41 More Actions 4
& EFs EHET - Y1k 1 6.1
& Exchange 1—t— 1 7.1 a1-H- -
& Bxchange BRI -1 b (ATF42ER) 1 41 Mere Actiens »
1 Exchange ERDFH 1 6.1
& IPSec 1 a1
& PSec (A TF4EF) 1 71
& Kerberos $B5F 2 1100 Clieni
& 0CSP [FENER 3 1010 OCSP
& RAS B 1A H—)(— 2 1010 Client
& Web H—/T— 1 a1
& F-EHEI-TIzb 2 1050 KeyR
& JOASERAmAE 2 1050
H -2 1 3.1
& aa-5- 1 5.1
& 27—k h—f1-H- 1 1.1
& 27—k h-ROdE> 1 6.1
& T MNEFA=I LT -2 2 1150 Dired
& kx> 3vha-5— 1 44
& A 3 0-F-0RF 2 1100 Client
&
FaH Duplicate Template ' 002 Encry
F1-Y- AiTasks > 1 41
r-5- ! 41
& L—ME Froperties I 51
& 7-923 Help H 1010 Client
& FIO L | 51
@ AL 1 31
& B eFs 1 31 v

< P AIR Y >

Using this template as a base, creates a template that supports Windows Server 2003 Enterprise CAs

Figure 74 Duplicate Template

28. When “Duplicate Template” is selected, the “Properties of New Template”
screen as shown below will be displayed. Select “Compatibility” tab, and

select the template version you need according to your usage environment.
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Properties of Mew Template X
Subject Mame Server Issuance Requirements
Superseded Templates Extensions Security

Compatibility  General Request Handling  Cryptography  Key Attestation

The template options awailable are bazed on the earliest operating system
wersions set in Compatibility Settings.

[A] show resulting changes

Compatibility Settings
Certification Autharity

‘Windows Server 2003 e

Certificate recipient

Windows XF / Server 2003 w
These settings may not prevent earlier operating systems from using this
template .

Cancel Apply Help

Figure 75 Properties of New Template - Compatibility

29. Next, select the "General" tab and enter any name (in this example,
User(Custom) and User(Custom)) in "Template Display Name" and
"Template Name" respectively. Change the validity period and renewal

period if necessary.

Properties of New Template *
Subject Mame Server |ssuance Requirements
Superseded Templates Extensions Security

Compatibility ~ General  Request Handling = Cryptopraphy  Key Attestation

Template display name:

[1-#-thanlp

Template name:

[1-H-0hak

Walidity period: Renewal period:

l:l YEAFE e ljl weeks e

F'ublish certificate in Active Directory

Do not automatically reenroll ifa duplicate certificate exsts in Active
Dire ctory

Figure 76 Properties of New Template - General

30. Next, after selecting the "Cryptography" tab, set the "Minimum key size" to
1024 or less, select the "Requests can use any provider available on the

subject's computer" radio button, and click the "Apply" button. After that,
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click the "OK" button.

Note: If you want to limit the CSP choices available to end users, click

the "Requests must use one of the following providers" radio button.

In that case, TruCSP must be installed on the server PC in advance. If

you wish to use this type of usage, please contact us.

Properties of New Template *
Subject Mame Server Issuance Requirements
Superseded Templates Extensions Security

Compatibility  General  Request Handling  Cryptoeraphy ey attestation

SateEory Legacy Cryptographic Service Provider

tithm name: Determined by CSP

Minimum key size: 1024

Choose which cryptographic providers can be used for requests
(W) Requests can use any provider avsilable on the subject's computer
(_) Requests must uze one ofthe following providers:

roviders:

[Microsaft Base Cryptographic Frovider v 0 A
[Microsaft Baze DES and Diffie-Hellman Cryptographic Provider
[Microsaft DH SChannel Cryptographic Provider

MMicrosoft Enhanced Cruotorraphic Provider wi 0 s

Determined by CSP

Use alternate signature format

Figure 77 Properties of New Template - Cryptography

31. When you return to the “Certificate Templates Console” screen, select

"File" - "Exit" from the menu bar to finish creating the certificate template.
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& Certificate Templates Console - O X
File Action View Help
Options... H
Exit steward.e|| Template Display Name Schema Version Version Intent # || Actions

JH CA Exchange 2 1060 Privat Certificate Templates (steward.evalu... «
] CEP BESHE 1 41 More Actions N
H eFs EEI -T2 b 1 6.1
3 Exchange 1—H— 1 71
5 Exchange BT TV b (ATFAVER) 1 41
£ Exchange BEOFH 1 6.1
£ 1Psec 1 a1
& IPSec (47542 FR) 1 71
13 Kerberos $23F 2 1100 Client
A oCsP FEDES 2 1010 OCSP
£ RS BEF1AS Y—JT— 2 1010 Client
A Web t—)T— 1 41
& F-EEr-sIvh 2 1050  KeyR
£ JOREEEANERA 2 1050
HI-kE8 1 31
Fifn 7 R B2 1 51
& 2v-h -k 14— 1 1.1
& 2v—bh—-kOodA 1 8.1
HFLINEFA-L LT3 2 150 Dired
& EXA -5 1 41
& B> Ih0-5-0 2 1100 Client
-t 1 31
15— (A5 L) 4 10072 Encry
HI1-Y-EL20s 1 41
HIL—5— # TR 1 a1
A JL— NETERREES 1 5.1
& )-527 23R 2 1010 Client
& FRInIFEALE 1 5.1
2SI MBS 1 31
T EAEFS 1 3.1 v

< > <€ >

Quits the program and prompts to save documents.

Figure 78 Exit Certificate Templates Console

32. When you return to the “Certification Authority console” screen, click the
right mouse button on "Certificate Templates". When the pop-up menu

appears, select "New" - "Certificate Template to Issue”.

Tl certsrv - [Certification Authority (Local)\evaluation-STEWARD-CA\Certificate Templates] — O X
File Action View Help
€| x|d=|H

-'___RJ Certification Authority (Local) Mame Intended Purpose

v al E\.fE|LIEtIDI'1-STEW.A.RD-CA )| Directory Email Replication Directory Service Email Replication
| Revoked Certificates . _— . _— .
= | d Certificat F Domain Controller Authentication Client Authentication, Server Authentic...
~ ssue. ertmeates E‘ Kerberos Authentication Client Authentication, Server Authentic...
_| Pending Requests R
—_— H EFs Recovery Agent File Recovery
_| Failed Requests T Basi . ’
| Certificate Templater Basic EFS Encrypting File System
Manage s Client Authentication, Server Authentic...
Coamne Al o ocaio
New > Certificate Template to Issue . Server Authentic...

View > Encrypting File System, Secure Email, Cl...
fication Authority <All=

Refresh Microsoft Trust List Signing, Encrypting...

Export List...

Help

Enable additional Certificate Templates on this Certification Authority

Figure 79 Issue Certificate Template

33. When the “Enable Certificate Templates” screen is displayed, select the
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certificate template created earlier (in this example, User(Custom)) and
click the "OK" button.

8" Enable Certificate Templates x

Select one Certificate Template to enable on this Certification Authority.

klote: [fa certificate template that was recently created does not appear on this list, you may need to wait until
information about thiz template has been replicated to all domain controllars.

All ofthe certificate templates in the organization may not be awvailable to your CA.

For more information, see Certificate Template Concepts,

Mame Intended Purpose Ll
E RAS and |AS Serwer Client Authentication, Server Authentication

E Router (@ffine request) Client Authentication

E Smartcard Logon Client Authentication, Smart Card Logon

E Smartcard User Secure Email, Client Authentication, Smart Card Logon

E Trust List Signing Microsoft Trust List Siening

@ User Signature Only Secure Email, Client Authentication

@ ‘Workstation Authentication Client Authentication

@ 1~-t- 4] Encrypting File 5 ure Email, Cliant Authen ti %

Gance

Figure 80 Enable Certificate Templates

34. When you return to the “Certification Authority console” screen, confirm
that the certificate template selected in the previous section (in this
example, User(Custom)) has been added to the list of issued certificate

templates, and select "File" from the menu bar. - Select "Exit" to finish the

settings.
Ll certsrv - [Certification Authority (Local)\evaluation-STEWARD-CA\ Certificate Templates] - O *
File Action View Help
Options... E
Exit “(Local) MName Intended Purpose
v al e_\_rm:anokn_dblct:?RDt{A B 1-Y—(hA4L) Encrypting File System, Secure Email, Cl...
- | e\rodec r:f'l |:a & | Directory Email Replication Directory Service Email Replication
- pssuj ER e :5 F Domain Controller Authentication Client Authentication, Server Authentic...
ending Requests
— Failed Rgequqests E‘ Kerberos Authentication Client Authentication, Server Authentic...
= Certificate Templates  EFs Recovery Agent File Recovery
- 5 Basic EFS Encrypting File System
E‘ Domain Controller Client Authentication, Server Authentic...
5 Web Server Server Authentication
& Computer Client Authentication, Server Authentic...
] User Encrypting File System, Secure Email, Cl...
ubordinate Certification Authort <All>
| Subordi Certification Authori All
] Administrator Microsoft Trust List Signing, Encrypting...

Quits the program and prompts to save documents.

Figure 81 Exit Certification Authority console
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2) Request for Certification
1. Login to the client PC using TruGate, or enable the authentication device if

TruStack Gina is not enabled.
2. Launch MMC, open the “Certificates console” file you created earlier, and

start the Certificate console.

@ Consolel - [Certificates - Current User\Personal\Personal\ TSCert]

<

| Trusted Root Certification Autl
" Enterprise Trust

7 Intermediate Certification Aut|
| Active Directory User Object

| Trusted Publishers

7 Untrusted Certificates

| Third-Party Root Certification
| Trusted People

| Client Authentication lssuers

7 Smart Card Trusted Roots

>

%@ File Action View Favorites Window Help - &%

= |nm Ak BE

(5 Certificates - Current User Object Type Actions

M _pf.;;;immcm There are no items to show in this view. PR B -
| Registry More Actions »

Personal\TSCert store cantains no certificates.

Figure 82 Launch Certificates console

3.  When the “Certificate console” starts, right-click on "TSCert" in the left pane,
and when the pop-up menu appears, select "All Tasks" - "Request a New

Certificate...".
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[@ Certificates - [Certificates - Current User\Personal\Personal\TSCert]
& File Action View Favorites Window Help
e|am ol BE

[ Certificates - Current User
v [ Personal

| Personal\TS =t
I Registry
Trusted Root C
Enterprise Trusl

Object Type

Find Certificates...
- All Tasks > Find Certificates...
~| Intermediate C View > Request New Certificate...

| Active Director

l New Window from Here Import...

7| Trusted Publisk

“| Untrusted Cert New Taskpad View... Advanced Operations >
Third-Party Rox

“ Third-Party Ro s Export Store...

7| Trusted People

7| Client Authent Export List...

7| Smart Card Tru Help

< >

There are no items to show in this view.

Request a new certificate from a certification authority (CA) in your domain

Personal\TsCert

More Actions

Figure 83 Request New Certificate

4. Follow the steps below to register the certificate.

(&) When the "Before You Begin" page appears, check the contents and

click the "Next" button.

Cal Certificate Enroliment

Before You Begin

Before requesting a certificate, verify the following:

Your computer is connected to the network

You have credentials that can be used to verify your right to obtain the certificate

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Cancel

Figure 84 Certificate Enroliment — Before You Begin

(b) When the "Select Certificate Enroliment Policy" page appears, click

the "Next" button.
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) Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator

Active Directory Enrollment Policy

Configured by you

Next Cancel

Figure 85 Certificate Enroliment — Select Certificate Enrollment Policy

(c) Next, when the " Request Certificates" page is displayed, first select
the certificate template newly issued by the CA (in this example,
"User(Custom)"), and then click the "Details" button. .

- (m] X
Ll Certificate Enroliment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.

Ad:rvebire(tbry Enroliment Policy

[[) Basic EFS i) STATUS: Available Details v
[Juser i) STATUS: Available Details v
Ma-¥-thasL) i) STATUS: Available Details v

[[] Show all templates

Figure 86 Certificate Enroliment — Request Certificates

(d) When the details of "User(Custom)" are expanded, click the
"Properties" button.
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Cal Certificate Enroliment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

click Enroll.
[Juser ) l/ STATUS: Available Details v A
Ma-¥-hasL) i) STATUS: Available Details ~
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key encipherment
Application policies: Encrypting File System

Secure Email

Client Authentication
Validity period (days): 3650

Properties

[[] Show all templates

Figure 87 Certificate Enroliment — Details

(e) When the “Certificate Properties” screen appears, click the “Private
Key” tab.

Certificate Properties *

General Subject Extensions Private Key Certification Authority  Signature
A friendly name and description will make it easier to identify and use a certificate.
Friendly name:

Description:

Cancel Apply

Figure 88 Certificate Properties

(H When the “Private Key” page appears, click the "Cryptographic
Service Provider" bar to display the cryptographic service provider
selection screen. Check the "TruStack Cryptographic Provider v1.0"

checkbox and uncheck all other cryptographic service provider
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checkboxes.

Certificate Properties *

General Subject Extensions Private Key  Certification Authority  Signature

Cryptographic Service Provider ~
A CSP is a program that generates a public and private key pair used in many
certificate-related processes.

Select cryptographic service provider (C5P):

[] Microsoft Enhanced Cryptographic Provider v1.0 (Encryption)

[ Microsoft Enhanced DSS and Diffie-Hellman Cryptographic Provider
(Encryption)

[] Microsoft Enhanced RSA and AES Cryptegraphic Provider (Encryption)
[] Microsoft RSA SChannel Cryptegraphic Provider (Encryption)
[ TruStack Cryptegraphic Provider v1.0 (Encryption)

[ Show all C5Ps
Key options v

Key type <

Cancel Apply

Figure 89 Certificate Properties — Private Key

(@) Next, click on the "Key Options" bar to display the options, then set
"Key Size" to 1024 or less, and check the "Make private key
exportable", "Allow private key to be archived”, and "Strong private key
protection" checkboxes. Click the "OK" button.

Certificate Properties *
General Subject Extensions Private Key  Certification Authority  Signature
[] Microsoft Enhanced Cryptographic Provider v1.0 (Encryption) Nl
[ Microsoft Enhanced DSS and Diffie-Hellman Cryptographic Provider
(Encryption)
[] Microsoft Enhanced RSA and AES Cryptegraphic Provider (Encryption)
[] Microsoft RSA SChannel Cryptegraphic Provider (Encryption)
[ TruStack Cryptegraphic Provider v1.0 (Encryption) w
[ Show all C5Ps
Key options ~
Set the key length and export options for the private key.
Key size: | 1pp4 v
Make private key exportable
[ Allow private key to be archived
Strong private key protection
Key type <
v
Cancel Apply

Figure 90 Key Options
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(h) When you return to the “Request Certificates” page, click the “Enroll”
button.

[ Certificate Enroliment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

click Enroll.
[Juser i STATUS: Available Details v A
Ma-¥-hasn) i) STATUS: Available Details
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key encipherment
Application policies: Encrypting File System

Secure Email

Client Authentication
Validity period (days): 3650

Properties

[[] Show all templates

Figure 91 Enroll Certificate

(i) When enrollment is executed, a “Certificate Installation Results” page
is displayed. When the certificate enroliment is successfully completed,
a success message will be displayed in "Status" as shown in the figure
below. Finally, click the "Finish" button to finish.

- a X
5] Certificate Enrollment
Certificate Installation Results
The following certificates have been enrolled and installed on this computer.
. Dlr“mwsnro" p— Ohcy ..........................................................................................
2=H=(hARL) J STATUS: Succeeded Details[¥]

Finish

Figure 92 Certification Installation Results

Note: If an error occurs, check the status of the authentication device,
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connect the authentication device, initialize the storage area, etc. (see

What to do when a certificate request error/import error occurs), and

then Please request the certificate again.

5.  When you return to the “Certificates console”, confirm that the requested
certificate has been generated in the "Active Directory User Objects" -
"User Certificates" - "Certificates" folder.

Certificate - [Certificates - Current User\Active Directory User Object\User Certificate)\ Certificates] — O *
File Action View Favorites Window Help
L AR]CallEY

¥ Certificates - Current U | |ssued To

- 8 X

Issued By Actions

v [l Personal =i [ evaluation-STEWARD-CA || Certificates a
| PersonahTSCert

| Registry Mare Actions
| Trusted Root Certific
~| Enterprise Trust

| Intermediate Certific
~ [ | Active Directory Use
w [ | User Certificate
| Certificates
| Trusted Publishers
| Untrusted Certificat
~| Third-Party Root Ce
~| Trusted People
| Client Authenticatic
| Smart Card Trusted |

Figure 93 Confirm Generated User Certificate - AD

6. Similarly, confirm that the certificate is displayed in the "Personal"
"TSCert" - "Certificate" folder.
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Certificate - [Certificates - Current User\Personal'\Personal\TSCert' Certificates]

File Action View Favorites Window Help
L2 ARl (RERRERETN 7)os
G Certificates - Current U] |ssued To - lssued By Actions

v [ Personal =) evaluation-STEWARD-CA || Certificates
~ || Personal\TSCert

| Certificates

| Registry

| Trusted Root Certific

~| Enterprise Trust

| Intermediate Certific

~ [ | Active Directory Use

w [ | User Certificate

| Certificates

| Trusted Publishers

| Untrusted Certificat

~| Third-Party Root Ce

~| Trusted People

| Client Authenticatic

| Smart Card Trusted |

More Actions »

< > <€

Personal\TSCert store contains 1 certificate.

Figure 94 Confirm Generated User Certificate - Personal

7. Once confirmed, select "File" - "Exit" from the “Certificate console” screen

to exit.
Certificate - [Certificates - Current User\Personal] - O e
File Action View Favorites Window Help - 8 X
4= Mew Ctrl+N
5 Open... Ctrl+O Actions
Save Ctrl+5S
Personal -
Save As...
Maore Actions 4
Add/Remove Snap-in... Ctrl+M
Options...
1 Certificate
Exit
o murieu roupe

| Client Authenticatio
| Smart Card Trusted |

€ > <€

Quits the program and prompts to save documents.

Figure 95 Exit Certificate console
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d. How to apply TruCSP to Application
The following is an example of how to configure Outlook Express to use a certificate
obtained by specifying TruCSP as the CSP type in an application.

1. Please log on at TruGate.

2. Start Outlook Express and select "Tools" - "Accounts" from the menu bar.

¥ Dutlook Express El@lril
FiME REE w0 Rl At AR ar
b a b5y ¥
- S FHTRMA
AMOES | ERT | somm }
T ®  PELAEE Cipl+Shdi+B o
ﬂ Cudlook Express
=@ 04 epd Aortr=3 Jh=JWED
TR 0 Windowes: s serger
o R
AT 7L PP ). el -0 ARl £
& RRERATA 7 i 4z, SHENET, mohgEl, TR
& Far ;mﬁnwattm?g:
(B 1ot =2i0prst RS PR
T,
2-\_ Eiiﬁﬁ-
Za-A5R—F
MRt .
EEEID) - x

Figure 96 Launch Outlook Express

3.  When the Internet Accounts screen shown below appears, select the "Mail" tab.

{2k Pt

FAT (4 | 223 | FolaH) 4—£2 A
Tt Hin i AIFEE
2 Ackive Dirsciory FAlAH H=F2 0=Aik TUT k01—
Bgfoct LR —Fob. TaLOH H-F3 0=k TUF o k-
A=l BRE) [RFEeT Ak L RN
VeriSagn A Lelt=a Fql0 R H=E2, O=Aik TYF Fabo—. i =
WhoWhers 420 =3_ Fql0 R H=F2 O0=Aik IYF Faba= [ CoR-bg. |
IhaA-HEL
B OIEE G

Figure 97 Internet Accounts Dialog

4. When the content of the Internet Accounts screen changes to Mail, select the

account that uses the electronic certificate and click the "Properties” button.
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Airbi=fuxk Fhat

bl

e

AT [ A=k |Za-2 ) FalbH $—£2

L] W
A=l EREY [BEEETRE L RN

st
AFHE)

THaM—HEL

4

Figure 98 Show Mail Account

5. Next, when the email account properties screen appears, select the Security tab.

L L

M H-)i- | WE | TRT | EEiEE
A=k Pt

AT =1 TR AOEEET RO TERT,
8. Microgoft 2—8 4—1—)

-4 -1kiE
ERHE
i)
TFA-N PR M
P E L2
[ A= L R LTRSS P FR R

Ok, | [ &t |

Figure 99 Mail Account Property

6. When the email account properties screen changes to security, click the "Select"

button for "Signing Certificate".
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S =)= EE THT ERalEE
EEOIERS

ERFERRLTEE S COPIL Tt SR AT deE
[ERENEST AL 1D ta0E T,

e
S LMEE
Iiﬂftmﬂﬂtﬁa—f_f) L T LERRL TSR, SR, TR
%E’ﬂ-ti SHoEEl. FIEionaOinETE I TN L2
REAR#E: | ALY
FILILL I0ES =

[ ok ][ &t |

Figure 100 Security — Signing Certificate

7. Next, when the certificate selection screen shown below is displayed, select the
digital certificate obtained by specifying TruCSP as the CSP type, and click the
"Show Certificate" button.

BEaFhavt 748 D ORER
e SRR AR LT
Fﬁt HiTH BiY PR | R
(- [ Fot [ IErEaEnw |
Figure 101 Select Certificate
8.

When the certificate information screen shown below is displayed, confirm that it is

the correct certificate and click the "OK" button. Please check carefully if you have
multiple certificates installed.
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e ET BN

SO

COFIAHZOBR:
s EFA-IERETD
«JE—b D1 -5 1D #EERED

*EERAL. SIERERBMAT — A PRSI LTS
FE{TE:

FEiTH: WeriSien Class 1 Individual Subscriber Ga - G2

H¥hHARE 20117 087 20 A 20124 08419
T COEERBCIE RIS R AT,

Figure 102 Certificate Information

9. When you return to the email account properties screen shown below, click the

"Select" button for "Cryptography Settings".

2 =)= EE T¥IT BRalEE
EEOIERS

SRR AR T
IEREHET R D e

Ié:'-% CAPHIAT - TEE R REE

e

ES{LOEE

IR R LSRR LT P L LERIRL T, < ALBE. T2 LR
%&m:rt‘*—ulz‘?ﬂh FiEEfonolerE DRI T L2

TEERE [ amm.
PlAL IDES -
[ ok ]| &b | @B |

Figure 103 Security — Cryptography Settings
10. Next, when the certificate selection screen shown below is displayed, select the

electronic certificate obtained by specifying TSCSP as the CSP type, and click the
"OK" button.
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Figure 104 Select Certificate

11. When you return to the email account properties screen shown below, click the "OK"

button.
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Figure 105 Exit Mail Account Property

12. When you return to the Internet Accounts screen shown below, click the “Close”

button to exit.
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Figure 106 Exit Internet Account Dialog
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e. Import Certificate and Public/Private key pair
Please prepare the certificate file (PFX file, etc.) you wish to register in advance. Follow

the steps below to import the certificate file into the certificate store.

1.

2.

Please log on at TruGate or enable your authentication device if you have not

enabled TruStack Gina.
Start MMC, open the certificate console file you created earlier, and start the

Certificate console.

@ Consolel - [Certificates - Current User\Personal]
%@ File Action View Faverites Window Help

e |nm 8ldE BE

- & X

(¥ Certificates - Current User

* Personal
| Trusted Root Certification Autl
“ Enterprise Trust

7 Intermediate Certification Aut|
" Active Directory User Object

| Trusted Publishers

7 Untrusted Certificates

| Third-Party Root Certification
| Trusted People

| Client Authentication lssuers

* Smart Card Trusted Roots

Object Type

There are no items te show in this view.

3.

Figure 107 Launch Certificate console

Expand “Personal” — “TSCert” in the left pane of the Certificate console and verify

that no certificates are displayed in the right pane.
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4.

5.

[ Consolel - [Certificates - Current User\Personal\Personal TSCert]
File Action View Favorites Window Help
e nH o0ld: HE

5 Certificates - Current User Object Type

~ [ Personal
_ Personal\TSCert There are no items to show in this view.
1 Registry

“| Trusted Root Certification Aut
7| Enterprise Trust

7| Intermediate Certification Aut|
| Active Directory User Object

7| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification
| Trusted People

| Client Authentication Issuers
| Smart Card Trusted Roots

< >

Actions
Personal\TSCert

More Actions

Personal\TSCert store contains no certificates,

Figure 108 Certificate console — no certificate registered

Tasks" - "Import...".

Right-click on "TSCert" in the left pane to display the pop-up menu, and select "All

Certificate - [Certificates - Current User\Personal\Personal\T5Cert]

File Action View Favorites Window Help
e @ dlc= HE

| Active Director
| Trusted Publisk

Mew Window from Here Import...

[5¥ Certificates - Current Us Object Type
w [ | Personal
| Personal\T - There are nn items to show in this view.
| Registry Find Certificates...
- Trusted Root C All Tasks » Find Certificates...
_| Enterprise Trusi
| Intermediate C View ¥ Request Mew Certificate...

“| Untrusted Cert New Taskpad View... Advanced Operations
~| Third-Party Rot Refresh Export Store...
| Trusted People

Export List...

| Client Authent
| Certificate Enrc Help
| Smart Card Trusecuy

< | <€

Add a certificate to a store

Figure 109 Run Certificate Import

Follow the steps below to import the certificate.

Actions
Personal\T5Cert

More Actions

(@) When the Certificate Import Wizard screen appears, click the "Next" button.
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=# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

To continue, dick Next.

Next Cancel

Figure 110 Launch Certificate Import Wizard

(b) When the screen for specifying the certificate file to import is displayed, click the

"Browse..." button.

€ &+ Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

Next Cancel

Figure 111 Certificate Import Wizard - File to Import

(c) After specifying the saved pfx file, click the "Open" button.
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Open

< « 4 Bl s ThisPC » Desktop

Organize « MNew folder

~ MName
7+ Quick access

B Desktop =]
; Downloads

Search Desktop

= O @
Date modified Type

11/17/2023 2:48 PM PKICS #7 Certifi

|| Documents

&=/ Pictures
J’! Music
m Videos

@ OneDrive
[ This PC

s USB Drive (E:)

LB 4

File name: | batsumaru

v| Al Files (+4)

Figure 112 Certificate Import Wizard - Specify Open File

(d) When you return to the screen for specifying the certificate file to import, click
the "Next" button.

& &+ Certificate Import Wizard

File to Import

Spedify the file you want to import.

File name:

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

Figure 113 Certificate Import Wizard - Specified File to Import

(e) When the password entry screen appears, enter the password you set during

export, check the "Enable strong private key protection" and "Make this key as
exportable" checkboxes, and click the "Next" button. Click.
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Note: If you import a certificate obtained by specifying a CSP type other

than TruStack Crypt Service Provider into TSCert when obtaining the

certificate, the public/private key pair will not be stored in TSCSP.

Figure 114 Certificate Import Wizard - Private Key Protection

&«

2* Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.
Password:

[ S80S

[[Joisplay Password

Import options:

[AEnable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[ Indude all extended properties.

Next

Cancel

X

(H When the certificate store selection screen appears, select the "Automatically

select the certificate store based on the type of certificate" radio button and click
the "Next" button.
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€ &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(® Automatically select the certificate store based on the type of certificate

(O Place all certificates in the following store

Next Cancel

Figure 115 Certificate Import Wizard - Certificate Store

(@) When the Certificate Import Wizard completion screen appears, click the

“Finish” button.

€ &+ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(@RISR el Automatically determined by the wizard
Content PFX

File Name C: Wser:besktop \deletable.pfx

Finish Cancel

Figure 116 Complete Certificate Import Wizard

(h) If the device authentication screen is displayed, perform device authentication.
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(i) Ifthe import is successful, the following screen will be displayed. Click the “OK”

button.

Certificate Import Wizard X

o The import was successful.

Figure 117 Import Successful

If the storage area of the authentication device used to store the certificate is not

blank, the following error message will be displayed.

Certificate Import Wizard x

The import failed because the store was read-only, the store
was full, orthe store did not open correctly.

Figure 118 Import Error

Note: When an error message is displayed, check the status of the

authentication device and perform tasks such as connecting the

authentication device and initializing the storage area (see what to do when a

certificate request error/import error occurs). After that, import the certificate
again.

6. When the certificate import is finished and you return to the console screen,
right-click "TSCert" in the left pane of the certificate console to display the pop-up

menu, click "Refresh", and verify the certificate to the right pane is displayed.
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Certificate - [Certificates - Current User\Personal\Personal\T5Cert] — O e
E File Action View Favorites Window Help - 8 %
L e IN:Y ol (N =NNENESN * Mo

GH Certificates - Current Us Object Type Actions

~ [ | Personal Personal TSCert .

| Personal\Ts" -+

| Registry Find Certificates... More Actions >
| Trusted Root Ce
~| Enterprise Trust
| Intermediate Ce View » More Actions »
| Active Directory
| Trusted Publishi
| Untrusted Certil New Taskpad View...
~| Third-Party Roo
| Trusted People
| Client Authenti
| Certificate Enro Export List...
| Smart Card Trus

All Tasks > Certificates -

MNew Window from Here

Paste
Refresh

Help

< > <€ >

Refreshes the current selection.

Figure 119 Refresh Certificate console

Certificate - [Certificates - Current User\Personal\Personal\TSCert\ Certificates] — O e

File Action View Favorites Window Help
e n@olc= BE

5V Certificates - Current Ug|| |ssued To

Issued By Actions

v [ Personal = evaluation-STEWARD-CA Certificates -
~ || Personal\TsCert

“| Certificates More Actions »
| Registry
~| Trusted Root Certific
~| Enterprise Trust
| Intermediate Certific
~| Active Directory Use
| Trusted Publishers
| Untrusted Certificat
~| Third-Party Root Ce
~| Trusted People
| Client Authenticatic
| Certificate Enrollme
| Smart Card Trusted |

< > <€ >

Personal\T5Cert store contains 1 certificate.

Figure 120 Verify Certificate displayed

7. Once confirmed, select "File" - "Exit" from the Certificate console screen to exit.
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Certificate - [Certificates - Current User\Personal]
File Action View Favorites Window Help
MNew Ctrl+M
Open... Ctrl+O
Save Ctrl+5S
Save As...
Add/Remove Snap-in... Ctrl+M
Options...
1 Certificate
Exit
— s T
~| Client Authenticatio
~| Smart Card Trusted |
£ > €
Quits the program and prompts to save documents.

Actions
Personal

More Actions

Figure 121 Exit Certificate console
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f. Export and Delete Certificate and Public/Private key pair

If you want to delete the public/private key pair registered in the TSCSP storage area
with TSCSP, follow the steps below to delete the private key when exporting the

registered certificate.

1.

2.

3.

Certificate console.

Please log on at TruGate or enable your authentication device if you have not
enabled TruStack Gina.
Start MMC, open the certificate console file you created earlier, and start the

& File Action View Favorites

o= HE 0| c= BE

{& Censolel - [Certificates - Current User\Persenal]

Window  Help

[5¥ Certificates - Current User
| Personal
| Trusted Root Certification Autl
| Enterprise Trust
| Intermediate Certification Aut|
| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification
| Trusted People
| Client Authentication Issuers
| Smart Card Trusted Roots

Object Type

There are no items te show in this view.

Actions
Personal

More Actions

Figure 122 Launch Certificate console

Expand the left pane of the Certificate Console so that the right pane displays the

certificate containing the key you want to delete.
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Certificate - [Certificates - Current User\Personal\Personal\TSCert\ Certificates] — O e
File Action View Favorites Window Help -8 x
LK ] ol M= RNENENN * Ns:

5V Certificates - Current Ug|| |ssued To

Issued By Actions

v [ Personal S| | evaluation-STEWARD-CA Certificates -
~ || Personal\TsCert

“| Certificates More Actions »
| Registry
~| Trusted Root Certific
~| Enterprise Trust
| Intermediate Certific
~| Active Directory Use
| Trusted Publishers
| Untrusted Certificat
~| Third-Party Root Ce
~| Trusted People
| Client Authenticatic
| Certificate Enrollme
| Smart Card Trusted |

< > <€ >

Personal\T5Cert store contains 1 certificate.

Figure 123 Show Certificate

4. Right-click the certificate to display the pop-up menu, then left-click “All Tasks” —
“Export...".

Certificate - [Certificates - Current User\Personal\Personal\TSCert\ Certificates] — O e
File Action View Favorites Window Help - 8 X
s 2@ § R XEE HE
Gl Certificates - Current U | |ssued To . Issued By Actions
v [ Personal ation-STEWARD-CA Certificates -

~ || Personal\TSCert Open
S ot More Actions »
. | Registry All Tasks > Open "
_| Trusted Root Certific - .
5 Enterprise Trust Cut Request Cel:tfﬂcate \T\rlth MNew Key... e »
% Intermediate Certific Copy Renew Certificate with New Key...
'_. Active Directory Use Delete Export...
_| Trusted Publishers . -
| Untrusted Certificat: foperties
~| Third-Party Root Ce Help
| Trusted People
| Client Authenticatio
| Certificate Enrollme
| Smart Card Trusted |
£ >« >
Export a certificate

Figure 124 Run Certificate Export

5. Follow the instructions below for the certificate export wizard.

(@) When the Certificate Export Wizard screen appears, click the "Next" button.

D.O.I-Net Co., Ltd. 81/94 TST-10-013E



Trusted Stackware series

=# Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

Next Cancel

Figure 125 Launch Certificate Export Wizard

(b) In the Export Private Key specification, select the "Yes, export the private key"

radio button.

€ £* Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(®) Yes, export the private key

(O No, do not export the private key

Next Cancel

Figure 126 Certificate Export Wizard - Export Private Key

(c) When specifying the export file format, check the "Delete the private key if the
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export is successful" checkbox.

&«

2* Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(®) Personal Information Exchange - PKCS #12 (.PFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Enable certificate privacy

Next Cancel

Figure 127 Certificate Export Wizard - Export File Format

(d) Then, when prompted for a password, type the password to protect the private

key of the certificate you are exporting.

&«

2* Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a password.

E] Group or user names (recommended)

Password:

Confirm password:

Encryption: | AES256-SHA256 v

Next Cancel

Figure 128 Certificate Export Wizard - Security
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(e) Next, when the input screen for the file name to export appears, click the
"Browse..." button.

€ £* Certificate Export Wizard

File to Export
Spedfy the name of the file you want to export

File name:

[l

Browse...

Cancel

Figure 129 Certificate Export Wizard - File to Export

(f Next, when the Save As screen appears, type the name of the file you want to
export.

Save As
4 B > ThisPC » Desktop v (&) - Search Desktop
Organize « MNew folder =z - o

Date modified Type

[ Desktop &

MName
& Downloads [3 deletable 2/25/2006 4:29 PM Personal Inforn
|| Documents
&= Pictures

CertSamples

J’! Music

m Videos
@ OneDrive

[ This PC

LB 4
LR P

File name: | archive]

Save as type: | Personal Information Exchange (*.pfx)

» Hide Folders Cancel

Figure 130 Certificate Export Wizard — Save As

(g) When you return to the screen for entering the file name to export, click the
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"Next" button.

Figure 131 Certificate Export Wizard — Specify File to Export

&«

2* Certificate Export Wizard

File to Export
Spedfy the name of the file you want to export

File name:

C: ujsers:besktop\armwe pfx

Next Cancel

(h) When the Certificate Export Wizard completion screen appears, click the

“Finish” button.

&«

2* Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

Export Keys Yes
Indude all certificates in the certification path Yes
File Format Personal Information Exchange (*.pfx

Finish Cancel

Figure 132 Complete Certificate Export Wizard
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(i) If the device authentication screen is displayed, perform device authentication.
() Ifthe export is successful, the following screen will be displayed. Click the “OK”
button.

Certificate Export Wizard

The export was successful.

Figure 133 Export Successful

6. Once you have finished exporting the certificate and returned to the Certificate
console, right-click the certificate again to display the pop-up menu, then left-click
“Delete” to remove the certificate from the certificate store.

Certificate - [Certificates - Current User\Personal\Personal\TSCert\ Certificates] — O e
File Action View Favorites Window Help _ 8 x
e 2E § = XEE BE

_P‘LJ Certificates - Current Us|| |coyed To

Issued By Actions
w [ | Personal

- t Evaluation CA Certificates =
w || Personal\TSCert Open

| Certificates More Actions »
_ Al Tasks >

| Registry v
| [Tt A
_| Trusted Root Certific Cut .

| Enterprise Trust c Maore Actions »
opy

Delete

| Intermediate Certific
| Active Directory Use
| Trusted Publishers
| Untrusted Certificat:
“| Third-Party Root Ce Help

| Trusted People S
| Client Authenticatio
| Certificate Enrollme
| Smart Card Trusted |

Properties

< > <€ >

Deletes the current selection.

Figure 134 Delete Certificate

7. When the certificate deletion confirmation screen is displayed, carefully confirm that
there is no data encrypted using the certificate to be deleted, and click the "Yes"
button only if there is no data.
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Certificates

You will not be able to read encrypted data using this
certificate.
Do you want to delete this certificate?

Figure 135 Delete Certificate Confirmation

8. When you have finished deleting the certificate, right-click "TSCert" in the left pane
of the certificate console to display the pop-up menu, and click "Refresh" to confirm

that no certificates are displayed in the right pane.

Certificate - [Certificates - Current User\Personal\Personal\T5Cert] — O e
E File Action View Favorites Window Help - 8 %
L e IN:Y ol (N =NNENESN * Mo

_P)J Certificates - Current Us
w [ | Personal

Object Type Actions

- ertificates Personal\TSCert -
| Personal\T5"™~=+

| Registry Find Certificates... More Actions »
| Trusted Root Ce
~| Enterprise Trust
| Intermediate Ce View ¥ More Actions »
| Active Directory
| Trusted Publishi

All Tasks ¥ Certificates -

MNew Window from Here

| Untrusted Certif MNew Taskpad View...
'_. Third-Party Roo Paste
_| Trusted People
“| Client Authenti: Refresh
| Certificate Enro Export List...
| Smart Card Trus o
£ > € >

Refreshes the current selection.

Figure 136 Refresh Certificate console
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* Trusted Root Certification Autl
| Enterprise Trust

~ Intermediate Certification Aut]
| Active Directory User Object
7 Trusted Publishers

* Untrusted Certificates

| Third-Party Root Certification
* Trusted People

7| Client Authentication Issuers
| Smart Card Trusted Roots

< >

Personal\TSCert store contains no certificates.

Conselel - [Certificates - Current User\Personal\Personal\TSCert] - u] X

File Action View Favorites Window Help _lax

= 1@ 8= HME

G Certificates - Current User Object Type Actions

v P‘f“:;:(‘)na“TSCart There are no items to show in this view. PersonahTSCert -
| Registry More Actions »

Figure 137 Certificate console — Certificate Deleted

9. Once confirmed, select "File" - "Exit" from the certificate console screen to exit.

& Certificate - [Certificates - Current User\Personal] — O e
File Action View Favorites Window Help - 8 X
4= Mew Ctrl+N
5 Open... Ctrl+O Actions

Save Ctrl+5S
Personal -
Save As...
More Actions »
Add/Remove Snap-in... Ctrl+M
Options...
1 Certificate
Exit
— s T
| Client Authenticatio
| Smart Card Trusted |
£ > €
Quits the program and prompts to save documents.

Figure 138 Exit Certificate console
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g. About authentication with TruCSP
If you specify TruStack Cryptographic Provider as the CSP type and specify strong
private key protection when obtaining a certificate, the first time that certificate is used in
an application, device authentication screen will be displayed depending on each
authentication device.
If the device authentication screen is displayed, please authenticate your device.
Once device authentication is successful, the certificate can be used. If device

authentication fails, the certificate will not be available.

Note: If you log on to Windows using a user name (Well Known Users) reserved in

advance for the OS such as Administrator, the authentication screen will not be

displayed. Also, depending on the authentication device used, the device

authentication screen may not be displayed.
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h. What to do when a certificate request error/import error occurs
If an error message is displayed when requesting or importing a certificate, close the
message screen, cancel the certificate request or import process, initialize the data
according to the steps below, and then reset the certificate. After that, please try the
request or import again.
For instructions on how to use each ultility, please refer to the TruGate user's guide.

Launch the client configuration utility included with TruGate.
Execute unregistration of the user who encountered the error.
Register the template again.

Reset your password.

S

Exit the client configuration utility.

If you are using TruGate Management Utility, please use TruGate Management Ultility
instead of the above utility.
For instructions on how to use the utility, please refer to the TruGate Management Utility

User's Guide.
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Product Registration

Launch Registration Utility
Note: To operate the product registration utility, log on to the local computer

with administrator privileges.
Click "Start" - "All Apps" - "TruStack" - "TruCSP License Registration".

INTOT7TY < B3
@ solitaire & Casual Games

T

TruStack ~

TruCSP SAEYAZH

TruGate DEFE

q~\

TruGate Y~ J4—

TruGate 07 ¥2-7-

Trulog DEFE

TruMonitor D5 E

TruMonitor 0% Fa-7-

TruPass YR—J4—

TruPass S{EYAEH

QW Crahzhes
a8 O #% L O -Coa AB B g

Figure 139 Launch License Registration Utility
When the "TruCSP License Registration" dialog is displayed, enter the separately

obtained product key in the edit box, and then click the "OK" button. Clicking the

"Cancel" button will cancel product registration.

TruC5P License Registration *

Please enter product key

Cance

Figure 140 Product License Registration

When product registration is successfully completed, the screen shown below will be
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displayed.

End of Document

TruCSP License Registration

o License has been registered.

=]

Figure 141 Product License Registration Successful
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Questions to Trusted Stackware series product
D.O.I-Net Co., Ltd.

Zip Code: 190-0011

2-25-23 Takamatsu, Tachikawa, Tokyo JAPAN

E-Mail: info@doi-net.com

URL: https://www.doi-net.com/
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