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Disclaimers

1.

2.

3.
4.

D.O.I-Net Co., Ltd. shall not take responsibility for any direct and indirect damage caused by
the descriptions stated in this document or other injustices.

It is not intended to consent to any rights including the patent rights of any third party or our
company with this document.

It is prohibited to reprint or reproduce some or all parts of this document without permission.
D.O.I-Net Co., Ltd. may change the specifications listed in this document without a notice for
the purpose of improvement.

Company names and product names listed in this document are the trademarks of the companies
or the registered trademarks.

When you export these products, please follow the necessary procedures by confirming the
foreign exchange, foreign trade methods, and regulations such as the U.S. export control laws.
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1. Introduction

This User's Guide explains the operation of TruLog Service (Log Service), the TrulLog

Configuration (Configuration Wizard) utility that configures Log Service, and the Dedicated
Log Viewer produced by D.O.I-Net Co., Ltd. (D.O.I-Net).

2. Operating Conditions

a.

Supported Client OSs
Windows 10 32bit/64bit
Windows 11

Windows Server 2016
Windows Server 2019

Supported Server OSs (in the case of Client/Server system usage)
Windows 10 32bit/64bit

Windows 11

Windows Server 2016

Windows Server 2019

Note: It is necessary that “Share of Network File and Printer” is enabled on Server
PC.

Supported Network Configuration (in the case of Client/Server system usage)
Workgroup
Domain

3. Product Summary

a.

Functions

Log Service is launched as an OS service, and works in conjunction with the
authentication framework and security product of D.O.I-Net, and then stores the
authentication results and security events in the local log.

If you install Log Service to a client PC and server PC, you can transfer the log of the
client PC to the server PC.

D.O.I-Net Co., Ltd. 8/60 TST-10-003E
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b. Package
i. Single License Edition
This is a package mainly for personal users. It comes with the exe installer package.
ii. Volume License Edition
This is a package mainly for corporate users. It comes with the msi installer package.
You cannot uninstall it from "Apps and Features" of the OS installed on the PC.
Uninstall it from “Active Directory server” or “re-launched msi installer”. Either 32bit

version or 64bit version is available.

c. Logged Data Storage
The log data will be kept on the client PC or the server PC that is assigned by the
Configuration Wizard. In the case of the server PC is assigned to be used by the
Configuration Wizard, and if it cannot be connected, then the logged data will be kept on
the client PC, and it will be transferred to the server PC when the connection to the
server PC becomes available. The saved log data will be over-written in the order of

stamped time if it exceeds the specified size. The default size is 1000.

d. Applicable Authentication Framework Products
By installing Log Service to the PC that the authentication framework product listed below
is installed, the authentication results will be logged.

Note: The authentication log is the result of TruGate authentication and not user

authentication of OS. Please refer to the event viewer for the result of user

authentication.
D.O.I-Net's TruGate ver.5.0.10 or above

e. Applicable Security Products
By installing Log Service to the PC that the security product listed below is installed, the
detected events will be logged.
D.O.I-Net’s TruMonitor ver.5.0.10 or above

f. Log Viewer
You can view the logged authentication results and the detected events by the dedicated

log viewers.

4. Warnings
1. Never install a single license edition and a volume license edition together on the same

D.O.I-Net Co., Ltd. 9/60 TST-10-003E
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PC.

5. Installation and Uninstallation Procedure
Note: In installing and uninstalling, please log on with the administrator privilege of the

local computer. For the installation of Volume License Edition, please refer to the

TruMonitor Client Setup Guide.

a. Installation
i. Use on only Client PC
A dialog box shown below appears when you execute TruLog Trusted Stackware
Logging Service.exe. Click the "Next" button.
ii. Use on Client/Server System
Please install Log Service to the client PC and the server PC following the procedure

respectively.

"8 Trulog Trusted Stackware Logging Service Setup *

Welcome to the TrulLog
Trusted Stackware Logging
Service Setup Wizard

The Setup Wizard will install TruLog Trusted Stackware
Logaing Service on your computer. Click ™ext”™ to continue
or "Cancel” to exit the Setup Wizard,

« Back Cancel

Figure 1 Setup Wizard Welcome Dialog Box

Read "SOFTWARE LICENSE AGREEMENT" shown in the dialog box carefully, and
click the "l accept the terms in the license agreement” radio button if you agree, then

click the "Next" button.

D.O.I-Net Co., Ltd. 10/60 TST-10-003E
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"8 Trulog Trusted Stackware Logging Service Setup

End-User License Agreement

Please read the following license agreement carefully

SOFTWARE LICENSE AGREEMENT

IMPORTANT: READ CAREFULLY:

This End-User License Agreement (CAgreement™) is a legal agreement
between you (either an individual or a legal entity) and D.C.I-MNet Co., Lid.
(*D.O-Met™) for the D.OJ-Met software product identified above, which
includes computer software and may include associated media, printed
materials, and "online™ or electronic documentation ("Licensed Product™).

(7)1 accept the terms in the License Agreement
© 1 do not accept the terms in the License Agreement

Advanced Installer

Figure 2 SOFTWARE LICENSE AGREEMENT

When the Setup Type dialog box is displayed, select the setup type according to

your usage environment.

"8 Trulog Trusted Stackware Logging Service Setup

Choose Setup Type
Choose the setup type that best suits your needs

Typical

Installs the most commaon program features. Recommended for
most users,

Custom

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
users,

[N ||

"

[» Complete
E_, All program features will be installed. (Requires most disk
Mo space)

Ry

Advanced Installer

Figure 3 Setup Type Selection Dialog Box

Click the "Install" button unless you need to change. If you need to make some
changes, click the "Back" button and return to the dialog box where you want to
make changes.

D.O.I-Net Co., Ltd. 11/60 TST-10-003E
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"8 Trulog Trusted Stackware Logging Service Setup

Ready to Install

The Setup Wizard is ready to beain the TruLog Trusted Stackware Logaing Service T
installation

Click "Install™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

Advanced Installer

< Back Install Cancel

Figure 4 Ready to Install Dialog Box

During installation, the following indicator dialog box will be displayed.

"8 Trulog Trusted Stackware Logging Service Setup

Installing TruLog Trusted Stackware Logging Service

Please wait while the Setup Wizard installs TruLog Trusted Stackware Logging
Service, This may take several minutes,

Status: Copying new files
|

Advanced Installer

Figure 5 Installation Indicator Dialog Box

When installation is finished, the following installation completion dialog will be
displayed. Click the "Finish" button.

D.O.I-Net Co., Ltd. 12/60 TST-10-003E
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"8 Trulog Trusted Stackware Logging Service Setup
;_—-;‘\v

W

Completing the TruLog
Trusted Stackware Logging
Service Setup Wizard

Click the "Finish™ button to exit the Setup Wizard,

« Back

Cancel

Figure 6 Installation Complete Dialog Box

b. Uninstallation

Select “TruLog Trusted Stackware Logging Service” from "Apps and Features" of the OS.

The following is an operation example with Windows 11.

= Settings N S
Apps > Apps & features
n Tips . i 8.00 KB
Microsoft Corporation | 8/9/2023
Q TruGate Plugin for Flash 568 KB
50100 | D.O.J-NetCo, Ltd. | 11/2/2023
b‘ TruGate Trusted Stackware Win.df)wsqLogon Module 284 MB
50100 | D.O.J-NetCo, Ltd. | 11/2/2023
Fd  Trulog Trusted Stackware Logging Service 1.46 MB
€ 500 | D.OJ-Net Co., Ltd. | 11/2/2023 ’
Modify
@ VMware Tools (et
121520735119 | VMware, Inc. | 11/2/2023 i
Figure 7 Apps and Features Dialog Box
Then click “Uninstall”, and uninstall Log Service following the message.
D.O.I-Net Co., Ltd. 13/60 TST-10-003E
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— . - [m] *
= Settings
Apps > Apps & features
n Tlps . B.00 KB
Microsoft Corporation | 8/9/2023
Q TruGate Plugin for Flash . 568 KB
5.0.100 | D.OJ-NetCo, Ltd. | 11/2/2023
This app and its related info will be
uninstalled.
E;‘, TruGate Trusted Stackware Windows Logon Module
5.0.100 | D.OJ-NetCo, Ltd. | 11/2/2023 Uninstall
F'gd TruLog Trusted Stackware Logg.|r?g S?mce 1.46 MB
= 5.0.100 | D.OJ-NetCo, Ltd. | 11/2/2023
@ VMware Tools . 96.6 MB
121.5.2073512 | VMware, Inc. | 11/2/2023

Figure 8 Confirmation of Program Uninstallation Dialog Box

During uninstallation, the following indicator dialog box will be displayed.

TruLeog Trusted Stackware Logging Service

Flease wait while Windows configures Trulog Trusted Stackware
- Logging Service

Cancel

Figure 9 Uninstall Indicator Dialog Box

When uninstallation is completed, the indicator dialog box will disappear.

6. Operation Method
Note: Please log on with the administrator privilege of the local computer to operate

the following application,

a. Use on only Client PC

Client PC Configuration

Note: It is not necessary to configure the client PC if you want to store the

logged data to the client PC. Also please do not check the “Pop Up Warning”

check box on the “Basic Configuration” page of the Configuration Wizard.

D.O.I-Net Co., Ltd. 14/60 TST-10-003E



Trusted Stackware series

b. Use on Client/Server System
i. Server PC Configuration

Configure the server PC if you use client/server system.
1) Launch Configuration Wizard

Click in the order of “Start” — “All Apps” — “TruStack”- “TruLog Configuration”.

&
(RECTEICEIny
£ Type here to search
g
Vicrosert
(Ed9S) All apps

< Back
TruStack

TruCSP License Registration

cﬂ‘«

TruGate Configuration

2 TruGate Log Viewer

TruGate Manager

TruLog Configuration

TruMonitor Configuration
TruMonitor Log Viewer
TruPass License Registration
TruPass Manager

v

& Voice Recorder

Q  crawfishes

MmO EO-CH ~G @

11/2/2023

Figure 10 Launch Configuration Wizard

Then wizard page as follows is displayed, click the "Next" button.

D.O.I-Net Co., Ltd. 15/60 TST-10-003E
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Welcome to TruLog Server Configuration Wizard

Caution:

In case of Mo Transfer{use as standalone or oneself
is Log Server), no need to configure any more., Click
Cancel button to finish.

If you wish to transfer to other Log Server, dick Mext
button to continue the configuration.

Figure 11 TruLog Configuration Wizard

2) Basic Configuration
If the “Basic Configuration” page is displayed, configure the options as needed.
(a) Configure Oneself as a Server
In the case of making oneself as the Log server, select the “Not Transfer”
radio button.

Default: Not Transfer

D.O.I-Net Co., Ltd. 16/60 TST-10-003E
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I
o Truleg Server Configuration Wizar (-3 I

Basic Configuration

Configure the basic operation of TruLog Server. '

() Transfer

|:| Pop Up Warning

Configuration File

Figure 12 Basic Configuration - select server PC

(b) Pop Up Warning
If this check box is checked, the warning message will be popped up when
the unauthorized event is detected by the linked security product.
Default: unchecked

Note: In the case of “Pop Up Warning” is checked, the screen of

server PC will be filled by the popped up messages if the

unauthorized event is frequently detected.

D.O.I-Net Co., Ltd. 17/60 TST-10-003E
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i
i Trulog Server Configuration Wizar X I

Basic Configuration

Configure the basic operation of TruLog Server. I'.

(7 Transfer

i@ Mot Transfer

Configuration File

< Back ][ Mext = ] [ Cancel ] [ Help

Figure 13 Basic Configuration — enable Popup Message

The following shows the popup message example in the case of “Pop Up
Warning” is enabled. If the popup message is displayed, confirm the

message carefully, and then click the “OK” button to close the dialog box.

; l: [VM-WTU-5P1-EN]Uncertified device has been attached.

Figure 14 Warning Pop Up Message

3) End of Configuration Wizard

Click the “Next” button after completed basic configuration. The configured data

D.O.I-Net Co., Ltd. 18/60 TST-10-003E
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will be stored when the “Finish” button on the “End” page is clicked. If the

“Cancel” button is clicked, the configured data will be discarded.

Complete TruLog Server Configuration Wizard

Click Finish Button to save the configuration data.

Figure 15 End of Configuration Wizard

4) Firewall Configuration
(@) Launch Security Enhanced Windows Defender Firewall
On the server PC with Log Service installed, type “Security Enhanced
Windows Defender Firewall” into the search box, and launch the found it.
(b) Inbound Rules
Then “Security Enhanced Windows Defender Firewall” window is displayed,

select “Inbound Rules” in the left pane.

D.O.I-Net Co., Ltd. 19/60 TST-10-003E
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File Action View Help

. B Monitaring

Windows Firewall with Advanced Security on Local Computer

ﬁ Windows Firewall with Advanced Security provides network security for ¥

Owerview

Domain Profile

@ Windows Firewallis on.

O Inbound connections that do not match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.

Private Profile

@ Windows Firewallis on.

O Inbound connections that do not match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.

Public Profile is Active

@ Windows Firewall is on.

o Inbound connections that do not match a rule are blocked.
'@' Cutbound connections that do not match a rule are allowed.

Windows Firewall Properties

-

m

Getting Started
Authenticate communications between computers

a m |

3

Create connectinn escorite niles tn enecte how =and when cannectinne hetwsa

Actions

Windows Firewall with Adv... «

|
&l

B @ B

Import Policy...

Export Policy...

Restore Default Policy
Diagnose / Repair

View >
Refresh

Properties

Help

Figure 16 Security Enhanced Windows Defender Firewall - launched

When “Inbound Rules” is displayed in the middle pane, click “New Rules”

from the right pane.

D.O.I-Net Co., Ltd.

20/60

TST-10-003E



Trusted Stackware series

File  Action

|

@ Windows Firewall with Advance
&3 Inbound Rules
Outbound Rules
¥ Connection Security Rules
> ‘Lﬂ Menitaring

4| 11 LS

MName

.BranchCache Content Retrieval (HTTP-In)
.BranchCache Hosted Cache Server (HTT...
.BranchCache Peer Discovery (WSD-In)
.Connect to a Network Projector (TCP-In)
.Connect to a Network Projector (TCP-In)

.Connectto a Metwork Projector (W5D Ev...
.Connectto a Metwork Projector (W5D Ev..,
.Connectto a Metwork Projector (W5D Ev...
.Connectto a Metwork Projector (W5SD Ev...

.Connect to a Network Projector (WSD-In)

@Core MNetworking - Destination Unreacha...
@Core MNetworking - Destination Unreacha...
@Core MNetworking - Dynamic Host Config...
@Core Metworking - Dynamic Host Config..

@Core MNetworking - Internet Group Mana...
@Core Metwaorking - IPHTTPS (TCP-In)

(@ Core Networking - IPv6 (IPv6-In)

@Core MNetworking - Multicast Listener Do...

@Core MNetworking - Multicast Listener Qu...
@Core Metworking - Multicast Listener Rep...
@Core Metworking - Multicast Listener Rep..,
@Core Metworking - Neighbor Discovery A..
@Core Metwaorking - Neighbor Discovery 5...
f— . - - - - — - _——

4| i |

Group

Inbound Rules

-

BranchCache - Content Re

BranchCache - Hosted Caq ~

BranchCache - Peer Discon

Connect to a Metwork Proj
Connect to a Metwork Proj
Connect to a Metwork Proj
Connect to a Metwork Proj
Connect to a Network Praoj
Connect to a Metwork Praj
Connect to a Metwork Proj
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking

S Filter by Profile

T Filter by State

T Filter by Group
View

| Refresh

|5+ Export List...

Help

v v w v

Mew Rule...

Figure 17 Security Enhanced Windows Defender Firewall - Inbound Rules

(c) Add New Rules

After “New Inbound Rule Wizard” is launched and “Rule Type” page is

displayed, select the “Custom” radio button, and click the “Next” button.

D.O.I-Net Co., Ltd.
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g9 New Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

Steps:

» Rule Type

@ Program

@ Protocol and Ports
@ Scope

@ Action

@ Profile

» Name

What type of rule would you like to create?

Rule that controls connections for a program.
_) Port
Rule that controls connections for a TCF or UDP port.
) Predefined:
BranchCache - Content Retrieval (Uses HTTP)

e that controls connections for a Windows experience.

Leam more about nile types

Mext >

o |

Figure 18 Security Enhanced Windows Defender Firewall - Rule Type

Click the “Customize...” button after “Program” page is displayed.

&9 New Inbound Rule Wizard

(S

Program

Steps:

» Rule Type

» Program

@ Protocol and Ports
@ Scope

@ Action

@ Profile

@ Name

Specify the full program path and executable name of the program that this rule matches.

Does this rule apply to all programs or a specific program?

1 All programs
Fule applies to all connections on the computer that match other rule properties.

(7 This program path:

Example: c:\path'program exe

“%ProgramFiles ¥ \browser'browser exe

Services
Specify which services this rule applies to.

Leam more about specifying programs

[ <Back [ MNed> ][ Cancel

]

Figure 19 Security Enhanced Windows Defender Firewall - Program of Inbound Rules
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“Customize Service Settings” page as follows will be displayed, then select
the “Apply to this service” radio button, and click the “OK” button after
selecting “TruLog Service” from a list box.

r 5
Customize Service Settings Lﬂ

Apply this rule as follows:

() Apply to all programs and services
F il

€@ Apply to this service:

Name Short Name -
4, Thread Ordering Server THREADORDER
%, TP AutoConnect Service TPAutoConnSve

L, TP WC Gateway Service TPVCGateway

%, UPnP Device Host upnphost |

& User Profile Service ProfSve
Sk Virtual Disk vds i

(") Apply to service with this service short name (example: evertlog):

Leam more about these settings

o D s

Figure 20 Security Enhanced Windows Defender Firewall - Customize Service Settings

When returned to “Program” page, click the “Next” button.
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&9 New Inbound Rule Wizard @

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:

» Fule Type Does this rule apply to all programs or a specific program?

& Program

@ Protocol and Ports @ All programs

) Scope Fule applies to all connections on the computer that match other rule properties.
@ Action _

(") This program path:
@ Profile
@ Name
Example: c:\path'program exe

“%ProgramFiles ¥ \browser'browser exe

Series

Specify which services this rule applies to.

Leam more about specifying programs

B Qi)

Figure 21 Security Enhanced Windows Defender Firewall - End of configuration for Program

Then “Protocol and Ports” page as follows is displayed, click the “Next”
button.
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&9 New Inbound Rule Wizard lﬂ

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

) Rule Type To which ports and protocols does this rule apphy?

@ Program

@ Protocol and Ports Protocol type: [NT)’ -
@ Scope Protocol number: 0

@ Action

@ Profile Local port: Al Ports

@ Name

Example: 80, 443, 5000-5010
Bemote port: All Ports

Example: 80, 443, 5000-5010

Intemet Control Message Protocol
(ICMP) settings:

Leam more about protocol and ports

o> | Yowea |

Figure 22 Security Enhanced Windows Defender Firewall - Protocol and Ports

“Scope” page as follows will be displayed, then click “Next” button.

&9 New Inbound Rule Wizard lﬂ

Scope

Specify the local and remote |IP addresses to which this rule applies.

Steps:

» Rule Type
» Program Which local IP addresses does this rule apply to?
@ Protocol and Ports @ Any IP address

& Scope (71 These IP addresses:

@ Action
@ Profile

@ Name

Customize the interface types to which this rule applies:

‘Which remote IP addresses does this rule apply to?
@ Any IP address

(71 These IP addresses:

Leam more about specifying scope

) Do

Figure 23 Security Enhanced Windows Defender Firewall - Scope of Inbound Rules
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“Action” page as follows will be displayed, then click the “Next” button.
f &9 New Inbound Rule Wizard @1

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ Fule Typs What action should be taken when a connection matches the specified conditions?
@ Program

@ Allow the connection

@ Protocol and Ports This includes connections that are protected with |IPsec as well as those are not.

@ Scope i
o () Allow the connection if it is secure
h fon This includes only connections that have been autherticated by using IPsec. Connections
s Profile will be secured using the settings in IPsec properties and nules in the Connection Security
Rule node.
» Name
) Block the connection

Leam more about actions

B QTR

Figure 24 Security Enhanced Windows Defender Firewall - Action of Inbound Rules

“Profile” page as follows will be displayed, then click the “Next” button.
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&9 New Inbound Rule Wizard

Profile

Steps:

» Rule Type

@ Program

@ Protocol and Ports
@ Scope

@ Action

@ Profile

@ Name

Specify the profiles for which this rule applies.

When does this rule apply?

Domain
Applies when a computer is connected to its corporate domain.

Private

Applies when a computer is connected to a private network location.

Public
Applies when a computer is connected to a public network location.

Leam more about profiles

T QT

Vo |

Figure 25 Security Enhanced Windows Defender Firewall - Profile of Inbound Rules

If “Name” page as follows is displayed, then enter “TruLog Service” in the
“Name” edit box, and click the “Finish” button to complete “New Inbound

Rule Wizard”.
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&9 New Inbound Rule Wizard @

Name

Specify the name and description of this rule.

Steps:
@ Rule Type
@ Program

@ Protocol and Ports

@ Scope — i
Trulog Service )

@ Action

@ Profile Description {optional]:

@ Name

<ol ] [ Iwen ]

Figure 26 Security Enhanced Windows Defender Firewall - Name of Inbound Rules

(d) End of Security Enhanced Windows Defender Firewall
When returned to “Inbound Rules” page, confirm that the newly added rule
is displayed. After that, finish “Security Enhanced Windows Defender

Firewall” by clicking in the order of “File” — “Exit” from the menu bar.
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| Securt

File Action Niew Help
«=|HE =
@ Windows Firewall with Advance
&3 Inbound Rules —
&Y Outboun _
¥ Connect urity Rules @ TruLog Service
'-é. Menitaring
@Core Metworking -
@Core Metworking -
@Core Metworking -
@Core Metworking -
@Core Metwaorking
@Core Metwaorking
@Core MNetworking
@Core Metworking -
@Core Metworking -
@Core Metworking -
@Core Metworking -
@Core Metworking -
f— . - -
4 11 LN i

Inbound Rules

- Internet Group Mana...

.BranchCache Hosted Cache Server (HTT...
.BranchCache Peer Discovery (W5D-In)
.Connect to a Network Projector (TCP-In)
.Connect to a Metwork Projector (TCP-In)
.Connectto a Metwork Projector (W5D Ev..,
.Connectto a Metwork Projector (W5D Ev...
.Connectto a Metwork Projector (W5SD Ev...
.Connectto a Network Projector (WSD Ev...
.Connect to a Network Projector (WSD-In)
Destination Unreacha...
Destination Unreacha...
Dynamic Host Config..
Dynamic Host Config...

- IPHTTPS (TCP-In)
- IPv6 (IPvi-In)

Multicast Listener Do...
Multicast Listener Qu...
Multicast Listener Rep...
Multicast Listener Rep...
Meighbor Discovery A..

oo |+
Tient Re|
BranchCache - Hosted Cad
BranchCache - Peer Discon
Connect to a Metwork Proj
Connect to a Metwork Proj
Connect to a Metwork Proj
Connect to a Network Praoj
Connect to a Metwork Praj
Connect to a Metwork Proj
Connect to a Metwork Proj
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking

(P Windows Firewall with Advanced : il

Actions

Inbound Rules -

ATl
S
ATl

‘H‘

TruLog Service -

B @ X i o= ®

MNew Rule...
Filter by Profile
Filter by State
Filter by Group

v v w v

View
Refresh
Export List...
Help

Disable Rule
Cut

Copy
Delete

Properties

Help

Figure 27 Security Enhanced Windows Defender Firewall - New Inbound Rules

5)

Add Communication Pipe

In the case of the network configuration is Workgroup, and if you fail in

Connection Test of the client PC described below even though the correct

server PC is selected, add the communication pipe according to the following

procedure.
(@) Launch Local Security Policy

(b)

On the server PC with Log Service installed, type “Local Security Policy”

into the search box, and launch the found it.

Add Named Pipe

Then “Local Security Policy” window is displayed, select “Security Options”

from the left pane, and double click “Network access: Named Pipes that

can be accessed anonymously” from the right pane.

D.O.I-Net Co., Ltd.
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File Action View Help

== HEIXE =2 HE

T Security Settings
> (@ Account Policies
4[4 Local Policies

>[4 Audit Policy

Security Options

b [ "
| MNetwork List Manager Policies

> [] Public Key Policies

» || Software Restriction Policies

> [] Application Control Policies

> .g IP Security Policies on Local Compute

> || Advanced Audit Policy Configuratio

tvanced Secy

Policy

[io) Microsoft netwaork server

l2s| Microsoft network server:
l2s| Microsoft network server:
l2s| Microsoft network server:
l2s| Microsoft network server:

: Amount of idle time required bef...

: Digitally sign communications (al...
: Digitally sign communications (if ...
: Disconnect clients when logon ho..,
: Server 5PN target name validation...

1) Network access: Allow anonymous SID/MName translation

1) Network access: Do not allow anonymous enumeration of 5.
1) Network access: Do not allow anonymous enumeration of 5.

1) Network access: Do not allow storage of passwords and cre...

1) Metwork access: Remotely accessible registry paths and sub...
1) Metwork access: Restrict anonymous access to Named Pipes..

1) Metwork access: Sharing

1) Metwork security: Allow Local System to use computer ident...

1) Metwork access: Shares that can be accessed anonymously
and security model for local accou...

121s) Network security: Allow LocalSystern NULL session fallback

1) Metwork Security: Allow PKU2U authentication requests to t..

122 Metwork security: Config
12s) Metwork security: Do not

ure encryption types allowed for Ke...
store LAN Manager hash value on ...

121s) Metwork security: Force logoff when logon hours expire

Metwork securitu: | AN M

ananer authentication level

Security Setting
15 minutes
Disabled
Disabled
Enabled
Mot Defined
Disabled
Enabled
Disabled
Disabled
iazbled

System\CurrentControlS...
Enabled

Mot Defined

Classic - local users auth...
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Enabled
Disabled
Mot Nefined

Figure 28 Server PC Configuration - Security Options (Select Named Pipe)

“Network access: Named Pipes that can be accessed anonymously

Property” as follows will be displayed, then click the center pane on “Local

Policy Setting” tab, and add “trulogsvc”.

If successfully added, click the “OK” button to finish dialog box.
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-

-
Metwork access: Named Pipes that can be accessed anonymao... &lﬂ

Local Policy Setting | Explain

3 . Metwork access: Named Pipes that can be accessed
’ anorymotshy

[rulogsve] .

ok D e [ moy |

b — —

Figure 29 Server PC Configuration - Local Policy Setting

(c) Add Access Permission
After adding Named Pipe successfully, double click “Network access: Let

Everyone permissions apply to anonymous users” from the right pane.
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File Action View Help

== HEIXE =2 HE

T Security Settings Policy Security Setting 0
> (@ Account Policies
4[4 Local Policies
>[4 Audit Policy
>[4 User Rights Assignment
> 4 Security Options
- || Windows Firewall with Advanced Seci
| MNetwork List Manager Policies
> [] Public Key Policies
» [7] Software Restriction Policies 1) Metwork access: Do not allow ancnymous enumeration of 5. Disabled
izabled

12 Microsoft network server: Amount of idle time required bef... 15 minutes
1) Microsoft network server: Digitally sign communications (al... Disabled
1) Microsoft network server: Digitally sign communications (if .. Disabled
1) Microsoft network server: Disconnect clients when logon ho... Enabled
1) Microsoft network server: Server SPM target name validation... Mot Defined
1) Network access: Allow anonymous SID/MName translation Disabled

1) Network access: Do not allow anonymous enumeration of 5. Enabled

> [] Application Control Policies
> .g IP Security Policies on Local Comp‘
> || Advanced Audit Policy Configuration|| & 3 " A TUlogsve

1) Network access: Remotely accessible registry paths System\CurrentControlS... E
1) Metwork access: Remotely accessible registry paths and sub...  System\CurrentControlS...
1) Metwork access: Restrict anonymous access to Mamed Pipes.. Enabled

1) Metwork access: Shares that can be accessed anonymously Mot Defined
1) Metwork access: Sharing and security model for local accou..,  Classic - local users auth...
1) Metwork security: Allow Local System to use computer ident.. Mot Defined
1) Metwork security: Allow LocalSystem MULL session fallback Mot Defined
1) Netwaork Security: Allow PKU2U authentication requests to t... Mot Defined
12| Metwork security: Configure encryption types allowed for Ke... Mot Defined
121s) Metwork security: Do not store LAN Manager hash value on ... Enabled

121s) Metwork security: Force logoff when logon hours expire Disabled

Metwork securitv: | AN Mananer authentication level Mot Defined

Figure 30 Server PC Configuration - Security Options (Access Permissions)

If “Network access: Let Everyone permissions apply to anonymous users
Property” as follows is displayed, then select the “Enable” radio button on

“Local Policy Setting” tab, and click the “OK” button to finish dialog box.
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-

-
Metwork access: Let Everyone permissions apply to al"an}"l'I’]DL.l...l )

Local Securty Setting | Explainl

=M  Metwork access: Let Everyone permissions apply to anorymous
Lsers

Co D o | o

ke

Figure 31 Server PC Configuration - Local Security Setting

(d) End of Local Security Policy
After adding of Name Pipe and Access Permission, click in the order of

“File” — “Exit” on the menu bar of “Local Security Policy” window to
complete.

ii. Client PC Configuration
1) Launch Configuration Wizard

Click in the order of “Start” — “All Apps” — “TruStack” — “TruLog Configuration”.
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£ Type here to search

All apps
.| Trustack

TruCSP License Registration
TruGate Configuration
TruGate Log Viewer
TruGate Manager

TruLog Configuration
TruMonitor Configuration
TruMonitor Log Viewer
TruPass License Registration

TruPass Manager

e Voice Recorder

R Crawfishes

== Q [ El 0 - e i N B 11;‘:25/2:2'43
Figure 32 Launch Configuration Wizard

Then wizard page as follows is displayed, click the "Next" button.
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Welcome to TruLog Server Configuration Wizard

Caution:

In case of Mo Transfer{use as standalone or oneself
is Log Server), no need to configure any more., Click
Cancel button to finish.

If you wish to transfer to other Log Server, dick Mext
button to continue the configuration.

Figure 33 TruLog Configuration Wizard

2) Basic Configuration
If the “Basic Configuration” page as follows is displayed, click the “Next” button
after configuring the following items.

(a) Transfer Log Data to Server
If you use TruLog Service on the client/server system, click the “Transfer”
radio button according to the displayed message.

Default: Not Transfer

(b) Pop Up Warning
If the “Transfer” radio button is selected, this check box will not be
available.

Default: unchecked
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=
i Truleg Server Configuration Wizar X J

Basic Configuration

Configure the basic operation of TruLog Server. '.

(7 Mot Transfer

Pop Up Warning
Configuration File

Status

Execute the configuration of connection to Log Server.

Figure 34 Basic Configuration - client PC configuration

3) Server Configuration

Note: To execute server confiquration, it is necessary that the server PC

has been confiqured. Please configure the server PC first.

When the “Server Configuration” page as follows is displayed, select the server
PC by clicking the “Select...” button, or enter the server PC name in the “Log

Server” edit box.
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Server Configuration J '
Execute the test of connection to Log Server. Log Server must be run on the
network.

Log Server
" Connect. Test
Time Out Send Test
2 =
Status

Set the Log Server name,

< Back “ Mext = ][ Cancel ] [ Help

Figure 35 Server Configuration - assign server PC

(a) Select Server PC
When the “Select...” button is clicked, the “Browse for Computer” dialog

box as follows will be displayed.
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Browse for Computer Iﬂ

Select Log Server

B Desktop
> €l Network
> | Libraries
2] Recyde Bin
> | @ Crawfishes
- [E8 Control Panel
4 || Computer
» == Floppy Disk Drive (A:)
i & Local Disk (C:)
[l » 0% DVD RW Drive (D:) 10 03 2014

Figure 36 Browse for Computer - launch

Then select the server PC from Network that the Log Service has been

installed.

Browse for Computer Iﬂ

Select Log Server

B Desktop

4 € [iebun
S
s | Libraries
2] Recyde Bin
> | @ Crawfishes

s @ Control Panel
> M Computer

QK Cancel

Figure 37 Browse for Computer - select server PC

If valid computer is selected, the “OK” button becomes active. After
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selecting the server PC, click the “OK” button and close the “Browse for
Computer” dialog box.
If the server PC is selected normally, the selected server PC name will be
filled in the “Log Server” edit box on the “Server Configuration” page.

(b) Connection Test
If the “Log Server” edit box is filled by the server PC name, the “Connect.
Test” and “Send Test” buttons become available. If they become available,
click the “Connect. Test” button.
When the connection test with the selected server PC is successfully done,

the following message will be displayed on the status line.

& 1rulog Server Configuration Wizara et

Server Configuration J i
Execute the test of connection to Log Server. Log Server must be run on the
network.
Log Server

HRS-W2K12 C lconnect. Test| )
Time Out Send Test

2 Y

Status

Succeeded to connect to Log Server,

< Back ][ Mext = ][ Cancel ] [ Help

Figure 38 Server Configuration - success connection test

In the case of the failed message as follows is displayed, check whether
you select the correct server PC. In addition to that, try to increase the
“Time Out” value according to the network traffic.

When you click the “Send Test” button, the test data will be sent to the Log

Service on the client PC. Then, if the connection to the server PC is normal,
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the test data will be transferred to the server PC. Otherwise, the test data
will be kept in the client PC until the connection to the server PC becomes
available.

Launch the “TruGate Log Viewer” on the server PC, and check if the test

data has been correctly received or not.

e _ - )\
Truleg Server Configuration Wizarc |

Server Configuration J i
Execute the test of connection to Log Server. Log Server must be run on the
network.
Log Server

YM-\W 2KB-5P2 Select... Connect, Test
Time Out Send Test

2 Y

Status

<an't get the information from Log @

< Back ][ Mext = ][ Cancel ] [ Help

Figure 39 Server Configuration - failed connection test

4) End of Configuration Wizard
If the connection test is successfully done, click the “Next” button. Then the
“Last” page as follows is displayed, click the “Finish” button to save the data you
configured. The configured data will be discarded (however, data imported with
the “Import” button on the “Basic Configuration” page will not be discarded) if

you click the “Cancel” button.
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Complete TruLog Server Configuration Wizard

Click Finish Button to save the configuration data.

Figure 40 End of Configuration Wizard

5) Export of Configuration File
To export the configuration file, click the “Export” button on the “Basic
Configuration” page.
Note: “Export” outputs the configuration data already configured. The

data reflects the configuration that was last saved with the “Finish”

button. For the normal procedure, re-launch the Configuration Wizard

after executing the configuration, and export the confiquration data

before closing the Configuration Wizard with “Cancel”.
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i “ B
} Truleg Server Configuration Wiza et S

Basic Configuration J '
Configure the basic operation of TruLog Server.
@ Transfer;
() Mot Transfer
Pop Up Warning
Configuration Filg
)

Status

Execute the configuration of connection to Log Server.

< Back ][ Mext = ] [ Cancel ] [ Help

Figure 41 Basic Configuration - Export

If the “Save As” dialog box is displayed, assign the location to which you want to
export the file, enter the file name in the “File name” combo box, and click the
“Save” button. If you click the “Cancel” button, the export will be cancelled.

If you use the volume license edition and want to export distributable

configuration data, select “Policy Template” or “Registry File” from the “Save as

type” drop down list.

D.O.I-Net Co., Ltd. 42/60 TST-10-003E



Trusted Stackware series

Organize = Mew folder == - @

_ Marmne Date modified Type
4 | Libraries
> EEI Documents Mo iterns match your search,
[ J"! Music
I» =] Pictures
[ E Videos

m

4] mputer
= aoppy Disk Drive
[ Local Disk (C:)

I» &% DVD RW Drive (D

- 4 1 r

File na@g;_ trulogltlc -
Save as type: | Configuration File (*.tlc)

g 0
4 Hide Folders Cancel

Figure 42 Export of Configuration File

If the export was successful, the “End of Export” dialog box is shown as follows.

Click an “OK” button.

i B
Truleg Server Configuration Wizard u

§ lj Configuration file is exported

Figure 43 End of Export

6) Import Configuration File
To import a configuration file, click the “Import” button on the “Basic

Configuration” page.
Note: Once the “Import” is executed, the configuration data is overwritten

immediately. Please be careful because it is impossible to bring back the

earlier data with the “Cancel” button after the execution of the “Import”.
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=
i Truleg Server Configuration Wizar X J

Basic Configuration

Configure the basic operation of TruLog Server. '.

(7 Mot Transfer

Pop Up Warning

Configuration File

G D

Status

Execute the configuration of connection to Log Server.

< Back “ Mext = ][ Cancel ] [ Help

Figure 44 Basic Configuration - Import

If the “Open” dialog box is displayed, assign the location to which you want to
import the file, enter the file name in the “File name” combo box, and click the

“Open” button. If you click the “Cancel” button, the import will be cancelled.
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Organize = MNew folder = » [ @

i RecentPlaces = Name Date modified Type
o || trulog.tle 10/30/2014 513 PM TLC File
4 | Libraries
[> @ Documents
[> J? Music
I [=] Pictures
[> E Videos

m

4y mputer

| l_J",J oppy Disk Drive
| Local Disk (C:)
[ &% DVD RW Drive (D

[ ‘h Metwork ~ I = | .

€ name trulogdtic

onfiguration File (*.tlc)

Cancel

Figure 45 Import of Configuration File

If the import was successful, the “End of Import” dialog box is shown as follows.

Click the “OK” button.

F B
Truleg Server Configuration Wizard u

§ lj Configuration file is imported

Figure 46 End of Import

c. TruGate Log Viewer
TruGate Log Viewer shows the list of authentication results of the authentication frame

work.
i. Launch Application
Click in the order of “Start” — “All Apps” — “TruStack” — “TruGate Log Viewer”.
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&
jo) Type here to search
-
jIVicrosory
(EdoS All apps < Back
TruStack G

TruCSP License Registration

4
b TruGate Configuration

2 TruGate Log Viewer

@ TruGate Manager

TruLog Configuration

TruMonitor Configuration

TruMonitor Log Viewer

TruPass License Registration

TruPass Manager

Voice Recorder

Crawfishes
m O EHO.-CA AR B o
Figure 47 Launch TruGate Log Viewer

If it is launched normally, the “TruGate Log Viewer’ window as follows will be

displayed.
| | TruGate Log Viewer =SS
File(F) Edit(E} View(V] Tool(T) Help(H)
Datev Time Computer M... User Name Application Type Device Result Error
2014/10/27 e VM-W7FU-SP... Windows Logon Succeed...
2014/10/27 17:36... VM-W7U-SP... Crawfishes Windows Logon  Auth... Flash Succeed...
2014410427 17:35... VM-W7U-SP... Developm... Windows Logon End none Succeed...
2014/10/27 17:03... VM-W7U-SP... Developm... Windows Logon Unlock  Flash Succeed...
2014410427 17:01... VM-W7U-SP... Developm... Windows Logon Auth... Flash Succeed...
2014/10/27 17:01... VM-W7U-SP... Crawfishes Windows Logon  End none Succeed...
201410427 17:01... VM-W7U-SP... Developm... Windows Logon Start Flash Succeed...
2014/10/27 16:57... VM-W7U-SP... Crawfishes Windows Logon  Unlock  Flash Succeed...
201410427 16:55... VM-W7U-SP... Crawfishes Windows Logon  Auth... Flash Succeed...
2014/10/27 16:50... VM-W7U-SP... Crawfishes Windows Logon  End none Succeed...
201410427 16:47... VM-W7U-SP... Crawfishes Windows Logon  Auth... Flash Succeed...
2014/10/27 14:57... VM-W7U-SP... Developm... Windows Logon Start Flash Succeed...
201410427 14:56... VM-W7U-SP... Developm... Windows Logon Start Flash Paramete...
2014/10/27 14:54... VM-W7U-SP... Developm... Windows Logon Start Flash Mo devic...
201410427 14:54... VM-W7U-SP... Developm... Windows Logon Start Flash Mo devic...
2014/10/27 14:52... VM-W7U-SP... Developm... Windows Logon Start Flash Mo devic...
Ready

Figure 48 TruGate Log Viewer - launched

To show the latest result, click in the order of “View” — “Refresh” on the menu bar, or
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press “F5” key.

Errar

| | TruGate Log Viewer =)
File(F) Edit(E) [View(V]| Toel(T) Help(H)
Date Ti ¥ StatusBar(S) Mame  Application Type  Device Result
Refresh(R) = fishes  Windows Logon  End none Succeed...
2014/10/27 17:36... VM-W7U-5SP... Crawfishes Windows Logon  Auth... Flash Succeed...
2014/10/27 17:35... VM-W7U-SP... Developm... Windows Logon End none Succeed...
2014/10/27 17:03... VM-W7U-5P... Developm... Windows Logon Unlock  Flash Succeed...
2014/10/27 17:01... VM-W7U-5P... Developm... Windows Logon Auth... Flash Succeed...
2014/10/27 17:01... VM-W7U-5P... Crawfishes Windows Logon  End none Succeed...
2014/10/27 17:01... VM-W7U-5P... Developm... Windows Logon Start Flash Succeed...
2014/10/27 16:57... VM-W7U-5P... Crawfishes Windows Logon  Unlock  Flash Succeed...
2014/10/27 16:55... VM-W7U-5P... Crawfishes windows Logon  Auth... Flash Succeed...
2014/10/27 16:50... VM-W7U-SP... Crawfishes Windows Logon  End nonge Succeed...
2014/10/27 16:47... VM-W7U-5P... Crawfishes windows Logon  Auth... Flash Succeed...
2014/10/27 14:57... VM-W7U-SP... Developm... Windows Logon Start Flash Succeed...
2014/10/27 14:56... VM-W7U-5P... Developm... Windows Logon Start Flash Parametea...
2014/10/27 14:54... VM-W7U-SP... Developm... Windows Logon Start Flash Mo devic...
2014/10/27 14:54... VM-W7U-SP... Developm... Windows Logon Start Flash Mo devic...
2014/10/27 14:52... VM-W7U-SP... Developm... Windows Logon Start Flash Mo devic...
Update the content of view

Figure 49 TruGate Log Viewer - refresh

If the log data does not exist at launch, the warning message as follows will be

displayed. If the message is shown, click the “OK” button.

TruGate Log Viewer M

Figure 50 Warning at no log data file

Change Log Size

§ lj File not found

To change the log size to keep, click in the order of “Tool” — “Log Size...” on the

menu bar.
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File{F) Edit(E) View(V) [Tool(T)| Help(H)

Date i Tirme { Log Size(L)... Application Type Device Result Error
2014/10/27 oo VM-WTU-SP... Crawfishes Windows Logon Succeed...
2014/10/27 17:36... VM-W7U-SP... Crawfishas windows Logon  Auth... Flash Succeed...
2014/10/27 17:35... VM-W7U-5P... Developm... Windows Logon End none Succeed...
2014/10/27 17:03... VM-W7U-5P... Developm... Windows Logon Unlock  Flash Succeed...
2014/10/27 17:01... VM-W7U-SP... Developm... Windows Logon  Auth... Flash Succeed...
2014/10/27 17:01... VM-W7U-5P... Crawfishes Windows Logon  End none Succeed...
2014/10/27 17:01... VM-W7U-SP... Developm... Windows Logon Start Flash Succeed...
2014/10/27 16:57... VM-W7U-5P... Crawfishes Windows Logon  Unlock  Flash Succeed...
2014/10/27 16:55... VM-W7U-5P... Crawfishes Windows Logon  Auth... Flash Succeed...
2014/10/27 168:50... VM-W7U-5P... Crawfishes Windows Logon  End none Succeed...
2014/10/27 168:47... VM-W7U-5P... Crawfishes Windows Logon  Auth... Flash Succeed...
2014/10/27 14:57... VM-W7U-SP... Developm... Windows Logon Start Flash Succeed...
2014/10/27 14:56... VM-W7U-SP... Developm... Windows Logon  Start Flash Paramete...
2014/10/27 14:54... VM-W7U-SP... Developm... Windows Logon Start Flash Mo devic...
2014/10/27 14:54... VM-W7U-SP... Developm... Windows Logon  Start Flash No devic...
2014/10/27 14:52... VM-W7U-SP... Developm... Windows Logon  Start Flash Mo devic...
Configure the max log size

Figure 51 TruGate Log Viewer - Log Size

Then, the “Max Log Size Configuration” dialog box as follows will be displayed.
Enter the new size value in the edit box, or increase/decrease the value by the spin
button, and click the “OK” button. If the “Cancel” button is clicked, the modified value
will be discarded.

Default: 1000

Range: 100 ~ 65535

Set the max event number to keep.

1000 =

Figure 52 Max Log Size Configuration

iii. Export of Data
To export the listed data to the external file in CSV format, click in the order of “File”

— “Export...” on the menu bar.
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User Name Application Type Device Result Error

Bt (X) ... Crawfishes Windows Logon Succeed...

— . Crawfishes Windows Logon  Auth... Flash Succeed...
2014/10/27 17:35... VM-W7U-5P... Developm... Windows Logon End none Succeed...
2014/10/27 17:03... WM-W7U-SP... Developm... Windows Logon Unlock Flash Succeed...
2004/10/27 17:01... VWM-W7FU-5P... Developm... Windows Logon Auth... Flash Succeed...
2014/10/27 17:01... WM-W7U-SP... Crawfishes Windows Logon  End none Succeed...
2014/10/27 17:01... WM-W7U-SP... Developm... Windows Logon Start Flash Succeed...
2014/10/27 18:57... WM-W7U-SP... Crawfishes Windows Logon  Unlock  Flash Succeed...
2014/10/27 16:55... WM-W7FU-SP... Crawfishes Windows Logon  Auth... Flash Succeed...
2014/10/27 18:50... WM-W7U-SP... Crawfishes Windows Logon  End none Succeed...
2014/10/27 16:47... WVM-W7U-5P... Crawfishes Windows Logon  Auth... Flash Succeed...
2014/10/27 14:57... VM-W7U-SP... Developm... Windows Logon Start Flash Succeed...
2014/10/27 14:56... VM-W7U-SP... Developm... Windows Logon Start Flash Paramete...
2014/10/27 14:54... VYM-W7U-5P... Developm... Windows Logon Start Flash MNo devic...
2014/10/27 14:54... VWM-W7U-5P... Developm... Windows Logon Start Flash Mo devit...
2014/10/27 14:52... VM-W7U-SP... Developm... Windows Logon Start Flash No devic...

Export the data to file

Figure 53 TruGate Log Viewer - Export

Then, the “Save As” dialog box as follows will be displayed.
Enter the file name in the “File name” combo box, and click the “Save” button. If the
“Cancel” button is clicked, the “Export” will be cancelled.

e . ==

I - » breies » Documents » < ey | S Do |

Organize = Mew folder == - @

»

7 Favorites — Documents library

- Arrange by:  Folder =
Bl Desktop Includes: 2 locations

4 Downloads Mame Date modified Type
5] Recent Places

Mo itemns match your search.
4 Libraries
| @ Documents

ds Music L4

[=| Pictures

B Videos

1M Computer - 4 1 b

File name: | trulog.csy -

Save as type: [Export File (*.csv) v]

i| = Hide Folders | save ][ Cancel ]

Figure 54 Assign Export File
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iv. End of Application

To end the application, click in the order of “File” — “Exit” on the “TruGate Log Viewer’

window menu bar.

| | TruGate Log Viewer o |
[File() | Edit(E) View(V) Toeol) Help(H)

Export(E]... omputer N... User Name Application Type Device Result Error

Exit () J Windows Logon Succeed...

SE— /M-W7U-5P... Crawfishaes windows Logon  Auth... Flash Succeed...
2014/10/27 17:35... VM-W7U-5P... Developm... Windows Logon End none Succeed...
2014/10/27 17:03... VM-W7U-5P... Developm... Windows Logon Unlock  Flash Succeed...
2014/10/27 17:01... VM-W7U-SP... Developm... Windows Logon Auth... Flash Succeed...
2014/10/27 17:01... VM-W7U-5P... Crawfishes Windows Logon  End none Succeed...
2014/10/27 17:01... VM-W7U-SP... Developm... Windows Logon Start Flash Succeed...
2014/10/27 168:57... VM-W7U-SP... Crawfishes wWindows Logon  Unlock  Flash Succeed...
2014/10/27 16:55... VM-W7U-5P... Crawfishes Windows Logon  Auth... Flash Succeed...
2014/10/27 16:50... VM-W7U-5P... Crawfishes Windows Logon  End none Succeed...
2014/10/27 16:47... VM-W7U-5P... Crawfishes Windows Logon  Auth... Flash Succeed...
2014/10/27 14:57... VM-W7U-SP... Developm... Windows Logon Start Flash Succeed...
2014/10/27 14:56... VM-W7U-SP... Developm... Windows Logon Start Flash Paramete...
2014/10/27 14:54... VM-W7U-5P... Developm... Windows Logon Start Flash Mo devic...
2014/10/27 14:54... VM-W7U-SP... Developm... Windows Logon Start Flash Mo devic...
2014/10/27 14:52... VM-W7U-5P... Developm... Windows Logon Start Flash Mo devic...

End application

Figure 55 TruGate Log Viewer - exit

d. TruMonitor Log Viewer
TruMonitor Log Viewer shows the list of the detected events of TruMonitor.
i. Launch Application
Click in the order of “Start” — “All Apps” — “TruStack” — “TruMonitor Log Viewer”.
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£ Type here to search

All apps < Back

TruStack &
TruCSP License Registration

4
b TruGate Configuration

2 TruGate Log Viewer

Y@  TruGate Manager

TruLog Configuration

TruMonitor Configuration

TruMonitor Log Viewer

TruPass License Registration

TruPass Manager

Voice Recorder

R Crawfishes o
nmOo EO - @ ﬁ "N @Y 11?:25/;:;:
Figure 56 Launch TruMonitor Log Viewer

If it is launched normally, the “TruMonitor Log Viewer” window as follows will be
displayed.
Note: If TruMonitor Log Viewer is launched on the server PC, the devices that

have never been connected to the sever PC will be displayed as the device

class names on the device name column. If you want to know the actual

device name, please refer to the reqistry information
(HKLM¥SYSTEM¥CurrentControlSet¥Enum¥device class name) on the

computer that caused the event.
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= Tratonior Log v AN =2 e
File(F) Edit(E) View() Tool@ Help(H)
Date‘ Time Computer Mame Protecti... Device Mame Device Serial Mo il
2014/10/30 . VMW7U-SP1-... Detach USB Mass Storage ... VID OEAO&PID 6828 7&25c389c1&.
2014/10/30 17:22... VM-W7U-SP1-... Attach UUSB Mass Storage ...  VID_OEAORPID_G828 78&25c389c1f..[s
2014/10/30 17:22... VM-W7U-SP1-... Attach Disk drive Disk@\en_IUSB&Pro... B88292bBe19&(0
2014/10/30 17:20... VM-W7U-SP1-... Detach USB Mass Storage ... VID_OEADRPID_G828 7825c380c1&..
2014/10/30 17:17... VM-W7U-SP1-... Attach Disk drive Disk&\Ven_UUSB&Pro... 88292bB8a19&C0
2014/10/30 17:17... VM-W7U-SP1-... Attach USB Mass Storage ... VID_OEAD&PID_G828 7825c389c1&..
2014/10/30 17:16... VM-W7U-SP1-... Detach USB Mass Storage ... VID_0C45&PID_2060 11020056071..
2014/10/30 17:15... VM-W7U-SP1-... Attach USB Mass Storage ... VID_0C45&PID_2060 11020056071..
2014/10/30 17:15... VM-W7U-SP1-... Attach Disk drive Diskf\en_BSD&Pro... 11020056071..
2014/10/30 16:23... VM-W7U-SP1-... Boot USB Composite Dev... VID_OEOFRPID_0003 6&B77DAG2E...
2014/10/30 16:23... VM-W7U-SP1-... Boot 7777 7777 DISKEVEN_VMVWAR... S822BE343F..
2014/10/30 16:23... VM-W7U-SP1-... Boot SCLO10 Contactless... VID_04E6&PID_5291 21160951215..
2014/10/28 18:12... VM-W7U-SP1-... Boot USB Composite Dev... VID_OEOFEPID_0003 6&B77DAG2E...
2014/10/28 18:12... VM-W7U-5P1-... Boot 7777 7777 DISKEVEN_VMWAR... 5822BE343F&..
2014/10/28 18:12... VM-W7U-SP1-... Boot SCLO10 Contactless... VID_04E6&PID_5291 21160951215.. .
1 Tl [ »
Ready
Figure 57 TruMonitor Log Viewer - launched
To show the latest result, click in the order of “View” — “Refresh” on the menu bar, or
press “F5” key.
| > TruMonitor Log Views [E=STERE)
File(F) Edit(E) [View(V)| Tool(T) Help(H)
Date Ti ¥ StatusBar(s) Device Name Device Serial Mo
Refresh(R) F5 USB Mass Storage ... VID_OEAO&PID_6828 7&25c389c1&.
2014/10/30 17:22... VMAW/U-5P1-... Attach UUSB Mass Storage ... VID_OEADRPID_6828 7825C389C1A.. =
2014/10/30 17:22... VM-W7U-SP1-... Attach Disk drive Disk&Ver_USB&Pro... B&292bBel10&L
2014/10/30 17:20... VM-W7U-SP1-... Detach UUSB Mass Storage ... VID_OEADRPID_6828 7B25c389C1R..
2014/10/30 17:17... VM-W7U-SP1-... Attach Disk drive Disk&Ver_USB&Pro... B&292bBel10&L0
2014/10/30 17:17... VM-W7U-SP1-... Attach UUSB Mass Storage ... VID_OEADRPID_6828 7825c389¢1R..
2014/10/30 17:16... VM-W7U-SP1-... Detach USB Mass Storage ... VID_0C458&PID_2060 11020056071..
2014/10/30 17:15... VM-W7U-SP1-... Attach UUSB Mass Storage ... VID_0C458PID_2060 11020056071..
2014/10/30 17:15... VM-W7U-SP1-... Attach Disk drive Disk&Ver_BSD&Pro... 11020056071..
2014/10/30 16:23... VM-W7U-SP1-... Boat USB Composite Dev... VID_OEOF&PID_0003 G&BF7DAD2E...
2014/10/30 16:23... VM-W7U-SP1-... Boot 7777 7777 DISK&VEM_VMWAR... S&22BE343FR..
2014/10/30 16:23... VM-W7U-SP1-... Boat SCLO10 Contactless... VID_0D4EGRPID_5291 21160951215..
2014/10/28 18:12... VM-W7U-SP1-... Boot USB Composite Dev... VID_OEOF&PID_0003 G&B7F7DAD2&...
2014/10/28 18:12... VM-W7U-SP1-... Boat 7777 7777 DISKEVEM_VMVWAR... S822BE343FR..
2014/10/28 18:12... VM-W7U-SP1-... Boot SCLO10 Contactless... VID_0D4EG&PID_5291 21180951215.. .
1 T | »

Update the content of view

Figure 58 TruMonitor Log Viewer - refresh

If the log data does not exist at launch, the warning message as follows will be
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displayed. If the message is shown, click the “OK” button.

-
TruMenitor Log Viewer —u

; lj File not found

K]

Figure 59 Warning at no log data file

ii. Change Log Size
To change the log size to keep, click in the order of “Tool” — “Log Size...” on the

menu bar.

[ Ttonior o view S — ==~

File(F) Edit(E) Wiew(V) [Toofm Help(H)
Log Size(L)...

Date Time Device Mame Device Serial No

2014/10/30 VM-W7U-5P1-... Detach USB Mass Storage ... VID_OEAORPID_5828 7&25c389c18.
2014/10/30 17:22... VM-W7U-SP1-.. Afttach USE Mass Storage ...  VID_DEADGPID_ 6828 7B25c389C18..(=
2014/10/30 17:22... VM-W7U-5P1-... Attach Disk drive Disk&Wen_USB&Pro... 8&292b8el9&(
2014/10/30 17:20... VM-W7U-5P1-.. Detach USB Mass Storage ... VID_DEADBPID_B828 7B25c389cC18..
2014/10/30 17:17... VM-W7U-SP1-.. Aftach Disk drive Dick&\Wen_USB&Pro... 88292b8el0&(0
2014/10/30 17:17... VM-W7U-5P1-.. Affach USB Mass Storage ... VID_OEAOQ&PID_G828 7&25c389c18..
2014/10/30 17:16... VM-W7U-5P1-.. Detach USB Mass Storage ... VID_0C45&PID_2080 11020056071..
2014/10/30 17:15... VM-W7U-5P1-... Aftach USE Mass Storage ... VID_OC45&PID_2060 11020056071..

2014/10/30 17:15... VM-W7U-5P1-.. Affach Disk drive Dick&\en_BSD&Pro... 11020056071..
2014/10/30 16:23... VM-W7U-5P1-.. Boot USE Composite Dev... VID_O0EOF&PID_0003 6&B77DAS2E..
2014/10/30 16:23... VM-W7U-5P1-... Boot ErEr ) DISKERVEN_VMWAR... 5822BE343F&..
2014/10/30 16:23... VM-W7U-5P1-.. Boot SCLO10 Contactless... VID_O4EG&PID_5291 21160951215..
2014/10/28 18:12... VM-W7U-5P1-.. Boot USBE Composite Dev... VID_OEOF&PID_0003 6&B77DASZ2A..
2014/10/28 18:12... VM-W7U-5P1-.. Boot e DISK&VEN_VMWAR... S5822BE343F8..
2014/10/28 18:12... VM-W7U-5P1-.. Boot SCLO10 Contactless... VID_O4EB&PID_5291 21160951215.. -
‘| i | »
Configure the max log size

E—

Figure 60 TruMonitor Log Viewer - Log Size

Then, the “Max Log Size Configuration” dialog box as follows will be displayed.
Enter the new size value in the edit box, or increase/decrease the value by the spin
button, and click the “OK” button. If the “Cancel” button is clicked, the modified value
will be discarded.

Default: 1000

Range: 100 ~ 65535
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1000

Set the max event number to keep.

=
Cancel

Figure 61 Max log Size Configuration

iii. Export of Data

To export the listed data to the external file in CSV format, click in the order of “File”

— “Export...” on the menu bar.

> TruMonitor Log Viewe E=E
[File(F) | Edit(E) View(V) Tool(T) Help(H)
Export(E]... ame Protecti... Device Name Device Serial No il
Create Device List(C).. USB Mass Storage ... VID_DEAODRPID_B5828 7825c389c18.
— 1-... Attach LUSB Mass Storage ... VID_OEAORPID_G828 7825c380c18.. =
1-... Attach Disk drive Disk&Ven_USB&Pro... 88292b8e19&(
2014/10/30 17:20... WM-W7U-5P1-.. Detach UUSB Mass Storage ... VID_OEAD&PID_ 6828 7825c380c1d..
2014/10/30 17:17... VM-W7U-SP1-... Attach Disk drive Disk&Ven_USB&Pro... B88&292b8e19&C
2014/10/30 17:17... VM-W7U-SP1-... Attach USB Mass Storage ... VID_OEAOD&PID_6828 78&25C389cl&..
2014/10/30 17:16... WM-W7U-5P1-.. Detach UUSB Mass Storage ... VID_0C45&PID_2060 11020056071..
2014/10/30 17:15... VM-W7U-SP1-... Attach USB Mass Storage ... VID_0C458&PID_2080 11020056071..
2014/10/30 17:15... VM-W7U-SP1-... Attach Disk drive Disk&Ven_BSD&Pro... 11020056071..
2014/10/30 16:23... VM-W7U-SP1-.. Boot USB Composite Dev... VID_OEOF&PID_0003 6&B77DAQ24...
2014/10/30 16:23... VM-W7U-SP1-.. Boot 7777 7777 DISK&VEN_VMVWAR... 5822BE343FR..
2014/10/30 16:23... VM-W7U-SP1-.. Boot SCLO10 Contactless... VID_D4EGRPID_5291 21160951215..
2014/10/28 18:12... VM-W7U-5P1-.. Boot USB Composite Dev... VID_OEOF&PID_0003 6&B77DAQ24...
2014/10/28 18:12... VM-W7U-SP1-.. Boot 7777 7777 DISK&VEN_VMVWAR... 5822BE343FR..
2014/10/28 18:12... VM-W7U-SP1-.. Boot SCLO10 Contactless... VID_D4EG&PID_5291 21160951215.. .
i 1 | »
Export the data to file

Figure 62 TruMonitor Log Viewer - Export

Then, the “Save As” dialog box as follows will be displayed.

Enter the file name in the “File name” combo box, and click the “Save” button. If the

“Cancel” button is clicked, the “Export” will be cancelled.
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Save As e |
‘ ' -| b Libraries » Docurments » - Search Documents o] .
Organize = Mew folder == - @

It Favorites - Documents library Arange by:  Folder -

B Desktop Includes: 2 locations

o Bomlimes MName Date modified Type
| 5] Recent Places ! i
1 3 Mo itemns match your search. ]
| 4 Libraries 1l
I @ Documents |
| J’ Music 4
[l [=| Pictures
| B Videos \
L 1
| M Computer - 4 T r
N ]
| File name: trumonitorcsv -
I Save as type: [Export File (*.csv) v]

| = HideFolders [ Save ][ Cancel ] I

Figure 63 Assign Export File

iv. Create Device List
The Device List is utilized by TruMonitor Configuration Wizard to import the
authorized devices at once.
To export the listed data to the external file in CSV format, click in the order of “File”

— “Create Device List...” on the menu bar.
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| | TruMonitor Log Viewe S
[File(F) | Edit(E) View(V) Tool(T) Help(H)
Export(E]... ame Protecti... Device Mame Device Serial Mo i
Create Device List(C)... USB Mass Storage ... VID_OEAO&PID_6828 7&25c380c14.
Exit(X) 1- Attach JSB Mass Storage ... VID_OEAQO&PID 6828 7&2Z5c389c18.. =
1-... Attach Disk drive Disk&Ven_USB&Pro... 88292b8e19&C
2014/10/30 17:20... VM-W7U-5P1-... Detach USB Mass Storage ... VID_OEAQO&PID 6B28 7E&Z5C3B9C1&..
2014/10/30 17:17... VM-W7U-5P1-... Attach Disk drive Disk&Ven_USB&Pro... 88292b8el19&C
2014/10/30 17:17... VM-W7U-5P1-... Attach USB Mass Storage ... VID_OEAQO&PID 6B28 7E&Z5C389C1&..
2014/10/30 17:16... VM-W7U-5P1-... Detach USB Mass Storage ... VID_O0C45&PID_2060 11020056071..
2014/10/30 17:15... VM-W7U-5P1-... Attach USB Mass Storage ... VID_0C45&PID_2060 110200506071..
2014/10/30 17:15... VM-W7U-5P1-... Attach Disk drive Disk&Ven_BSD&Pro... 11020056071..
2014/10/30 16:23... VM-W7U-5P1-... Boot USB Composite Dev... VID_0EOFRPID_0003 GRB77DASZE...
2014/10/30 16:23... VM-W7U-5P1-... Boot FEIP VIR DISKEVEN_VMWAR... 5&22BE343F&..
2014/10/30 16:23... VM-W7U-5P1-... Boot SCLO10 Contactless... VID_D4EG&PID_5291 21160951215..
2014/10/28 18:12... VM-W7U-5P1-... Boot UUSB Compaosite Dev... VID_OEOF&PID_0003 GRBF7DAQ2E...
2014/10/28 18:12... VM-W7U-5P1-... Boot FER IR DISKEVEN_VMWAR... 5S8&22ZBE343F&..
2014/10/28 18:12... VM-W7U-5P1-... Boot SCLO10 Contactless... VID_04EG&PID_5291 21160051215.. -
14 i | »
Export the Device List file

Figure 64 TruMonitor Log Viewer - Create Device List

Then, the “Save As” dialog box as follows will be displayed.

Enter the file name in the “File name” combo box, and click the “Save” button. If the

“Cancel” button is clicked, the “Create Device List” will be cancelled
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ere . ==

(i - » Lbreies » Documents » < | ¢y | S Do |

| Organize = Mew folder == - @
¢ Favorites - Documents library Arange by:  Folder -

B Desktop Includes: 2 locations

o LR MName Date modified Type
| 5] Recent Places ! i
1 3 Mo itemns match your search. ]
| 4 Libraries l
|

@ Documents !
l |
| ds Music L4
[l [=| Pictures
| B Videos \
1 I
| M Computer - 4 T v |
1 L
| File name:  devicelistftmd - i
I Save as type: [Del.rice List File (*.tmd) v] '

| '+ HideFolders [ Save ][ Cancel ] I

Figure 65 Assign Device List File

v. End of Application
To end the application, click in the order of “File” — “Exit” on the “TruMonitor Log

Viewer” window menu bar.
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[ 2| TruMonitor Log Viewe =TS
[File(F)] Edit(E) View(V) Teol(T) Help(H)
ExportiE)... ame Protecti... Device Name Device Serial No =
Create Device List(C)... USB Mass Storage ... VID_OEADRPID_ 6828 7825c389cl&.
— 1-... Attach IUSB Mass Storage ... VID_OEAODRPID_6828 7R25c389clé.. =
1-... Attach Disk drive Disk&Ven_USB&Pro... 88292h8el19&(
2014/10/30 17:20... VM-W7U-5P1-.. Detach UUSB Mass Storage ... VID_OEADRPID_6B28 7R25c389c1é..
2014/10/30 17:17... VM-W7U-5P1-... Attach Disk drive Disk&Ven_USB&Pro... B88202b8e196C
2014/10/30 17:17... VM-W7U-SP1-... Attach UUSBE Mass Storage ...  VID_OEAD&PID_6828 7R25c389clf..
2014/10/30 17:16... VM-W7U-5P1-.. Detach UUSB Mass Storage ... VID_0C45&PID_2060 11020056071..
2014/10/30 17:15... VM-W7U-SP1-... Attach IUSB Mass Storage ... VID_0C45&PID_2060 11020056071..
2014/10/30 17:15... VM-W7U-SP1-... Attach Disk drive Disk&Ven_BSD&Pro... 11020056071..
2014/10/30 16:23... VM-W7U-5P1-.. Boot USB Composite Dev... VID_OEOF&PID_0003 6RB77DAD28...
2014/10/30 16:23... VM-W7U-5P1-.. Boot PP TP DISKBVEN_VMWAR... S822BE343F&..
2014/10/30 16:23... VM-W7U-5P1-.. Boot SCLO10 Contactless... VID_04E6&PID_S5291 21160951215..
2014/10/28 18:12... VYM-W7U-5P1-.. Boot UUSB Composite Dev... VID_OEOF&PID_0003 6RB77DAD28...
2014/10/28 18:12... VM-W7U-5P1-.. Boot PPPT FII? DISKBVEN_VMWAR... S&22BE343FR..
2014/10/28 18:12... VM-W7U-5P1-... Boot SCLO10 Contactless... VID_04E6&PID_S5201 21160051215.. .
q ] | »
End application

End of document

Figure 66 TruMonitor Log Viewer - exit
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