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1. 4 Ry b UIER

AEBZERTIEN—FTzT7aVv R -2 bOBEFER(PID/VID/ 2 TLES )ZUTISRLET,

SEES (PID)

/N—3 3 D (VID)

) 7ILES (SN)

Name =88 (Descr)

c92xxL Stack c92xxL Stack C9200L-24P-4X V03 XXXXXXXXXXX
Switch 1 C9200L-24P-4X C9200L-24P-4X V03 XXXXXXXXXXX
Switch 1 - Power Supply A Switch 1 - Power Supply A PWR-C5-600WAC V02 XXXXXXXXXXX




BERRE
OSNN—> 3> Cisco |0S XE Software, Version 17.12.03
SATLY) TV N— XXXXXXXXXXX
FX g SAY-Cisco
FTT7AIEDRAAL % XXXX.CO.]p
DNS vy o 7 v 7 Bshik enable
TN ET—bU A
Web 72 74 Ul B3k enable
Web 7'Z w4 Ul (HTTPS) A%t enable
KAL)= JST 9 (B o %
Call Home Bxh{t no
ip http client source-interface
AX—hFrZ7A4€ X |proxy address : port :
(license smart) transport cslu
url
url cslu
url smart
url utility

PKI ZEBAZE F 7 X bARA >~ b
(crypto pki trustpoint)

CA server name revocation-check enrollment

SLA-TrustPoint crl retry count 999

retry period 1

TP-self-signed- none retry count 999
312280861
retry period 1
selfsigned
DNS #—/3— IP7FLX
192.168.255.1
192.168.255.2
FxA> X b FxXA %
XXXXX. XXX
XXXXX XXX XXX
A 7'3%E (logging) source-interface Loopback999
buffered 4096 debugging
syslog X vt—2 DL ~JL  |informational
77U T4 local7
syslog #t—/N— 1.1.1.1 transport udp port 514
VTP XA Test
£—F transparent
AVEyESN




N— 3> 2
NTP source GigabitEthernet1/0/10
NTP 4 —/3— R 4 &% (Prefer)

192.168.255.3

prefer

192.168.255.4

DHCP Snooping dhcp snooping Exh1b enable
dhcp snooping vlan 10
dhcp snooping information |enable
option
dhcp snooping verify mac- |enable
address
information option format |hostname
remote-id
information option allow- |enable
untrusted

SNMP snmp-server trap-source Vlanb4

snmp-server source-

interface informs

GigabitEthernet1/0/24

location Tokyo-HeadOffice-Rack1
Dynamic ARP Inspection %= &%h1t9 % Vlan 10
SSH source-interface Vlanl

N—23g v 2

RALT Tk 120

SRR TR 4

E#REEE (line)

Bk = 044 > 225 (login. login|/sz2 7 — R EHR7o b3 ZALT T b ACL
local, login input preferred o #» in in vrf-also out
authentication. 75 &)

con 0 login authentication 10 0

vty 0 login authentication Rk E telnet ssh 0 0

vty 14 login authentication Rk telnet ssh 10 0

vty 97 login authentication ssh ssh 60 0

vty 98 login authentication ssh 10 0

AAA Authentication EI#&#:&E (line)

F— =z 074 > zR:F (login authentication)
con 0 default
vty 0 default
vty 14 default
vty 596 default
vty 97 default
vty 98 default




AAA Authorization Elf#5%

(line)

R—k E= BRI DIR (arap. commands, exe. reverse-access, &) AAA Authorization ) X k%

con 0 exec default

vty 0 exec default

vty 14 exec default

vty 596 exec default

vty 97 reverse-access test-authorization-list
arap test-authorization-list
commands 1 test-authorization-list
commands 15 test-authorization-list
exec test-authorization-list

vty 98 reverse-access test-authorization-list

arap

test-authorization-list

commands 0

test-authorization-list

commands 1

test-authorization-list

commands 15

test-authorization-list

exec

test-authorization-list

AAA Accounting EI#&RE (I

ine)

R—k HS THhI>T 4> 7 DR (arap, commands, exe, reverse-access, &) AAA Accounting U Z k£

con 0 exec default

vty 0 exec default

vty 14 exec default

vty 596 exec default

vty 97 arap test-authorization-list
commands 15 test-authorization-list
exec test-authorization-list

vty 98 arap test-authorization-list

commands 15

test-authorization-list

exec

test-authorization-list

SNMP&{EH —/3— (snmp-server host)

R L%

informs/traps N— 3>

V3FA T a v

JiazTqB/2A-F-%

BRIZA T

192.168.255.31

traps 3

auth

public

udp-port 162

SNMP 3% 2 =5« (snmp-server community)

i N Rl

Ea= RO/RW

ACL

private_rwvldefault

RW

DUMMY-COMMUNITYvldefaultvldefault RO

99

SNMP k5 v 7" (snmp-server enable traps)

1 no snmp-server enable traps call-home

2 no snmp-server enable traps power-ethernet

3 no snmp-server enable traps storm-control




4 no snmp-server enable traps syslog

5 no snmp-server enable traps udld link-fail-rpt

6 no snmp-server enable traps udld status-change
7 no snmp-server enable traps vtp

8 no snmp-server enable traps vlancreate

9 no snmp-server enable traps vlandelete

10 no snmp-server enable traps port-security

11 snmp-server enable traps port-security trap-rate 0
12 no snmp-server enable traps bridge

13 no snmp-server enable traps stpx

14 no snmp-server enable traps mac-notification

15 no snmp-server enable traps errdisable

16 snmp-server enable traps errdisable notification-rate 0

ErrDisable (errdisable recovery cause)

1 bpduguard

2 security-violation
3 channel-misconfig
4 pagp-flap

5 dtp-flap

6 link-flap

7 sfp-config-mismatch
8 ghic-invalid

9 [2ptguard

10 psecure-violation
11 port-mode-failure
12 dhcp-rate-limit

13 pppoe-ia-rate-limit
14 mac-limit

15 storm-control

16 inline-power

17 arp-inspection

18 loopback

19 psp

20 mrp-miscabling
21 loopdetect

NF—XyE—< (banner)

&4 Ayt—2

motd

3 3k 3k 3k 3k Sk 3k Sk Sk Sk Sk 3k Sk Sk Sk Sk 3k Sk Sk sk Sk Sk 3k sk Sk sk sk 3k ok sk Sk Sk 3k ok sk ok ok ok ok ok k ok

WARNING: Unauthorized access is strictly prohibited.

3 3k 3k 3k 3k Sk 3k Sk Sk Sk Sk 3k ok Sk Sk Sk 3k Sk Sk sk Sk Sk 3k sk Sk sk sk 3k ok sk ok Sk 3k ok sk ok ok ok ok ok ok ok




ACL

ACL (Standerd)

2l =4 v RES |permit / deny EIETT log F7av
7 RELX
DUMMY?2 10 permit 192.168.255.41 enable
20 deny any enable
remark :
VTY_IN_ACCESS 10 permit 192.168.255.42 no
20 deny any no
remark : Dummy_test
ACL (Extended)
2] =Y RES |permit/ |ZBR b3/ *ETT *ES F7vav
deny Y—ERFT7Vzok |THRLR R— bk T7RLX K=k
JIN—7
DUMMY1 10 permit tcp any any eq www
20 permit udp host 1.2.3.4 host 5.6.7.8 eq domain
30 deny tcp any any range ftp-data ftp
40 permit tep any eq 10000 any eq www
50 permit icmp any any log
60 deny ip host 1.2.3.4 any log-input
remark :
FTP_TRAFFIC 10 permit tcp any any eq ftp
remark :
INBOUND-FILTER 10 deny ip any 192.168.255.50
0.0.0.255
20 permit ip any any
remark : Deny any incoming traffic to internal subnet from outside
LIMIT-WEB 10 permit tcp 192.168.255.51 any eq www
0.0.0.255
20 permit tep 192.168.255.52 any eq 443
0.0.0.255
30 deny ip any any
remark :
MGMT-SSH 10 permit tcp 192.168.255.61 any eq 22
0.0.0.255
20 deny ip any any
remark :
OUTBOUND-INTERNET |10 permit ip 192.168.255.62 any
0.0.0.255
remark : Permit internal subnet to access the internet
VLAN-ISOLATION 10 deny ip 192.168.255.71 192.168.255.72
0.0.0.255 0.0.0.255




20 |permit |ip |any |any
remark :
ipv6 ACL
2l =4 RES |permit/ |FR L3N/ XIETT E% * 7 av
deny Y—EXRFT7Vzok |TFLR R— b FL X K=k
IIN—"7
test?2 10 permit ipv6 host 2001:DB8:1::10 any
30 permit tep host 2001:DB8:1::10 any eq 22 log
40 permit tep host 2001:DB8:1::10 any eq pop2 log
remark : 20 Remark
AAA
AAA B3k (aaa new-model) enable
IEEE802.1X Azh1t (dotlx system-auth-control) enable
RADIUS #—/3— (radius server)
EA) IP7 FL X auth-port |acct-port [timeout [retransmit key pac key
aa 192.168.255.80 1812 1813 5 3 MyPacKey456
DUMMY_RADIUS 192.168.255.81 1812 1813 Ciscol23
TACACS+ H¥—/3— (tacacs server)
2] IP7 FL X port timeout |key single-connection send-nat-address
tacacs_server_01 192.168.255.90 20 60 tacacs_key enable enable

AAA Group (aaa group)

Y—N—TI—7

T — %

¥—~— ] RERE

tacacs+ TACACS_GROUP P—N— tacacs_server_01
SRR TE cache expiry 24 enforce hours
timeout 5
pick-method next
AAA Authentication
O 74 > 44781244 (aaa authentication attempts |3
login)
AAA Authentication Y X + (aaa authentication)
FEERA T JR b2 PN
login default 1 local
dotlx default 1 group radius
AAA Authorization
AAA Authorization Y X F (aaa authorization)
A RA T JRb+2 PN
exec default 1 local




network |test—authorization—|ist |1 |group tacacs+
AAA Accounting
AAA Accounting ') X I (aaa accounting)
ThIYTAYTEAT |[URLE La—F [7B—F*¥ Xt Ay R
exec defalt start-stop |no 1 group tacacs+
QoS

BE&1QoS Bzt (auto qos global compact)

multiplier)

QoS+ 2 —/Vy 7 7153 (qos queue-softmax-

1200

25 22 v 7 (class-map)

e

NYFT
(match-all.

match-anv)

DFEEAE (access-group. ip. protocol, 7 &)

description

Queue

cos b

system-cpp-police-ewlc- match-any EWLC Control
control
AutoQos-4.0-Output- match-any dscp af4l afd2 af43
Multimedia-Conf-Queue
cos 4
system-cpp-police-topology- match-any Topology control
control
class-map-test match-any ip dscp ef
system-cpp-police-sw-forward |match-any Sw forwarding, L2 LVX data packets, LOGGING, Transit Traffic
AutoQos-4.0-Output-Bulk- match-any dscp afll afl2 afl3
Data-Queue
cos 1
system-cpp-default match-any EWLC data, Inter FED Traffic
system-cpp-police-sys-data match-any Openflow, Exception, EGR Exception, NFL Sampled Data, RPF
Failed
AutoQos-4.0-Output-Priority-  |match-any dscp cs4 csb ef

KU ¥—=v 7 (policy-map)

KU —<v7%:  AutoQos-4.0-Output-Policy

sequence-interval

description

25 22w 7 (class-map)




U RES (V7RI T bandwidth priority queue-buffers |queue-limit service-policy |set shape average
AutoQos-4.0-Output-Priority- level 1
Queue percent 30

AutoQos-4.0-Output-Control-  |remaining percent ratio 10 dscp cs2 percent 80,

Mgmt-Queue 10 dscp cs3 percent 90,
dscp cs6 percent 100,
dscp cs7 percent 100

AutoQos-4.0-Output- remaining percent ratio 10

Multimedia-Conf-Queue 10

AutoQos-4.0-Output-Trans- remaining percent ratio 10

Data-Queue 10

AutoQos-4.0-Output-Bulk- remaining percent ratio 10

Data-Queue 4

AutoQos-4.0-Output- remaining percent ratio 10

Scavenger-Queue 1

AutoQos-4.0-Output- remaining percent ratio 10

Multimedia-Strm-Queue 10

class-default remaining percent ratio 25

25

Police A<~ F

S = 2 ES

ISRy T

police

action

AutoQos-4.0-Output-Priority-

Queue

AutoQos-4.0-Output-Control-
Mgmt-Queue

AutoQos-4.0-Output-
Multimedia-Conf-Queue

AutoQos-4.0-Output-Trans-

Data-Queue

AutoQos-4.0-Output-Bulk-

Data-Queue

AutoQos-4.0-Output-

Scavenger-Queue

AutoQos-4.0-Output-
Multimedia-Strm-Queue

class-default

RY)v—2v74:

policy-map-03

sequence-interval

description

2722 v 7 (class-map)




V=T VRES |V 7ARY S bandwidth priority queue-buffers [queue-limit service-policy |set shape average
class-map-test
Police a<w¥ F
=T VREES VTR YT police action
class-map-test rate 70000 conform-action transmit
RUS—<yvT4%: policy-map-02
sequence-interval
description
25 2% v 7 (class-map)
= RES VTRV bandwidth priority queue-buffers [queue-limit service-policy [set shape average
class-map-test
Police A<~ F
= RES |VTARTY S police action
class-map-test
RYS—<y7%:  test-policy-mpa-01
sequence-interval
description
27 2= v 7 (class-map)
V=T VRES |V 7ARY S bandwidth priority queue-buffers [queue-limit service-policy |set shape average
Police a<w¥ F
=T VREES | VTRV police action
RUS—<yvT4%: CHILD_POLICY_2
sequence-interval
description
25 2% v 7 (class-map)
= RES |VTARTY S bandwidth priority queue-buffers [queue-limit service-policy [set shape average
class-default
Police A<~ F
= RES VTRV police action

class-default

rate 5000000




RYv—=2y T4 QOS_OUTPUT_POLICY

sequence-interval

description

25 2% v 7 (class-map)

= RES (VTR S bandwidth priority queue-buffers [queue-limit service-policy [set shape average
class-default remaining percent
90
Police A<~ F
= RES |VTARTY S police action
class-default
RYv—<wy74:  AutoQos-4.0-Trust-Cos-Input-Policy
sequence-interval
description
27 X< v 7 (class-map)
V=T VRES |V 7ARY S bandwidth priority queue-buffers [queue-limit service-policy |set shape average
class-default cos cos table AutoQos-4.0-
Trust-Cos-Table
Police a<w>¥ F
V=T VRES |V 7 ARY S police action
class-default
RUS—<yvT%: system-cpp-policy
sequence-interval
description
25 2% v 7 (class-map)
= RES |VTARTY S bandwidth priority queue-buffers [queue-limit service-policy [set shape average

system-cpp-police-ios-routing

system-cpp-police-ios-feature

system-cpp-police-data

system-cpp-police-sys-data

system-cpp-police-sw-forward

system-cpp-police-multicast




system-cpp-police-multicast-

end-station

system-cpp-police-punt-

webauth

system-cpp-police-12-control

system-cpp-police-stackwise-

virt-control

system-cpp-police-routing-

control

system-cpp-police-system-

critical
Police A=~ F
=V RES |V TARYT police action
system-cpp-police-ios-routing [rate 6000 pps
system-cpp-police-ios-feature |rate 1000 pps
system-cpp-police-data rate 600 pps
system-cpp-police-sys-data rate 100 pps
system-cpp-police-sw-forward |[rate 800 pps
system-cpp-police-multicast rate 200 pps
system-cpp-police-multicast- |rate 1000 pps
end-station
system-cpp-police-punt- rate 800 pps
webauth
system-cpp-police-12-control rate 2000 pps
system-cpp-police-stackwise- [rate 100 pps
virt-control
RY¥—<v74:  child-policy
sequence-interval
description
27 A< v 7 (class-map)
U RES (V7RI T bandwidth priority queue-buffers |queue-limit service-policy |set shape average
class-default dscp af21
Police a<w>¥ F
U RES V7RI T police action

class-default

RV —=y T4

TEST-POLICE




sequence-interval

10

description

25 22 v 7 (class-map)

= VRES |VTARYT bandwidth priority queue-buffers |queue-limit service-policy [set shape average
class-default
Police A<~ F
=V RES |VTARYT police action
class-default cir 1000000 bc 31250 be 31250 conform-action transmit
exceed-action set-dscp-transmit afll
exceed-action set-qos-transmit 5
violate-action drop
RYUS—2v7%: policy-map-test2
sequence-interval 5
description test-description
27 A< v 7 (class-map)
=T VREES VTRV bandwidth priority queue-buffers |queue-limit service-policy |set shape average
5 class-map-test
Police a<w>~ F
=T VREES VTRV police action
5 class-map-test rate 80000 conform-action set-qos-transmit 30
exceed-action set-cos-transmit 0
RYUS—<y7%:  test-policy-map-06
sequence-interval
description
25 22 v 7 (class-map)
= VRES |VTARYT bandwidth priority queue-buffers [queue-limit service-policy |set shape average
class-default average 10000000
Police A<~ F
=V RES |VTARYT police action
class-default cir 8000 conform-action transmit

exceed-action drop

RYUS—2v 7%

test-policy-map-04

sequence-interval

description

Police_FTP_traffic_to_5Mbps




25 22 v 7 (class-map)

= VRES |VTARYT bandwidth priority queue-buffers [queue-limit service-policy [set shape average
test-class-map-04 5000 CHILD_POLICY |dscp af21
2
class-default
Police A<~ F
=V RES |VTARYT police action

test-class-map-04

class-default

rate 8000 bps burst 5000 bytes

conform-action set-qos-transmit 5

exceed-action drop

violate-action drop

RYUS—2v7%:

test-policy-map-05

sequence-interval

description

27 X< v 7 (class-map)

=T VREES VTRV bandwidth priority queue-buffers |queue-limit service-policy |set shape average
test-class-map-05 level 1 ratio 10 dscp afll percent 10
class-default
Police a<w¥ F
=T VREES VTRV police action
test-class-map-05 8000 conform-action transmit
exceed-action set-cos-transmit cos table test-table
class-default cir 8000 conform-action transmit
exceed-action drop
KU —<y7%:  test-policy-map
sequence-interval
description
25 22 v 7 (class-map)
= VRES |VTARYT bandwidth priority queue-buffers [queue-limit service-policy |set shape average
system-cpp-police-multicast 50000
Police A<~ F
= VRES |VTARYT police action

system-cpp-police-multicast




RYUS—2v7%: policy-map-test

sequence-interval 10
description
27 X< v 7 (class-map)
=T VREES VTRV bandwidth priority queue-buffers |queue-limit service-policy |set shape average
10 class-map-test
15 class-map-test-06
20 test-class-map-04 average 20000
30 test-class-map-05
class-default
Police a<w>¥ F
=T VREES VTRV police action

10 class-map-test cir 8000 pir 10000 conform-action transmit
exceed-action set-prec-transmit 2
exceed-action set-qos-transmit 5
violate-action drop
15 class-map-test-06 rate 90000 conform-action set-qos-transmit 30
conform-action set-prec-transmit 0
exceed-action set-cos-transmit cos
exceed-action set-discard-class-transmit 7
violate-action set-mpls-exp-imposition-transmit 0
20 test-class-map-04 cir 10000
30 test-class-map-05 rate 11000
class-default 8000
RUS—<yvT%: QOS_POLICY
sequence-interval
description
25 22w 7 (class-map)
= VRES |VTARYT bandwidth priority queue-buffers [queue-limit service-policy |set shape average
VOICE_CLASS
VIDEO_CLASS percent 30
Police A<~ F
= VRES |VTARYT police action
VOICE_CLASS
VIDEO_CLASS

RV —2v7%: TEST




sequence-interval

description

25 22 v 7 (class-map)

= VRES |VTARYT bandwidth priority queue-buffers [queue-limit service-policy [set shape average
class-default
Police A<~ F
=V RES |VTARYT police action
class-default cir 1000000 bc 31250 be 31250
RYUS—2v7%: policy-map-test-02
sequence-interval
description TEST_POLICY_MAP
27 X< v 7 (class-map)
=T VREES VTRV bandwidth priority queue-buffers |queue-limit service-policy |set shape average
class-map-test percent 20 ratio 10 child-policy dscp af31 average 8000000
Police a<w>¥ F
=T VREES VTRV police action
class-map-test 8000
STP (spanning-tree)
|STP E£— K (spanning-tree mode) |mst
STP Vlan (spanning-tree vlan)
A > X & >R (instance) E=EYikld 1B (priority) NA—4%A L (hello-time)
10 enable 4096
20 enable 8192
999 enable 5
STP Mst (spanning-tree mst)
forward-time /NA—%A L (hello-time) max-age max-hops simulate
15 2 20 20 enable
Configuration
BT ) £ 3 > (revision) A > 24K Z (instance) vlan
PROD-NETWORK 2 1 10-20,
2 30-40

ZVy P T734FY T4

A > A& Z (instance)

125 E (priority)

1

4096

2

8192




REA2—7x4R

A2 —Tx4R%E shutdown |IP7 KL X TRy bRy IP7 FL X Y7xy bvwRY description proxy-arp  |route-cache
(secondary) (secondary)
Vlanl enable cef
Vlanb2 192.168.255.110 255.255.255.0 Management Interface enable cef
Vlan53 192.168.255.111 255.255.255.0 VLAN53note enable cef
Vlan54 192.168.255.112 255.255.255.0 VLAN54note enable cef
Vlan99 shutdown 192.168.255.113 255.255.255.0 192.168.255.100 255.255.255.0 Management Interface enable cef
F—bFriu
A— R/NZ > 2 (port-channel load-balance) |src—mac
A1V E—T714RE switchport|access vlan description STP (spanning-tree) keepalive |dhcp storm-control logging event
mode guard link-type snooping |broadcast [multicast shutdown |trap
trust
Port-channell access 10 Access Port for root point-to-point enable 10.00 10.00 shutdown |enable link-status
Server-01
Port-channel48 5 link-status
YMEBAVR—T74R
ERETE
AV E—T714RE shutdown |speed duplex description switchport|access trunk channel ACL
mode vlan allow vlan |native pruning |group |mode name in / out
vlan vlan
GigabitEthernet0/0 shutdown
GigabitEthernet1/0/1 access 52 auto
GigabitEthernet1/0/2 53 all auto
GigabitEthernet1/0/3 53 all auto
GigabitEthernet1/0/4 53 all auto
GigabitEthernet1/0/5 100 full Access Port for Users |access 10 auto ACL_IN in
GigabitEthernet1/0/6 Trunk Port to other- |trunk 10,20,30- |99 2-9,11- auto
switch 35 1001
GigabitEthernet1/0/7 Member of Port- access 10 1 active
channel 1
GigabitEthernet1/0/8 53 all auto
GigabitEthernet1/0/9 53 all auto
GigabitEthernet1/0/10 QoS Port for IP- access 10 auto
Phone and PC
GigabitEthernet1/0/11 access 100 auto




GigabitEthernet1/0/12 802.1X Port based on |access 100 auto
New Spec
GigabitEthernet1/0/13 QA-VPN 99 all auto
GigabitEthernet1/0/14 54 all auto
GigabitEthernet1/0/15 54 all auto
GigabitEthernet1/0/16 access 10 auto
GigabitEthernet1/0/17 access 99 99 40,50-55 [auto
GigabitEthernet1/0/18 54 all 1 active
GigabitEthernet1/0/19 54 all auto
GigabitEthernet1/0/20 access 100 auto
GigabitEthernet1/0/21 54 all auto
GigabitEthernet1/0/22 54 all auto
GigabitEthernet1/0/23 access 54 auto
GigabitEthernet1/0/24 access 54 auto
TenGigabitEthernetl/1/1 1 all auto
TenGigabitEthernetl/1/2 1 all auto
TenGigabitEthernetl/1/3 1 all auto
TenGigabitEthernetl/1/4 1 all auto
STP (spaninng-tree)
AV =T x4 RE portfast bpduguar |bpdufilter |guard default link-type vlan
d cost Vlan ID cost priority
GigabitEthernet0/0 0
GigabitEthernet1/0/1 0
GigabitEthernet1/0/2 0
GigabitEthernet1/0/3 0
GigabitEthernet1/0/4 0
GigabitEthernet1/0/5 0
GigabitEthernet1/0/6 no 0 10,20,30-35 70 96
GigabitEthernet1/0/7 0 10 50
20 60
GigabitEthernet1/0/8 no enable enable root 100 point-to-point 10 50 64
GigabitEthernet1/0/9 0
GigabitEthernet1/0/10 no 0
GigabitEthernet1/0/11 0
GigabitEthernet1/0/12 0
GigabitEthernet1/0/13 0
GigabitEthernet1/0/14 0
GigabitEthernet1/0/15 0
GigabitEthernet1/0/16 0
GigabitEthernet1/0/17 0
GigabitEthernet1/0/18 0
GigabitEthernet1/0/19 0




GigabitEthernet1/0/20

GigabitEthernet1/0/21

GigabitEthernet1/0/22

GigabitEthernet1/0/23

GigabitEthernet1/0/24

TenGigabitEthernetl/1/1

TenGigabitEthernetl/1/2

TenGigabitEthernetl/1/3

TenGigabitEthernetl/1/4

o|lo|lo|lo|lo|lo|lo|lo|o

QoS

P Z EVER A

switchport

voice vlan

priority extend

trust

trust device

auto qos

configuration

service-policy

service input

service output

GigabitEthernet0/0

GigabitEthernet1/0/1

GigabitEthernet1/0/2

GigabitEthernet1/0/3

GigabitEthernet1/0/4

GigabitEthernet1/0/5

GigabitEthernet1/0/6

GigabitEthernet1/0/7

GigabitEthernet1/0/8

GigabitEthernet1/0/9

QOS_POLICY

GigabitEthernet1/0/10

110

trust

Ccos

cisco-phone

trust

AutoQos-4.0-Trust-
Cos-Input-Policy

AutoQos-4.0-Output-
Policy

GigabitEthernet1/0/11

GigabitEthernet1/0/12

GigabitEthernet1/0/13

GigabitEthernet1/0/14

GigabitEthernet1/0/15

GigabitEthernet1/0/16

GigabitEthernet1/0/17

GigabitEthernet1/0/18

GigabitEthernet1/0/19

GigabitEthernet1/0/20

GigabitEthernet1/0/21

GigabitEthernet1/0/22

GigabitEthernet1/0/23

GigabitEthernet1/0/24

TenGigabitEthernetl/1/1

TenGigabitEthernetl/1/2

TenGigabitEthernetl/1/3

TenGigabitEthernetl/1/4




IEEE802.1X

LA B8—T A R%

mab

access-session

authentication

dotlx

port-control

host-mode

port-control

host-mode

order

priority

periodic

timer

reauthenticate

timer inactivity

timeout tx-

period

max-
reauth-

req

max-req

GigabitEthernet0/0

GigabitEthernet1/0/1

GigabitEthernet1/0/2

GigabitEthernet1/0/3

GigabitEthernet1/0/4

GigabitEthernet1/0/5

GigabitEthernet1/0/6

GigabitEthernet1/0/7

GigabitEthernet1/0/8

GigabitEthernet1/0/9

GigabitEthernet1/0/10

GigabitEthernet1/0/11

enable

auto

multi-

domain

enable

3600

10

GigabitEthernet1/0/12

enable

10

GigabitEthernet1/0/13

GigabitEthernet1/0/14

GigabitEthernet1/0/15

GigabitEthernet1/0/16

GigabitEthernet1/0/17

enable

auto

multi-auth

no

3600

11

10

GigabitEthernet1/0/18

GigabitEthernet1/0/19

GigabitEthernet1/0/20

GigabitEthernet1/0/21

GigabitEthernet1/0/22

GigabitEthernet1/0/23

auto

multi-auth

no

3600

GigabitEthernet1/0/24

auto

multi-auth

no

3600

TenGigabitEthernetl/1/1

TenGigabitEthernetl/1/2

TenGigabitEthernetl/1/3

TenGigabitEthernetl/1/4

logging event

L B8—T A R%

logging event

GigabitEthernet0/0 link-status
GigabitEthernet1/0/1 link-status
GigabitEthernet1/0/2 link-status
GigabitEthernet1/0/3 link-status
GigabitEthernet1/0/4 link-status
GigabitEthernet1/0/5 link-status




GigabitEthernet1/0/6 link-status
GigabitEthernet1/0/7 link-status
GigabitEthernet1/0/8 link-status
GigabitEthernet1/0/9 link-status
GigabitEthernet1/0/10 link-status
GigabitEthernet1/0/11 link-status

trunk-status

GigabitEthernet1/0/12

link-status

spanning-tree

GigabitEthernet1/0/13

link-status

spanning-tree

GigabitEthernet1/0/14 link-status
GigabitEthernet1/0/15 link-status
GigabitEthernet1/0/16 link-status
GigabitEthernet1/0/17 link-status

nfas-status

trunk-status

bundle-status

spanning-tree

status

subif-link-status

subif-link-status ignore-bulk

GigabitEthernet1/0/18 link-status
GigabitEthernet1/0/19 link-status
GigabitEthernet1/0/20 link-status
GigabitEthernet1/0/21 link-status
GigabitEthernet1/0/22 link-status
GigabitEthernet1/0/23 link-status
GigabitEthernet1/0/24 link-status
TenGigabitEthernetl/1/1 link-status
TenGigabitEthernetl/1/2 link-status
TenGigabitEthernetl/1/3 link-status
TenGigabitEthernetl/1/4 link-status

snmp trap

A1V E—T714RE snmp ifindex snmp trap
GigabitEthernet0/0 link-status

GigabitEthernet1/0/1

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/2

mac-notification change added

mac-notification change removed

link-status




GigabitEthernet1/0/3

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/4

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/5

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/6

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/7

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/8

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/9

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/10

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/11

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/12

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/13

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/14

persist

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/15

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/16

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/17

mac-notification change added




mac-notification change removed

link-status

GigabitEthernet1/0/18

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/19

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/20

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/21

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/22

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/23

mac-notification change added

mac-notification change removed

link-status

GigabitEthernet1/0/24

mac-notification change added

mac-notification change removed

link-status

TenGigabitEthernetl/1/1

mac-notification change added

mac-notification change removed

link-status

TenGigabitEthernetl/1/2

mac-notification change added

mac-notification change removed

link-status

TenGigabitEthernetl/1/3

mac-notification change added

mac-notification change removed

link-status

TenGigabitEthernetl/1/4

mac-notification change added

mac-notification change removed

link-status
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broadcast

multicast

shutdown

trap

GigabitEthernet0/0

GigabitEthernet1/0/1

GigabitEthernet1/0/2

GigabitEthernet1/0/3




GigabitEthernet1/0/4

GigabitEthernet1/0/5

GigabitEthernet1/0/6

GigabitEthernet1/0/7

10.00

10.00

shutdown

enable

GigabitEthernet1/0/8

GigabitEthernet1/0/9

GigabitEthernet1/0/10
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GigabitEthernet1/0/14
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shutdown
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GigabitEthernet1/0/16

GigabitEthernet1/0/17

10.00

pps bk

shutdown

enable

GigabitEthernet1/0/18

10.00

10.00

shutdown

enable

GigabitEthernet1/0/19

GigabitEthernet1/0/20
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