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I—HP— AV E—TAREEI VY-
VE—FTRI by T H—EX V-
VE—FFRIbY T F—bvzA V=0
VE—FTFRIbY T FA42VR Y=L
UE—b TRI by 7 T4 RDMHREY — L
Active Directory Rights Management +— &' X vV —JL



Active Directory SEFREH —E X VvV —JL
FrIA Y LARYE— Y=L
FEERRBIE R Y —
DHCP #—/\— v —JL
DNS #t—/"\— v —1
FAX H—/X— v — )L
Windows B —EX vV —L
Ty b T—=0 R =TI B—EX V=L
774N Y—EX V=
DFS &Y —JL
Iy bNT—=0 T AN S RATLEBY —ILOY—ER
T7AL Y —N= Y- Ix—=Tv— Y=
RYa—L 74V RBIEY — IV
VE—F 77 REBEY—IL
Windows PowerShell HO U E—F 774X £ a—JL
JE—=F 772X GUI Y=L ax> K Z4v V=L
FRlE RFa Xy b P—ER Y=
74V L X LAN H—EX
AR EC IR
REEL 7Y A
ZmE7%R Windows A—F 44 EFH T/ RRYT VR



4. 4—EZX

DisplayName

Active Directory Web Services

AllJoyn Router Service

Application Layer Gateway Service
Application Identity

Application Information

Application Management

App Readiness

Microsoft App-V Client

AppX Deployment Service (AppXSVC)
Windows Audio Endpoint Builder
Windows Audio

ActiveX Installer (AxInstSV)

Base Filtering Engine

Background Intelligent Transfer Service
Background Tasks Infrastructure Service
Bluetooth #—F 4 #+ = btz A H—EX
AVCTP #+—E'X

Bluetooth ¥ R— bk #—EX

HEET /A v X =Y v — P—EX
CaptureService_8a9%9a197
CaptureService_919f3

)y 7JR—FK 21—%— H%—E X _8a%al197
Uy 7TR—F 1—%—H—Ex 9193
Connected Devices Platform Service
Connected Devices Platform 2 —#— # — ' X _8a9a197
Connected Devices Platform 2 —#— H#—E X _919f3
Certificate Propagation

Client License Service (ClipSVC)

COM+ System Application

ConsentUX 8a9%9al97

ConsentUX 919f3

CoreMessaging

Cryptographic Services

Offline Files

DCOM Server Process Launcher
Optimize drives

Device Association Service

Device Install Service

DevicePicker 8a9a197

DevicePicker 919f3

ServiceName

ADWS

AJRouter

ALG

ApplDSvc

Appinfo

AppMgmt

AppReadiness
AppVClient

AppXSvc
AudioEndpointBuilder
Audiosrv

AxInstSV

BFE

BITS
BrokerInfrastructure
BTAGService
BthAvctpSvec

bthserv

camsvc
CaptureService_8a9a197
CaptureService_919f3
cbdhsvc _8a9a197
cbdhsvec 919f3

CDPSvc
CDPUserSvc_8a9al197
CDPUserSvc _919f3
CertPropSvc

ClipsvC

COMSysApp
ConsentUxUserSvc _8a9al197
ConsentUxUserSve 919f3
CoreMessagingRegistrar
CryptSvc

CscService

DcomLaunch

defragsvc
DeviceAssociationService
Devicelnstall
DevicePickerUserSvc 8a9al97
DevicePickerUserSvc 919f3

StartType
EE)|
Fa
Fa
Fa
Fa
Fa
Fa
FS)|
Fa
Fa
Fa
FS)|
EE)|
Fa
EE)|
Fa
Fa
Fa
Fa
Fa
Fa
Fa
Fa
EE)|
EE)|
EE)|
Fa
Fa
Fa
Fa
Fa
EE)|
EE)|
FS)|
EE)|
Fa
Fa
Fa
F)|
FS)|

Status
E{TH
(=l
(=l
(=l
E{TH
(=l
(=l
(=l
E{TH
(=l
(=l
(=l
E{TH
(=l
E{TH
(=l
E{TH
(=l
E{TH
(=l
(=l
(=l
(=l

o=

MM
[
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F/NA X 78— _8a%al97

T/NA R 7 0—_919f3

DevQuery Background Discovery Broker
DFS Namespace

DFS Replication

DHCP Client

DHCP Server

Microsoft (R) 2/ 7iZE#EaL s &2 — H—E X

Connected User Experiences and Telemetry
TNA ZEBEFY—ER

TFTNRAREEBIANYLRA 77 r—>ay 7R3 (WAP) 7y ¥a Xye—Y b—F4 >4

P—EX

DNS Server

DNS Client

Delivery Optimization

Wired AutoConfig

Diagnostic Policy Service

Device Setup Manager

DS Role Server

Data Sharing Service

Extensible Authentication Protocol
Encrypting File System (EFS)
BHAHKLE—F

Enterprise App Management Service
Windows Event Log

COM+ Event System

Function Discovery Provider Host
Function Discovery Resource Publication
Windows Font Cache Service
Windows i X7 7L —L H—/N—
Group Policy Client

GraphicsPerfSvc

Human Interface Device Service

HV =X b —EX

Windows E/NAJL iKYy P XKy b —EX
IKE and AuthlP IPsec Keying Modules
Microsoft Store 1 ¥ X b —JL H—EX
IP Helper

Intersite Messaging

Kerberos Key Distribution Center
Microsoft Key Distribution Service
CNG Key Isolation

KDC Proxy Server service (KPS)

DevicesFlowUserSvc _8a9al197
DevicesFlowUserSvc 919f3

DevQueryBroker
Dfs

DFSR

Dhcp
DHCPServer

diagnosticshub.standardcollector.service

DiagTrack
DmEnrollmentSvc

dmwappushservice

DNS
Dnscache
DoSvc
dot3svc
DPS

DsmSvc
DsRoleSvc
DsSve
Eaphost
EFS
embeddedmode
EntAppSvc
EventLog
EventSystem
fdPHost
FDResPub
FontCache
FrameServer
gpsve
GraphicsPerfSvc
hidserv
HvHost
icssve
IKEEXT
InstallService
iphlpsve
IsmServ

Kdc

KdsSvc
Keylso
KPSSVC
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EE)
EE)
EE)
EE)
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KtmRm for Distributed Transaction Coordinator
Server

Workstation

Geolocation Service

Windows 7/ 2>V X v % —Y v — H—E'X
Link-Layer Topology Discovery Mapper
TCP/IP NetBIOS Helper

Local Session Manager

Downloaded Maps Manager

Windows Defender Firewall

Distributed Transaction Coordinator
Microsoft iSCSI Initiator Service
Windows Installer

Network Connectivity Assistant
Network Connection Broker

Netlogon

Network Connections

Network List Service

Network Setup Service

Net.Tcp Port Sharing Service

Microsoft Passport Container

Microsoft Passport

Network Location Awareness

Network Store Interface Service

Active Directory Domain Services

File Replication

Program Compatibility Assistant Service
Performance Counter DLL Host

Phone Service

Contact Data_8a9a197

Contact Data 919f3

Performance Logs & Alerts

Plug and Play

IPsec Policy Agent

Power

Printer Extensions and Notifications
PrintWorkflow 8a9%9al97

PrintWorkflow 919f3

User Profile Service

Windows PushTolnstall #—E'X

Quality Windows Audio Video Experience
Remote Access Auto Connection Manager
Remote Access Connection Manager

KtmRm
LanmanServer
LanmanWorkstation
Ifsve
LicenseManager
lltdsvc

Imhosts

LSM
MapsBroker
mpssvc

MSDTC
MSiSCSI
msiserver
NcaSvc
NcbService
Netlogon
Netman
netprofm
NetSetupSvc
NetTcpPortSharing
NgcCtnrSvec
NgcSve

NlaSvc

nsi

NTDS

NtFrs

PcaSvc
PerfHost
PhoneSvc

PimIndexMaintenanceSvc 8a9%9al97
PimIndexMaintenanceSvc 919f3

pla
PlugPlay
PolicyAgent
Power
PrintNotify

PrintWorkflowUserSvc _8a9a197
PrintWorkflowUserSve 919f3

ProfSvc
PushTolnstall
QWAVE
RasAuto
RasMan

FaE)
EE)
EE)
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Routing and Remote Access

Remote Registry

EIREEY—ER

RPC Endpoint Mapper

Remote Procedure Call (RPC) Locator
Remote Procedure Call (RPC)
Resultant Set of Policy Provider
Special Administration Console Helper
Security Accounts Manager

Smart Card

Smart Card Device Enumeration Service
Task Scheduler

Smart Card Removal Policy
Secondary Logon

Windows €¥ a2 U714 H—EX
FIWE LV NFC/SE v % —Y v —
System Event Notification Service

Windows Defender Advanced Threat Protection Service

Sensor Data Service

Sensor Service

Sensor Monitoring Service

Remote Desktop Configuration

System Guard 7> XA L E=&— 7A—H—
Internet Connection Sharing (ICS)

Shell Hardware Detection

Shared PC Account Manager

Microsoft Storage Spaces SMP

SNMP +Z v 7

Print Spooler

Software Protection

SSDP Discovery

OpenSSH Authentication Agent

Secure Socket Tunneling Protocol Service
State Repository Service

Windows Image Acquisition (WIA)

Storage Service

Spot Verifier

Microsoft Software Shadow Copy Provider
SysMain

System Events Broker

Touch Keyboard and Handwriting Panel Service
Telephony

Remote Desktop Services

RemoteAccess
RemoteRegistry
RmSvc
RpcEptMapper
RpclLocator

RpcSs

RSoPProv

sacsvr

SamSs

SCardSvr
ScDeviceEnum
Schedule
SCPolicySvec
seclogon
SecurityHealthService
SEMgrSve

SENS

Sense
SensorDataService
SensorService
SensrSvc
SessionEnv
SgrmBroker
SharedAccess
ShellHWDetection
shpamsvc
smphost
SNMPTRAP
Spooler

sppsvc

SSDPSRV
ssh-agent
SstpSvc
StateRepository
stisve

StorSvc

svsvc

sSwprv

SysMain
SystemEventsBroker
TabletInputService
tapisrv
TermService
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Themes

Storage Tiers Management

Time Broker

Web 7HT v b vx—Y v —

Distributed Link Tracking Client
Windows Modules Installer

A L — > DB EE AL

User Access Logging Service

A—H— T2 TV B —ER

Remote Desktop Services UserMode Port Redirector

User Data Storage_8a9al197

User Data Storage_919f3

UPnP Device Host

User Data Access 8a9al197

User Data Access 919f3

User Manager

Update Orchestrator Service

Credential Manager

Virtual Disk

VMware Alias Manager and Ticket Service
Hyper-V Guest Service Interface

Hyper-V Heartbeat Service

Hyper-V Data Exchange Service

Hyper-V UE—F TR b v R —E X
Hyper-V Guest Shutdown Service

Hyper-V Time Synchronization Service
Hyper-V PowerShell Direct Service
Hyper-VHAYa—A Yy FY 3= UJTRZ—
VMware Tools

VMware Snapshot Provider

VMware CAF AMQP Communication Service
VMware CAF Management Agent Service
Volume Shadow Copy

Windows Time

Windows Update Medic Service
WalletService

WarpJITSvc

Windows Biometric Service

Windows Connection Manager

Diagnostic Service Host

Diagnostic System Host

Windows Defender Antivirus Network Inspection Service

Windows Event Collector

Themes
TieringEngineService
TimeBrokerSvc
TokenBroker
TrkWks
TrustedInstaller
tzautoupdate
UALSVC
UevAgentService
UmRdpService
UnistoreSvc 8a9a197
UnistoreSvc _919f3
upnphost
UserDataSvc 8a9a197
UserDataSvc 919f3
UserManager
UsoSvc

VaultSvc

vds

VGAuthService
vmicguestinterface
vmicheartbeat
vmickvpexchange
vmicrdv
vmicshutdown
vmictimesync
vmicvmsession
vmicvss

VMTools

vmvss
VMwareCAFCommAmapListener
VMwareCAFManagementAgentHost
VSS

W32Time
WaaSMedicSvc
WalletService
WarpJITSve
WhbioSrve

Wemsve
WdiServiceHost
WdiSystemHost
WdNisSvc

Wecsvce
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Windows Encryption Provider Host Service

Problem Reports and Solutions Control Panel Support

Windows Error Reporting Service

Still Image Acquisition Events

Windows Defender Antivirus Service

WinHTTP Web Proxy Auto-Discovery Service
Windows Management Instrumentation

Windows Remote Management (WS-Management)
Windows Insider ¥ —E'X

Microsoft Account Sign-in Assistant

WMI Performance Adapter

Windows Media Player Network Sharing Service
Portable Device Enumerator Service

Windows 7'v ¥ 2 BHI> X 7L $—ER

Windows Push Notifications User Service 8a9al97
Windows Push Notifications User Service 919f3
Windows Search

Windows Update

WEPHOSTSVC
wercplsupport
WerSve

WiaRpc
WinDefend
WinHttpAutoProxySvc
Winmgmt
WinRM

wisvce

wlidsvc
wmiApSrv
WMPNetworkSvec
WPDBusEnum
WpnService

WpnUserService_8a9al197

WpnUserService_919f3
WSearch
wuauserv
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5. 77V 5—vav

DisplayName DisplayVersion Publisher InstallDate
Microsoft Visual C++ 2017 Redistributable (x64) - 14.12.25810 14.12.25810.0 Microsoft Corporation 20200722
Microsoft Visual C++ 2017 Redistributable (x86) - 14.12.25810 14.12.25810.0 Microsoft Corporation 20200722

VMware Tools 10.3.10.12406962 VMware, Inc. 20200622



6. AT LB

REEE RERE W7z BEE( SAY-TECH-SVO01 )
0S
Caption Microsoft Windows Server 2019 Standard
Version 10.0.17763
OSArchitecture 64 £ b
InstallDate 20YY/MM/DD hh:mm:ss
AL D% 1809
oStk 17763.1098
TARY
T4z (1)
Model VMware Virtual disk SCSI Disk Device
Size 80.0 GB
F4RY (2)
Model
Size
T4z (3)
Model
Size
F4RY (4)
Model
Size
F4 2o (5)
Model
Size
T4 22 (6)
Model
Size
T4z (1)
Model
Size
F4RY (8)
Model
Size
F4RY (9
Model
Size
T4 A2 (10)
Model
Size
N
FZ47 (1)



DevicelD
FileSystem
FreeSpace
Size
ProviderName

K247 (2)

DevicelD
FileSystem
FreeSpace (GB)
Size (GB)
ProviderName

K347 (3)

DevicelD
FileSystem
FreeSpace (GB)
Size (GB)
ProviderName

o247 (4)

DevicelD
FileSystem
FreeSpace (GB)
Size (GB)
ProviderName

K347 (5)

DevicelD
FileSystem
FreeSpace (GB)
Size (GB)
ProviderName

K247 (6)

DevicelD
FileSystem
FreeSpace (GB)
Size (GB)
ProviderName

K347 (1)

DevicelD
FileSystem
FreeSpace (GB)
Size (GB)
ProviderName

K747 (8)

DevicelD

NTFS
66.5 GB
79.4 GB



FileSystem
FreeSpace (GB)

Default Gateway
Y7xy =Ry
DHCPE)
DHCPH —/—

Size (GB)
ProviderName
K47 (9)
DevicelD
FileSystem
FreeSpace (GB)
Size (GB)
ProviderName
FZ 47 (10)
DevicelD
FileSystem
FreeSpace (GB)
Size (GB)
ProviderName
XA
Enabled True
Name SAY-TECH-SV0l.com
AN
SerialNumber VMware-xx XX XX XX XX XX XX XX=XX XX XX XX XX XX XX XX
Manufacturer VMware, Inc.
Model VMware7,1
NIC
NIC (1)
Description Intel(R) 82574L Gigabit Network Connection
DHCPEnabled True
IPAddress XXX XXKXXX KKK XXXXIXHHKEXXXX KKK XXX XKKK XXX KKK
MacAddress XXIXXIXKEXXIXXEXX
Default Gateway XXX XXKXXKXXK XXXKEXXKKX KKK X KKK X KKK XKKK XXX XKXX
Y7xy =Ry 255.255.255.0 64
DHCPE%h B3
DHCPH — /N — XXX XXX XXX XXX
DNSH —/N— *EHXY)Y 127.0.0.1
NIC (2)
Description Intel(R) 82574L Gigabit Network Connection #2
DHCPEnabled False
IPAddress XXX XXKXXKXXK XXXKEXXXKIXXKKEXXKK X KKK KKK KKK KIKKKK XXX EXKXK KKK K XK XK XXX K XX KK XX KK X XXX
MacAddress XXIXXIXKEXXIXXEXX

XXX XXKXXX XXXKEXXXXXXHK XXX XXX IXXXKEXKX XXX
255.255.255.0 64 128 64
)]



DNSH—/"— *ZARXYY 127.0.0.1

NIC (3)
Description WAN Miniport (IP)
DHCPEnabled False
IPAddress
MacAddress XXIXXIXKEXXIXXEXX

Default Gateway
Y7xy =Ry

DHCP#&%h Eis)
DHCPH —/—
DNSH —/—
NIC (4)
Description WAN Miniport (IPv6)
DHCPEnabled False
IPAddress
MacAddress XXIXXIXKEXXIXXEXX

Default Gateway
Y7xy =Ry

DHCP#&%h £
DHCPH —/—
DNSH —/—
NIC (5)
Description WAN Miniport (Network Monitor)
DHCPEnabled False
IPAddress
MacAddress XXIXXIXKEXXIXXEXX

Default Gateway
Y7xy =Ry

DHCPA#) e
DHCPH —/—
DNSH —/—
NIC (6)
Description Intel(R) 82574L Gigabit Network Connection #3
DHCPEnabled False
IPAddress XXX XXX XXKXXK XXXKEXXXKIXXKKEXXKK X KKK EXKKKIXKKKIKKKK XHXKEXKXK KKK KKK XK XXX K XX KK XX KK X XXX
MacAddress XXIXXIXKEXXIXXEXX
Default Gateway XXXXIXXXKEXXXXIXHKXKEXX XX XKKKEXX XK KKK
Y7xy =Ry 255.255.255.0 64 128 64
DHCPEZ) FS)|
DHCPH —/—
DNSH —/N— *EHXY)Y 127.0.0.1
NIC (7)

Description Intel(R) 82574L Gigabit Network Connection #4



DHCPEnabled False

IPAddress XXX XXKXXKXXK XXXKEXXXKIXXKKEXXKK X KKK KKK IXKKKIKKKK XXX EXKXK KKK K EXKXKEXKXK XX KK XX KK X XXX
MacAddress XXIXXIXKEXXIXXEXX
Default Gateway XXXXIXXXKEXXXXIXXKKEXXXKXEXKKKEXX XK KKK
Y7xy =Ry 255.255.255.0 64 128 64
DHCP#&%h Ei)
DHCPH —/—
DNSH —/N— *EHXY)Y 127.0.0.1
NIC (8)
Description Intel(R) 82574L Gigabit Network Connection #5
DHCPEnabled False
IPAddress XXX XXKXXKXXK XXXKEXXXKIXXKKEX KKK X KKK KKK KKK K IKKKK XXXKEXKXK KKK KKK XK XXX K XX KK XX KK EX XXX
MacAddress XXIXXIXKEXXIXXEXX

Default Gateway
Y7xy =Ry 255.255.255.0 64 128
DHCP#&%h Ei)
DHCPH —/—
DNSH —/N— *EHXY)Y 127.0.0.1

NIC (9)
Description
DHCPEnabled
IPAddress
MacAddress
Default Gateway
Y7xy =Ry
DHCPE)
DHCPH —/—
DNSH —/—

NIC (10)
Description
DHCPEnabled
IPAddress
MacAddress
Default Gateway
Y7xy =Ry
DHCPE)
DHCPH —/—
DNSH —/—

ipconfig /all

Windows IP #5%
RAME SAY-TECH-SV01
7S5A4<YDNSH 74 v IR SAY-TECH-SV0l.com
J—F 247 NAZYE



IPI—F 4 B
WINS 7o 8%
DNS ¥ 74 v 7 RRZR—E
v b7 =0 T7RTE— (1)
E2ye]
AT 4 T DIREE
EHREBDDNS 74 v o R
St HA
WET FL X
DHCP &%)
BEMERLE S
—FIPv6 7 F L X
Yvono—HhHLIPv6 7 KL X
IPv4 7 KL 2 (1)
T7RLX
Y73y b wRY
U —2ES
U — 2 DHEFNHAR
T7ANMET—bT A
DHCP H—/X—
DHCPv6 IAID
DHCPv6 7 % 4 77> + DUID
DNS # —/3—
NetBIOS over TCP/IP
EHEED dns Y74 v 7 RIERO—F

Windows Update
Hotfix (1)

InstallDate
DisplayName
ProgramName
Publisher

Hotfix (2)

InstallDate
DisplayName
ProgramName
Publisher

Hotfix (3)

InstallDate
DisplayName
ProgramName
Publisher

Hotfix (4)

InstallDate

(A
(A
SAY-TECH-SV0l.com say-tech.sample

A=Yy b 77X 7% — Ethernet0

say-tech.sample

Intel(R) 82574L Gigabit Network Connection
XX=XX-XX=XX=XX-XX

(=4

(=4

XXXXIXXXXZXXXXIXXXXZXXXXIXXXXZXXXXIXXXX(1%5%)

XXX XXX XXX XXX (B 5E)

255.255.255.0

20YYEMMBDDH hh:mm:ss
20YYEMMBDDH hh:mm:ss
XXXXIXXXKEXXKXXKXK XXX XXX IXKXKEXXXX
XXX XXX XXX XXX

XXXXXXXX
XX=XX=XX=XX~XX~XX=XX=XX~XX~XX~XX~XX~XX-XX

=1 127.0.0.1 _nlz%mg
B "

20200307

KB4539571

Microsoft Windows
Microsoft Corporation

20200307

KB4538461

Microsoft Windows
Microsoft Corporation

20200307

KB4532947

Microsoft Windows
Microsoft Corporation



DisplayName
ProgramName
Publisher

Hotfix (5)

InstallDate
DisplayName
ProgramName
Publisher

Hotfix (6)

InstallDate
DisplayName
ProgramName
Publisher

Hotfix (7)

InstallDate
DisplayName
ProgramName
Publisher

Hotfix (8)

InstallDate
DisplayName
ProgramName
Publisher

Hotfix (9)

InstallDate
DisplayName
ProgramName
Publisher

Hotfix (10)

InstallDate
DisplayName
ProgramName
Publisher
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X n— (1)

(3) Pre-Windows 2000 Compatible Access® 7' B /%7 4
2%

7% —L

B!
FEd 5 A /N —

X n— (1)
Incoming Forest Trust Builders® 7'm /<5 ¢
2%

7% —L

B!
BS54 v/ —

X n— (1)
Windows Authorization Access Group® 7’0 /37 4
2%

It —L

B!

(4

Ny

(5

=

FEd 5 A /N —

X n— (1)
Terminal Server License Servers® 7' A/37 ¢
2%
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